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1. Welcome

The MoFi 6500 is an enterprise-grade cellular router designed for reliable internet connectivity in any
environment. Depending on which model you have, it can support 4G/LTE, 5G SA/NSA, and wired WAN
connections with automatic failover, load balancing, and remote management.

These features can also be set and managed via the MoFi ACS cloud platform.

Key Features
® 5G & LTE Connectivity — With the RM520-HP models, it supports 5G SA, 5G NSA, and LTE with carrier
aggregation

® LTE only option — Sierra Wireless EM7411 model supporting 4G/LTE with 2 x carrier aggregation
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Dual Module Support — Some models include two cellular modems for redundancy both LTE and 5G

Automatic Failover — Seamlessly switches between cellular, WAN, WiFi repeater, and USB
connections

Load Balancing — Combine multiple internet connections for increased bandwidth
(more work done in less time, like have 2 routers in 1)

WiFi 6 with Embedded Boosters— Dual-band 2.4 GHz and 5 GHz wireless (802.11ax) with build in
WiFi boosters to give the best speed and range
VPN Server — Built-in WireGuard and Open VPN servers for secure remote access

VPN Client Support — ProtonVPN, ExpressVPN, NordVPN, IPVanish, PIA, CyberGhost, PureVPN,
OpenVPN, OpenConnect, Tailscale, ZeroTier, L2TP/IPSec, and MoFi-to-MoFi VPN

Remote Management — Cloud-based ACS portal for managing routers from anywhere

CloudLink — Static public IP service for cellular connections without a public IP

IP Passthrough — Pass the modem’s IP directly to a connected device

Captive Portal — Guest network with splash page authentication

Enterprise Security — Firewall, port filtering, attack defense (banlP), MAC filtering, country blocking
VLAN Support — Segment your network into isolated virtual LANs

Bandwidth Management — Speed limiters, usage monitoring, ad blocking, website blocking, WiFi
scheduling

SIM Failover — Automatic switching between dual SIM slots

What'’s in the Box (depends on which model)

MoFi 6500 Router

12V DC power adapter (3.5AMP Rating)

10 Feet Ethernet cable (Cat6e)

If cellular model, 2, 4 or 8 External cellular antennas (SMA connectors)
5 External WiFi antennas

Quick start guide
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2. Hardware Overview

Device Design — Front Panel

Figure 1: MOFI6500-5GXelTE-5GXeLT-RM520-HP Front View
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Figure 2: Top View and Wall Mount Hole Locations

The MOFI6500-5GXelTE features a rugged metal casing with the MoFi Network logo on top. The
MOFI6500-5GXelLTE-RM520-HP router has up to 9 detachable external antennas: 4 cellular antennas (for 5G
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MIMO) and 5 WiFi antennas (for extended Wi-Fi 6 coverage). The number of cellular antennas depends on
your model (LTE models may have 2 cellular antennas, 5G models have 4).

The front panel has a row of LED indicators (see table below). An LED ON/OFF switch on the back panel allows
you to turn off all LEDs — useful for dark environments like bedrooms or RVs.

LED Indicators

LED

Power/Boot
Status

Internet

Wi-Fi

WAN

Ethernet 1-4

RED Ethernet

Behavior

Blink

Solid

ON
BLINKING
OFF

ON

OFF
Blinking
Very Fast blink
ON

OFF

ON

OFF
Blinking

ON/OFF

Description

Router is booting up

Boot complete — router is ready

Internet is active using the SIM card (cellular)
Internet is active using the WAN ethernet port
No internet access

Wireless is enabled (blinks during data transfer)
Wireless is disabled

Normal use — data is being transmitted

Unit is in recovery mode

Connected to a Cable/DSL/Satellite modem

No modem connection on WAN port

An active ethernet device is connected to this
port

No device connected

Transmitting/receiving data

Serial Access to router (normally left unused)
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Device Design — Back Panel

2
7,

10/100/1000 GIGABIT PORTS LAN+WAN

#H [ ol ] Bls

CONSOLE LAN1 LAN2 LAN3 LAN4 WAN Reset USB DC IN
——— "
PRIMARY #1

PRI MARY #2

(fgl) USB SIMSLOT#2 5G ((xr)

4GLTE/5G CELLULAR 4GLTE/5G CELLULAR

R

usB SIMSLOT #2 SIM SLOT #1

MoFi 6500 Back Panel and Bottom View

Figure 3: Back Panel Ports and Bottom Panel (SIM Slots, Antennas)
If you are using a non sim model, SIM1/SIM2 will not be used

The back panel provides all physical connections, laid out left to right:
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[LED OFF/ON] [Console] [LAN1] [LAN2] [LAN3] [LAN4] [WAN] [Reset] [USB] [DC]
[DC IN]

(serial) «— 10/100/1000 Gigabit Ports LAN+WAN —— 12

VOLTS

Label Description

LED OFF/ON Switch to turn front panel LEDs on or off

Console (RED PORT) Serial console port for advanced debugging (115200 baud, 8N1)

LAN1 — LAN4 Four 10/100/1000 Gigabit Ethernet ports for connecting computers,
switches, IP cameras, or NAS drives

WAN Gigabit Ethernet port for connecting to a Cable/DSL/Satellite modem
or upstream router

Reset Press and hold for 10 seconds to reset the router to factory default
settings after router is booted up with power LED solid

UsB USB port for iPhone tethering, USB cellular modems, or USB storage.

DC/DCIN 12V 3.5A power input — use only the included power adapter. The

router supports two power inputs: a standard barrel connector and a
4-pin Molex connector for permanent installations.

Bottom Panel — SIM Slots and Antennas (Not applicable for non SIM models)

The bottom of the router contains:

Label Description

SIM Slot #1 Primary Nano SIM card slot (4FF) — insert your main cellular SIM here
SIM Slot #2 Secondary Nano SIM card slot (4FF) — for dual-SIM failover

PRIMARY #1 Primary cellular antenna connector #1 (4G/LTE/5G) — SMA female
PRIMARY #2 Primary cellular antenna connector #2 (4G/LTE/5G) — SMA female
USB Additional USB port (5G model)

SIM Card Installation: 1. Power off the router

2. Locate the SIM card slots on the bottom panel

3. Insert the Nano SIM card into Slot #1 with the gold contacts facing down
4. If using dual-SIM failover, insert a second SIM into Slot #2

5. Power on the router — the modem will detect the SIM automatically

Wall Mounting

The router has 4 wall mount holes on the bottom of the case (see diagram). Use appropriate screws and
anchors for your wall type. Mount the router with the antennas pointing upward for best signal coverage.
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Antennas

The MOFI6500-5GXeLTE has up to 13 external antenna connectors depending on the sub model.
MOFI6500-5GXelLTE (Non Cellular) - O cellular and 5 WiFi antennas

MOFI6500-5GXeLTE-EM7411 - 2 Cellular and 5 WiFi antennas
MOFI6500-5GXelLTE-EM7411-DUAL - 4 Cellular and 5 WiFi antennas
MOFI6500-5GXeLTE-RM520-HP - 4 Cellular and 5 WiFi antennas
MOFI6500-5GXeLTE-RM520-HP-DUAL - 8 Cellular and 5 WiFi antennas

MOFI6500-5GXeLTE-RM520-HP

Connector Purpose
Cellular PRIMARY #1 SMA female Primary cellular antenna
(required)
Cellular PRIMARY #2 SMA female Secondary cellular antenna
Cellular MIMO #3 SMA female Additional MIMO antenna
Cellular MIMO #4 SMA female Additional MIMO antenna
WiFi 2.4 GHz (x2) SMA female 2.4 GHz wireless antennas with

built-in power amplification

WiFi 5 GHz (x3) SMA female 5 GHz wireless antennas with
built-in power amplification

Antenna Placement Tips: - Keep antennas at least 12 inches (30 cm) from metal objects, walls, and other
electronics - The router features built-in power amplification for both 2.4 GHz and 5 GHz bands, providing
extended range compared to standard routers - All antennas are detachable.

External Connectors and Specifications

Power Input: - DC Jack: 110-220V input, 12V DC output, 12-30V DC range - Recommended inline fuse for
vehicle installations: min 3A fast-blow - AC Power Adapter: 12V DC output, 110/120V, 3.5A, fully UL certified

Ports: - 4 x RJ45 LAN ports (10/100/1000 Gigabit, can function as multi-WAN ports) - 1 x RJ45 WAN port
(10/100/1000 Gigabit, can also be used as a LAN port) - 1 x USB 2.0 port (rear) - 1 x USB 3.0 port (side/bottom)
- 1 x Factory Default Reset button - 1 x Serial Console port

Antennas: - 5 x 5 dBi premium external SMA antennas for WiFi - 4 x 5 dBi premium wide-band external SMA
antennas for 3G/4G/LTE/5G cellular signals

SIM Slots: - 2 x 4FF SIM slots (Nano SIM cards)
Performance: - CPU: 1.3 GHz dual-core - RAM: 1 GB (DDR4, 2400 MT/s) - ROM: 128 MB (system memory)

Physical Dimensions: - Size: 260 mm x 140 mm x 33 mm (10 in x 5.5 in x 1.3 in) - Weight: 340 grams (1.6 lb) —
router body only, without antennas

Operating Temperature: -30 Cto +75 C (-22 F to +167 F)

Storage Temperature: -40 C to +90 C (-40 Fto +194 F)
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Molex Power Connector: The router includes a 4-pin Molex power connector in addition to the standard
barrel jack. This is useful for permanent vehicle or marine installations where the router can be wired directly
to a 12V DC power source.

Cellular Module Specifications

The MOFI6500-5GXeLTE can use various modules depending on the model
For the 6500-5GXelLTE-RM520-HP, here are the specs

Module Antenna Mapping: The module has 4 antenna connectors (ANTO-ANT3) mapped to the external
enclosure as follows:

Module Pin External Label Function

ANTO PRIMARY #1 Primary TX/RX antenna
(required for any cellular
connection)

ANT1 SECONDARY #1 MIMO diversity antenna

ANT2 SECONDARY #2 MIMO diversity antenna

ANT3 PRIMARY #2 Secondary TX/RX antenna

Important: There must be an antenna connected to the PRIMARY #1 cellular antenna port for the unit to
establish a cellular connection. PRIMARY #2 is required for 5G MIMO performance and highly recommended

Supported Frequency Bands:

Band Description

LB (Low Band) 617-960 MHz
MHB (Mid-High Band) 1452-2690 MHz
UHB (Ultra-High Band) 3400-3800 MHz

n77/n78 3300-4200 MHz
n79 4400-5000 MHz
LAA 5150-5925 MHz
Data Rates:

Mode Download Upload

5G SA 2.4 Gbps 900 Mbps

5G NSA 3.4Gbps 550 Mbps
LTECat19 1.6 Gbps 200 Mbps
HSPA+ 42 Mbps  5.76 Mbps

Supported LTE Bands: B1, B2, B3, B4, B5, B6, B7, B8, B12, B13, B14, B17, B18, B19, B20, B25, B26, B28, B29,
B30, B32, B34, B38, B39, B40, B41, B42, B43, B46, B48, B66, B71
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Supported 5G NR Bands: N1, N2, N3, N5, N7, N8, N12, N13, N14, N18, N20, N25, N26, N28, N29, N30, N38,
N40, N41, N48, N66, N70, N71, N75, N76, N77, N78, N79

Common US Carrier Bands: - AT&T: B2, B4, B5, B12/B17, B14, B30, B66, ATT 5G: N2, N5, N29, N30, N48, N66,
N77, N78 - T-Mobile: B2, B4, B5, B12/B17, B66, B71. TMobile 5G: N2, N25, N41, N66, N71, N77, N78-
Verizon: B2, B4, B5, B13, B66, Verizon 5G: N2, N5, N48, N66, N77, N78

3. First-Boot Setup Wizard

When you power on the MoFi 6500 for the first time (or after a factory reset), a setup wizard guides you
through essential configuration.

Connecting to the Router

1. Insert SIM card(s): Power off the router. Insert your activated cellular SIM card into SIM Slot 1. If you
have a second SIM, insert it into SIM Slot 2. If you have a single module router, only 1 SIM card can be
used at a time. If you have a Dual Module router, both SIM’s can be used but need to ensure you set
up fail over or load balancing.

2. Connect antennas: Attach all included antennas to their labeled ports. Hand-tighten only — do not
use tools.

3. Power on: Connect the 12V power adapter and plug it in. Wait approximately 90 seconds for the
router to fully boot. You will know when the booting status LED is solid.

4. Connect your device: Connect a computer to one of the LAN ports (1-4) using the included ethernet
cable. Alternatively, connect to the default WiFi network (SSID will be printed on the router label,
typically Mofi_Fast-5G-AX-XXXXXX).

Open the setup page: Launch a web browser and navigate to: http://192.168.10.1

The setup wizard will appear automatically on first boot.

Step 1: Set Admin Password
e New Password: Enter a strong password (minimum 8 characters recommended). Use a mix of
uppercase, lowercase, numbers, and symbols.
e Confirm Password: Re-enter the same password.
e This password protects access to the router’s web management interface.

e Important: Write this password down and store it securely. If forgotten, a factory reset is required
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Welcome to your new MoFi Router
Camplete these steps to get your router ready

Password

A Not Secure — You are using HTTP. Passwords can be intercepted on your network. Switch
to HTTPS

After clicking, your browser will show a
certificate. Click Advanced, then Continu

g — this s normal for your router's selfsigned
192.168.10.1 (unsafe)

Set Admin Password

Choose a secure password for your router zdmin panel. This s for the web
management interface only — WiFi password is set on the next page.

New Password

Enter new password

Confirm Password

Re-enier password

Step 2: Configure WiFi

The router broadcasts two WiFi networks:

¢ 2.4GHz — Longer range and better compatibility with older devices, but generally slower speeds.

* 5GHz — Faster speeds and less interference, making it ideal for streaming, gaming, video calls, and other
high-bandwidth activities.

Some older devices may not support 5GHz and will only be able to connect to the 2.4GHz network.

For the best performance, connect to the 5GHz network whenever possible.

e 5 GHz Network Name (SSID): Enter your preferred WiFi network name (up to 32 characters). This is
the name your devices will see when scanning for WiFi.

e  WiFi Password: Enter a password (8-63 characters). Use a strong, unique password.

e Security: Select the encryption type:

Use the same settings for 2.4 GHz: Check this box to automatically create a matching 2.4 GHz network
with “-2G” appended to the SSID name. Uncheck to configure 2.4 GHz settings separately.
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‘Welcome to your new MoFi Router
Complete these steps to get your router ready

Password WiFi nternet

A\ Not Secure — You are using HTTP. Passwords can be intercepted on your network. Switch
to HTTPS

After clicking. your browser will show a waming — this is normal for your router’s seff-signed
cartificate. Click Advanced, then Continue to 192.168.10.1 (unsafe).

Configure WiFi
Set up your wireless network names and security. WiFi password can be the same as
your admin password if you prefer.

5 GHz Network Name (SSID)

Mofi_Fast-5G-AX-81BDD4

‘WiFi Password

Enter WiFi password

Security

WPA2-PSK (Recommended) ~

[ | Use same settings for 2.4 GHz
The 2.4 GHz network name will have “-2G" appended automatically.

2.4 GHz Settings

2.4 GHz Network Name (SSID)

Mofi-2G-81BDD4

2.4 GHz WiFi Password

Enter WiFi password

Back

Step 3: Internet / APN Settings

In most cases, the APN is automatically detected by your router when using a cellular provider in Canada or
the USA, and no manual configuration is required.

If the router is unable to connect to the internet, verify the correct APN settings with your cellular provider
and enter them manually if needed.

An incorrect APN can prevent the router from establishing a data connection, even if the SIM card is detected.

e Country: Select your country from the dropdown. This auto-populates the list of known carriers and
their APN settings.
o Available countries: United States, Canada, Mexico, Costa Rica, Jamaica, Nigeria, Bahamas,
UK, Germany, India, France, and Custom APN.
e Provider: Select your cellular carrier, or leave as “Auto” for automatic detection.

e APN: If your carrier requires a specific APN, enter it here. Otherwise, leave blank for auto-detection.
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Welcome to your new MoFi Router
Complete these steps to get your router ready

@ @ @

Password WiFi

Internet

A Not Secure — You are using HTTP. Passwords can be intercepted on your network. Switch

to HTTPS

After clicking, your browser will show a warning — this is normal for your router's self-signed
certificate. Click Advanced, then Continue to 192.168.10.1 (unsafe).

Internet / APN Settings

Configure your cellular internet connection

Auto-detection is enabled by default. Your router will automatically detect the
correct APN for your SIM card. Only change these settings if you have a specific

reason to.

Country

Auto (Recommended)

Provider / APN

Auto (Recommended)

Custom APN (optional)
Leave blank to use auto-detection

Only fill this if aut

work for you

Summary

Admin Password
5 GHz SSID

2.4 GHz SSID
WiFi Security

5 GHz Password
2.4 GHz Password

Country

(set)

Mofi_Fast-5G-AX-81BDD4

Mofi_Fast-5G-AX-81BDD4-2G

WPA2-PSK

FERIEREK

(same as 5 GHz)

Auto (Recommended)

APN Auto (current: web.digicelgy.com)

Back

Finish Setup
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Finishing Setup

A summary page displays all your chosen settings. Review them carefully, then click Finish Setup.

The router will reboot with your new settings. This takes approximately 90 seconds.

When the router is booting up, the power LED will flash. When it is fully booted, it will go solid.
After rebooting:

1. Connect to your new WiFi network using the SSID and password you configured

2. Navigate to http://192.168.10.1

3. Log in with the admin password you set in Step 1

Setup Complete

Your router is rebooting with the new settings. You
will be redirected to the login page shortly.

Note: If you changed the WiFi name or password,

you will need to reconnect your device to the new

WiFi network to regain access to this page.

Connecting to the Internet via 4G/LTE/5G (Cellular)

N o v bk~ wN

Insert an activated SIM card into SIM Slot #1 (see bottom panel)

Attach the cellular antennas to the PRIMARY antenna connectors

Power on the router and wait for boot to complete (Power LED solid)

The router will automatically detect the SIM and connect to the cellular network

The Internet LED will turn solid ON when connected

If the router does not connect automatically, navigate to MoFi Internal Modem-1 > Configuration and

verify the APN settings for your carrier and if needed, set APN in the custom APN settings option

Connecting via Cable/DSL/Fiber (WAN Ethernet)

1.

Connect an Ethernet cable from your Cable/DSL/Fiber modem to the router’s WAN port (blue port on
the back)

Power on the modem first then wait until its fully online then power on the router

The WAN LED will turn ON when a connection is detected

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 15
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4. The Internet LED will blink when internet is active via WAN
The router uses DHCP by default — it will automatically obtain an IP from your modem

6. For PPPoE connections (some DSL providers), navigate to Network > Router IP/DNS and set the WAN
Protocol to “PPPoE” with your ISP-provided username and password

Using Starlink Satellite Internet
If you are using Starlink as your internet source:

1. Use the Starlink Ethernet adapter cable to connect your Starlink to the router’s WAN port

2. Using the Starlink app on your phone, put the Starlink modem into Bridge mode (also called IP
Passthrough mode)
Power off both the Starlink and the MoFi router, then power them back on
Connect your PC to any available LAN port using an Ethernet cable, or connect via WiFi

The router will obtain an IP address from Starlink and provide internet to all connected devices

Note: Ensure that the router’s LAN IP address (default 192.168.10.1) does not conflict with the Starlink
modem’s IP range. If there is a conflict, change the router’s IP at Network > Router IP/DNS.

Using iPhone USB Tethering

1. Connect your iPhone to the router’s USB port using a Lightning or USB-C cable

2. Onyour iPhone, go to Settings > Personal Hotspot and enable it

3.  When prompted on the iPhone, tap Trust to trust the router

4. On the router, navigate to System > iPhone Tethering Setup and click Start iPhone Tethering
5

The router will use your iPhone’s cellular connection as an internet source

MofFi Internal Madem-T

. Settings
Mofi Business
MNetwork W
MNetwork Security b
Settings
System ~
Factory Defat
iy Rtk iphane Tetherdng Steps
System 1/ Tarn on Personal Hotspot on iPhone-allow others to foin
2/ Plug bata-Syns cable to back of router
Pt Updats 3/ Unlack {Phone and plug Data-Sync Cable into the {Phans
5 4/ Press the Start iPhone Tethering
Febot 5/ 0n iPhces you should get a Trust Certificate popup - Press OK and nter passcode
&/ On top Left of iPhome should be a green bar. Tethering is now Active.
Arbenin Fatsword MOTE: Once done the rowter will be able to bring up the iPhone on bootup. Trust will still eeed to be entered. (depending on certificate limit)
FRemase Update
Insret Speedtests
Gather Support Logs
Mdule Flasher Start iPhane Tethesing

Rernote Mar 1]
penote Mar ACS) Start iPhone Security Trust Cleaner m
iPhone etup

Schedule Reboot

Appestance/Thema

Requirements

To set up and use the MoFi 6500 router, you need: - An internet browser to access the web interface (Chrome,
Firefox, Safari, or Edge) - An Ethernet network adapter or a WiFi network adapter on your computer - An

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 16
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activated SIM card from a cellular carrier (for 4G/LTE/5G internet) - OR an Ethernet cable and
Cable/DSL/Fiber/Starlink modem (for wired internet) - The MoFi router is compatible with virtually any
operating system and device.

To set up and use the MoFi 6500 router, you will need:

® A web browser to access the router’s management interface, such as Google Chrome, Mozilla Firefox,
Safari, or Microsoft Edge
An Ethernet adapter or WiFi adapter on your computer or device
An activated SIM card from a cellular provider for 4G/LTE/5G internet access

OR
e An Ethernet connection to a Cable, DSL, Fiber, or Starlink modem for wired internet access

The router is compatible with virtually all modern operating systems and connected devices.

Quick Reference — Common Tasks

This section provides quick step-by-step guides for the most frequently needed tasks. Each task includes a
direct URL you can paste into your browser.

How to Change the WiFi Password
1. Go to WiFi — Mofi WiFi or you can click below:

2. You can change the SSID and Password for both 2.4GHz and the 5GHz WiFi but note they can't have
the same SSID (network name)
Choose your WiFi Security type — WPA2-PSK is recommended for best device compatibility

4. Click Save.
All connected devices will be disconnected and will need to reconnect using the WiFi name and new
password
If your device previously was connected to the new WiFi name and password as what you are setting
now, it should reconnect on its own after you save.
If you can’t connect to the new wifi, try to forget the network and connect again.

To change the Guest WiFi password, click the Guest WiFi tab and repeat the same steps.
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MafFi Internal Modem-Tv

Mofi Business 2.

MoFi WiFi

Network i

Metwork Security M

System e
Devices

WiFi ~

WiFi as WAN (Repeater) Both WiFi Contral ENABLE ALL WIFI (2.4GHZ AND SGHZ)

Wifi Block

WARNING: ATeT pressing this button, pleass ENSUTe you press e save

WiFi Advanced button below. Otherwise, the changes will not take effect.

Simcard Control 2
Both WiFi Control DISABLE ALL WIFI (2.4GHZ AND 5GHZ)

Bandwidth and Filters ~

WARNING: After pressing this button, please er
VPN Services e butten Balow. Otherwise, the changes

Main WiFi 2.4GHz

This section will configure the main 2.4 Ghz wifi to connect to.

Enabled OFEF =
sSID Mofi_Fast-5G-AX-81BDD4-2G
Hide SSID O
Wifi Security WPA2-PSK o

Encryption/Security Type (WPA2-PSK) is recommended

Password sresesasnes o

Minimum 8 characters

See Section 9.1 for full details on all WiFi options.

How to Check Signal Strength and Run a Speed Test

1. Go to Mofi Internal Modem — Signal Strength / Status or click the link below:
http://192.168.10.1/cgi-bin/luci/admin/jmodulel/module_status.

2: Click Refresh under current connection

3:Check the Signal DStrength (RSRP) bar: - Lower that -90 dBm = Excellent signal, -90 to -105 dBm = Good to
Fair signal - Higher -105 dBm = Poor signal — reposition antennas or try a different location.

The higher the dB, the weaker the signal. Most locations are between 95-105 dB

4: Check SINR (Signal-to-Noise): 20+ dB is excellent, below 0 dB is poor.

5: Click Refresh Status to update the readings.
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status W

MoFi Internal Modem-1~
Caonfiguration

Medule Status

Speed Band Lock

F
r %
Band Lock f_ -86 diim (Main Signal Strength)
Advanced Signal StrengthyStatus f‘
Internet SpeedTest @
nternet SpeedTest (FAST) .
Modem Status:

m
ME| Restore
Towerlock Operational Mode: FOD LT (LTE BAND 826)
i ks 1
Module Power-Cycle :._;?:;;d e
AT Commands Signal Quality (C5Q) 3%
> RSSE: -55 dBm
SMS (Text) ECIO: -8 (RSRQ) dB
s RSRP: -86 (RSRF) dBm
9 primary #1: -98 (ITE)
L 3 v [primary £2: -4 [LTE)
Mofi Business Carrier Aggregation #0: LTE BAND 828 (-84 dim)
Carrier Aggregation #1: LTE BAND 83 (-93 dBm)
Network N
Network Security W

Run Speed Test:

1. Go to Mofi Internal Modem — Internet Speed Test or click the link below:
http://192.168.10.1/cgi-bin/luci/admin/jmodulel/speed.

2: Click the GO button.

3: Wait for the test to complete — results show Ping (ms), Download (Mbps), and Upload (Mbps).

4: For a quick Netflix-based test, use http://192.168.10.1/cgi-bin/luci/admin/jmodulel/netflixspeed

Status ¥

MoFi Internal Modem-+~  |nternet SpeedTest

(%) SPEEDTEST

Mofi Business et

Netwark o
Network Security v

System b

WiFi g
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How to Run Speed Band Lock (Find the Fastest Bands)
Speed Band Lock automatically tests each cellular band’s speed and locks to the fastest ones for your location.

1. Go to Mofi Internal Modem — Speed Band Lock or click the link below:
192.168.10.1/cgi-bin/luci/admin/jmodulel1/speedbandlock

2. Select Scan Mode:

o Choose your carrier (e.g., “AT&T Optimized”, “T-Mobile Optimized”, “Verizon Optimized”) to
only test bands your carrier uses to only scan the bands needed
o Or choose “All Bands” to test everything (uses more data and takes longer)
Select a Speed Test Server close to your location (automatic is recommended)
Set Tests Per Band to “2 Recommended” for accurate results
Toggle Include 5G Bands to ON if you have 5G service is using a 5G model

o v kW

Toggle Auto-Lock to Top 3 Bands to ON if you want the router to automatically lock to the best bands
after scanning (normally want to lock on 3 bands)

Click Start Scan

~

8. Wait for the scan to complete — this can take 10-30 minutes depending on how many bands are
tested

9. The router will disconnect and reconnect to each band individually during testing so when doing this
process, do not use the router under this is completed

10. When done, a results table shows each band along with the speed for each band

11. If you enabled Auto-Lock, the router is now locked to the top 3 fastest bands

Important: Each band test uses approximately 300 MB of data. A full “All Bands” scan can use 5-15 GB. Use
carrier-optimized mode to reduce data usage.

Status v
MofFi Internal s
Moderm-1 Speed Band Lock - Module 1

Configuration

Automatically test all LTE/SG bands and lock to the top 3 bands with highest speeds. The system will run speed tests on each band and identify optimal performance.

Module Status

I
Signal Strength/Status L mporias Mot

Data Usage: Each band test downloads 300MB. For example, testing 5 bands uses —1.568 of data
m Speed Accuracy: Speeds shown are for band comparison only, not real-world speed tests. Results help identify the fastest bands but may differ from speedtestnet/fastoom due to
optimized testing methodology.
Band Lock Testing Time: Each band takes 1-2 minutes %o test, Full scan may take 10-20 minutes depending on number of bands.

Advanced Signal Strengthy/Stat

Internet SpeedTest

Internet SpeedTest (FAST)

HAE] Resone Test Configuration

Towerlock

Madule Power-Cycle Scan Mode Speed Test Server Tests Per Band

AT Commands All Bands {Recommended) » Automatic (Based on Location - Recommended) L4 1 1est (Fast) b
SMS (Text)

Prosocoy inchude 5G Bands Auto-Lock to Top 3 Bands

Mofi Business W
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Status b 8 Include 5G Bands Auto-Lock to Top 3 Bands
MofFi Internal
Modem-1
Configuration
ST Rz

Signal Strength/Status

Scan Results Ready
Band Lock

Advanced Signal StrengthyStaty

Internet SpeedTest

Internet SpeedTest (FAST)

IMEI Restore:

Tawerlock

Module Power-Cycle

AT Commands

SMS (Text)

Protocol

Mofi Business W

See Section 5.4 for full details.

How to Set Up Failover (Automatic Backup Connection)

Failover automatically switches to a backup internet connection when the primary fails. For example, if your
WAN ethernet/Starlink goes down, the router switches to cellular then back to main when it is back up.

What is Failover vs Load Balancing? - Failover = One connection active at a time. If the primary fails, the
router switches to the backup. Only the backup is used until the primary recovers. - Load Balancing = Multiple
connections active simultaneously. Traffic is distributed across all connections for combined speed. If one fails,
the remaining connections handle all traffic. - You can only enable one — Failover OR Load Balancing, not
both.

Setting Up Failover:
http://192.168.10.1/cgi-bin/luci/admin/business/failover-new
1. Go to Mofi Business — Fail Over / Load Balancing

2: Click the Failover tab.

3: Toggle Enable Failover to ON.

4: Select the priority that you want (you drag to change) then Click Save
6. Reboot the router — failover changes require a reboot to take effect
7. After reboot, the router monitors all connections and switches automatically if the primary fails.
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See Section 7.6 for full details including SIM failover.

How to Set Up Load Balancing (Combine Connections)

Load Balancing distributes traffic across multiple internet connections simultaneously for increased total

speed. Here is a video to explain this more https://youtu.be/L3N2mcUmeuA

1.

DA S

Go to Mofi Business — Fail Over / Load Balancmg or click on the link below:

Click the Load Balancing tab

Make sure Failover is disabled on the Failover tab first (you cannot use both)
Toggle Enable Load Balancing to ON
Select a Load Balancing Profile:
o WAN + Cellular — Balance between WAN ethernet and cellular modules
o WAN + Modulel — Balance between WAN and Module 1 only
o  WAN + Module2 — Balance between WAN and Module 2 only
Set WAN Weight and Module Weight percentages (e.g., 50/50 for equal distribution, or 70/30 to
favor one connection), normally 50% is recommended
Click Save
Reboot the router

After reboot, traffic is distributed across both connections
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How to Set Up SIM Failover (Dual SIM Automatic Switching)

If you have two SIM cards, either from different carriers or the same carrier, SIM Failover can automatically
switch to the backup SIM if the primary SIM loses signal or experiences some other issues.

On a single-module router, only one SIM can be active at a time. Because of this, once the router switches to
the secondary SIM, it cannot continuously monitor the primary SIM while connected to the backup SIM.

To check whether the primary SIM connection has been restored, the router must briefly disconnect from the
secondary SIM and test the primary SIM again.

By default, the router is configured to recheck the primary SIM every 30 minutes. This helps minimize
interruptions. If the recheck interval is set too low, users may notice brief disconnections every few minutes
while the router checks whether the primary SIM is available again.

Go to Mofi Business — Fail Over / Load Balancing or click the link below:
http://192.168.10.1/cgi-bin/luci/admin/business/failover-new

Click the SIM Failover tab

Toggle Enable SIM Failover to ON

Set Primary SIM Slot to your main SIM (usually “SIM Slot 1”)

Set Check Interval — how often to test connectivity (60 seconds recommended)

Set Failure Threshold — how many consecutive failures before switching (4 recommended)

Set Cooldown Time — minimum wait between switches (300 seconds / 5 minutes recommended)

N o s N e

Toggle Enable Auto-Failback to ON — this automatically returns to your primary SIM when it recovers
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8. Set Failback Delay — how long to wait before switching back (1800 seconds / 30 minutes

recommended)
9. Click Save
10. Click Switch SIM Now to test that both SIMs work before relying on failover
Mofi Internal Modem-Tv Failover & Load Balancing
Moﬂ BUS]"ESS ~ Configure automatic connection switching and traffic distribution.
Nelwcrrk ~ Important: Reboaot after ensbling failover or load balancing. Only enable one at a time.
CrisThesS Failover Load Balancing m Live Status
Captive Portal
Static Leases/DNSSEC/DHCP
.
Multi WAN o
Router P Advanced
LA Settings
Metwork Diagnostics
MAC Clane Ptl-r:\ar‘y"s‘\h:’l_ys‘lu-("" . SIM Slot 4
Port Forwarding B
VLAN Advanced Check inarval (120 @
IPv6 Suppert
Hostnames Setup 10 failures before switch N
Cooldown isec) 20
Custom Static Routes 60-90
Dynamic DNS

Failoack Delay (sec) 1800

Network Security ~

Aut ailback
System ~ . . )
WiFi ~ Email Alerts
Simcard Control ~

Bandwidth and Filters ~
Statisti Test SIM Switch m
tatistics &2 janually switch SIM slot (drags connection 10-20 sec

VPN Services ~

How to Set Up WiFi as WAN (WiFi Repeater)

Use an existing WiFi network — such as at a hotel, campground, office, or public hotspot — as your internet
source. The MOFI router connects to the external WiFi network and then securely shares that connection with
all of your devices through your own private network.

If you are setting up the Wifi as WAN via a wireless connection, suggest connecting the WiFi type opposite
than you want to connect to. For example, if your main source internet is on a 2.4GHz WiFi, then connect to
Mofi's 5GHz WiFi to set this up and vice versa.

1. Go to Wifi — Wifi As Wan or click on the link below:

2. Click Scan Networks — the router scans for available WiFi networks nearby
Wait 5-15 seconds for the scan to complete

Find the WiFi network you want to connect to in the 2.4 GHz or 5 GHz list
Only connect to one network at a time

o 5 GHzis faster and recommended

o 2.4 GHz has better range but slower speeds
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5. Click Use This Network next to the desired network

6. The Network Name (SSID) field will auto-fill with the network name
7. Enter the network’s Password in the Network Password field

8. Click Save

9. Wait 30-60 seconds for the router to connect

10. Click Show Status to verify the connection is established

11. All your devices connected to the MoFi router now share the upstream WiFi
To disconnect and stop using WiFi as WAN: - Return to this page and click Disable WiFi WAN

Tip: If using WiFi as WAN with cellular failover, set the failover profile to “WiFi as WAN” so the router
automatically switches to cellular if the WiFi network goes down.
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See Section 9.2 for full details.
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How to Change the Router IP and DNS Settings

The router’s default LAN IP is 192.168.10.1. You can change this if it conflicts with another network, or
configure custom DNS servers.

1. Go to Network — Router ID/DNS or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/ K/ -
2. Under Local Network:
o Change IPv4 Address if you need a different LAN IP (e.g., 192.168.1.1)
o Change IPv4 Netmask if you need a different subnet size
3. To force specific DNS servers for all devices:
o Toggle Force DNS to following Servers to ON
o Toggle Push DNS to Devices to ON
o Enter your preferred DNS Server (e.g., 8.8.8.8 for Google, 1.1.1.1 for Cloudflare)
4. Click Save

Important: If you change the IP address, your browser will lose connection. Reconnect to the router
using the new IP address.

Status

MoFi Internal Modem-1~

. MAC - Address IPvd - Address IPvé - Netmask Tratfic Errors
Mofi Business ~ E43NE581B004 192.168.10.1 255.255.2550 57949.71/ 230756,16 KB 0/0
E43A65:81:80:04 9071.25 / 23178096 KB 0/0
Network A E4:3A65:8160:05 0,00 /0,00 KB 0/0
BAAIADT-CO0A 100.67.49.224 255.255.255.192 22755401/ 60275.20 KB 184/ 0
E43AB581B0:02 0.00 /0.00 KB 040
E4:3A65:8180:02 0.00 / 0.00 KB 040
E6:3AE551:B0:02 0,00 /0,00 KB 0/0
Stabic Lpasey DNSSEC/THCP E6-3ABSSTRO02 .00/ 0.00 kB 040

Failover & Load Balanding
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oMz
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See Section 8.2 for full details including WAN settings.

How to Set Up Port Forwarding

Port Forwarding allows external internet traffic to reach a specific device on your local network. This is
commonly used for applications such as security cameras, game servers, remote desktop access, and other
services that require access from outside your network.

1. Go to Network — Router IP/DNS or click on the link below:

2. Enter a Name for the rule (e.g., “Security Camera”, “Minecraft Server”)
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3. Set Select External Source:

o Choose “Cellular/Wan/Repeater” for traffic coming in through your cellular or WAN

connection

o Choose “Cloudlink/Vpn” if you’re using CloudLink for a static public IP
Set Protocol: TCP, UDP, or TCP+UDP (check your application’s requirements)
Enter the External port — the port number visible from the internet
Enter the Internal IP address — the device on your LAN to forward to (e.g., 192.168.10.100)
Enter the Internal port — the port on the device (leave blank to use the same as external)
Click Add to create the rule

L K N o U okA

Click Save to apply

Example — Forward port 8080 to a security camera at 192.168.10.100: Name: “Camera”, Source:
“Cellular/Wan/Repeater”, Protocol: TCP+UDP, External port: 8080, Internal IP: 192.168.10.100, Internal port:
80

Tip: For port forwarding to work, you need a public IP address. Most cellular carriers use CGNAT which blocks
incoming connections. Use CloudLink to get a static public IP.

Status "
Port forwarding
MoFi Internal Modem-1~

Mofi Business =

If you have & static IP om & device, you should enable & device scan at boot up that is locsted in Overview -> Connected Devices -> Configure
This will let the HOFT detect your static setting avtomatically as well as add the device autosatically to the static route that is located in Wetwork -3 DHCP and then Static Leases
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owz
Custom Static Routes his sectin contains o volues yet
Dynamic DS
Metwork Security )
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See Section 8.7 for full details.

How to Make the Router GUI Accessible Over the Internet (WAN)

By default, the router admin interface is only accessible from the LAN (local network). You can open it to WAN
access for remote management.

1. Go to Mofi Business — Router Access Control or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/business/webserver

2. Change Web server access from “LAN only” to “Allow access from LAN/WAN”

3. Optionally change the HTTP Port (default 80) and HTTPS Port (default 443) to non-standard ports for
security (e.g., 8080 and 8443)
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4. Click Save

5. The router admin is now accessible from the WAN/cellular side at your public IP

Security Warning: Opening the GUI to the WAN exposes it to the entire internet. To reduce risk: - Use a strong
admin password - Change the HTTP/HTTPS ports to non-standard numbers - Consider using Webserver
Remote Access whitelist (Network Security > Webserver Remote Access) to only allow specific IPs - A safer
alternative is using CloudLink or WireGuard VPN for remote access — these encrypt the connection and don’t
expose the admin page directly

GUI Access Conttrod Webserver Remate Access
Status hd I
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See Section 7.5 for full details.

How to Assign a Static IP Address to a Device

Method 1 — From the Status Overview Page (fastest):

1. Go to Status — Overview or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/ / .

2. Scroll down to the Active DHCP Leases table

3. Find the device you want to assign a static IP to

4. Click Set Static next to that device

5. The device’s hostname, MAC address, and current IP will be automatically filled in as a static lease
6. Click Save & Apply

7. That device will now always receive the same IP address

Status ~
Gararad
Firewalt Active DHCP Leases
odie s Hostnama 1Pvd address MAC address Lease tima remaining Static Lease
T mefi108 {mofi100lan) 1921681099 BOOCOIATE0ET 10 28m 20z
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Systivn Lig Active DHCPvE Leases
Kernel Log Hest 1Pv6 address ouip Laase tima remaining Static Lowse
Procemes There are ro ctive leaies
Realtire Graphs

nSat Traffic Monitoe
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Method 2 — From the DHCP Settings Page (manual):
1. Go to Network — Static Leases/ DNSSEC/DHCP or click on the link below:

2. Click the Static Leases tab

3. Click Add

4. Enter the Hostname, MAC Address, and desired IPv4 Address
5. Click Save & Apply

Status v Server Settings

il M =TV
MoFiInternal Modem-T Staoc leases  GemerslSefiings  fesolvandHosts Fles  TFTP Settings  Advanced Settings:
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Hestname MAC- Addres 1Bvd-Address Lease time =113 EPyi-Sutfix (e
This section contains na vafues pet
ADD

wan
Peetwrork Diaggnostacs Active DHCP Leases
MAL Clore Hostname 1P address MAC sddress Lease time remaining
Port Forwardeg mofi 100 (mofit 0kny 1921631099 BOOC:DN-37:5081 10h 23m 1ds.
VLAN Advanced
oty Active DHCPVE Leases

etup

Host 1PvE address ouo Lease time remaining

Thoere are ro active leases
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See Section 8.3 for full details.

How to Set Up WireGuard VPN Server

WireGuard VPN lets you securely connect to your router and home/office network from anywhere in the
world.

1. Go to VPN Services — WireGuard or click on the link below:

Toggle Enable to ON

Set Listen Port — default is 6677 (you can change this)
Set Server Address — default 10.110.0.1/24 is fine for most setups

oA W

Enter your Endpoint Address — this is the public IP or hostname that clients will connect to:
o If using CloudLink: enter your CloudLink IP
o If you have a public IP from your carrier: enter that IP
o If using Dynamic DNS: enter your DDNS hostname

6. Toggle Enable LAN Access to ON if you want VPN clients to access devices on your local network
(192.168.10.x)

Click Save to start the WireGuard server
8. Click Add Peer — the router generates a complete client configuration

Click Download next to the peer to get the . conf file

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 29


http://192.168.10.1/cgi-bin/luci/admin/network/dhcp
http://192.168.10.1/cgi-bin/luci/admin/vpnservice/wireguard-mofi-js

ETWOR MOFI6500-5GXelTE User Guide

10. On your phone/laptop, install the WireGuard app (available for iOS, Android, Windows, macOS, Linux)
11. Import the . conf file into the WireGuard app

12. Activate the VPN — you’re now securely connected to your router

Status o i 5
Client Configuration
MoFi Internal Modem- T~
Mofi Business ~ Erntha Weauiand.
Network w Tannel Mode  AB Tramc will use (e VPN -
Network Security =5 How da you want 1o configure?  Upicasd config Ble (recomimended) -
System < Cantiguration Fie
L . Upload WireGuard Config File !

WiFi ol | H

2 ' e '
Simcard Control ~ i s CHOOSE CONFIG FILE i
Bandwidth and Filters l Accepts: conf, b, w, config files :
e Mo file uploaded yat

tatistics ™
VPN Services ~

1FSac PP iHewf) List of Devices that will use the VPN in Split Mode

ExperssVPh abat MAC-Address. Py Address

IPanishVPH BE A

Mo

SurtShadkVPh

s v

Note: If your cellular carrier doesn’t provide a public IP (most don’t), you need CloudLink to make the
WireGuard server reachable. Without a public IP, external devices cannot connect to your VPN.

Note: If your cellular carrier does not provide a public IP address — which is common with most carriers —
CloudLink is required to make the WireGuard server accessible from the internet. Without a public IP, external
devices will not be able to connect directly to your VPN server.

See Section 12.1 for full details.

How to Set Up NordVPN
Route all your internet traffic through NordVPN for privacy and security.

1:Go to VPN Services — NordVPN or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/vpnservice/nordvpn
2: Toggle Enable NordVPN to ON

3: Enter your NordVPN service credentials:

o Loginto your NordVPN account at nordvpn.com
o Go to Services > NordVPN in your account dashboard
o Find your Service credentials (username and password) — these are NOT your login
email/password
4: Enter the Username and Password from step 3
5: Enter a Server hostname:
o Go to nordvpn.com/servers/tools/ in your browser

o Select your preferred country and click “Show available protocols”
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o Copy the server hostname (e.g., us1234.nordvpn.com)
Set Protocol to “UDP” (faster) or “TCP” (more reliable on restricted networks)
Toggle Force NordVPN DNS to ON (prevents DNS leaks)
Set Tunnel Mode:
o All Traffic — route everything through NordVPN
o Split Mode — only route specific devices through VPN (add them by MAC address below)
6: Click Save

7: Check NordVPN Status at the bottom of the page — it should show “Connected” within 30-60
seconds

VPN Services ~ NordVPN

1PSec F2F (Hewl)

Global options

Enable NordVPH
Usomame: e
Fassweed:
Server: 185,217 69133
oT

Protocok  wdp
PuselVPH with PubliclP
OpenConnect ) Foroe NordVPH DINS:
OpenvPH Tunssl Mode Spit Mode - Only MAC Atiress(es) defined Delow will use VPN~

i R
Services - e OFF

51 Loanut

See Section 12.4 for full details.

How to Set Up OpenVPN (Any Provider)
OpenVPN works with many VPN providers. You need an . ovpn configuration file from your provider.

1. Go to VPN Services — OpenVPN or click on the link below:

2. Scroll down to OVPN configuration file upload:
o Enter an Instance name (e.g., “MyVPN”")
o Click the file selector and choose the . ovpn file from your VPN provider
o Click Upload
The VPN instance will appear in the OpenVPN Instances table at the top

3

4. Click the Enabled toggle to turn it on
5. Click the Start button to connect

6

Check the Status column — it should show the connection as active

Getting a .ovpn file from your provider: - Most VPN providers offer . ovpn files on their website under
Downloads or Manual Configuration - Download the file for your preferred server/country - Some providers
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require you to enter a username and password — these are usually separate from your login credentials

Getting a .ovpn File from Your VPN Provider:

e Most VPN providers offer . ovpn files on their website under sections such as Downloads, Setup
Guides, or Manual Configuration

e Download the .ovpn file for the server or country you want to connect to

e Some VPN providers require a separate VPN username and password for manual setup, which may be
different from your account login credentials

Alternatively, set up from a template: 1. Under Add New Instance, enter an Instance Name 2. Select a
Template (e.g., “Client configuration for a routed multi-client VPN”) 3. Edit the configuration with your
provider’s server details

VPN Services ~
1FSec F2F (Hewl) Ope nVPN
Wireguard
B OpenV/PN instances
IPdanichl VPN
MordvPN
ProtenVPH Hama fnabled Started Port Protocs!
SurfSharkVEN custom confi o : . B G
R e = - =2
FA VP
Maafi ta Miofi VPN e LG udp i I'JE!.FFE
L2TP VPN Template based configuration
Tasscale
1stAncE name Sedect lemptate - .f-.Ell:l
ZataTwr
PureVPH with Publiclp OVPN configuration file upload

OpenConnect VPN Browse. . | No fise selected

Services el

See Section 12.11 for full details.

How to Update Router Firmware

Method 1 — One-Click Remote Update (recommended):

1. Go to System — Remote Update or click on the link below:

2. The page shows your current firmware version and checks for updates

3. Check Keep Configuration to preserve your settings during the update

4. Click Start Upgrade

5. The router downloads the latest firmware from MoFi’s servers and installs it automatically
6. Wait 3-5 minutes — do NOT power off the router

7. The router reboots automatically with the new firmware
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Status w

MaFi Internal Modem-T+

Remote Update

Mofi Business

Metwork w
Metwork Security - Mofi Network Remote Update
System ~

Kaep cumant settesgs (koeps pasweord, WL APN. ramota
management)

Kaop all settings

WiFi v

Method 2 — Manual Firmware Upload:

1. Download the firmware .bin file from MoFi or your reseller

2. Go to System — Firmware Update or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/ flast

3. Select the firmware file and click Flash image

4. Wait for the update to complete — do NOT power off the router

MoFi Internal Modem- T~ >
Firmware Update

Mofi Business

Network ~
Hanwori Sacunty g Update Firmware
System ~

Backup

Dewnload backsp

Restore

Aestone backun
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Flashing firmware

J

1:06

Do not power off the device

The new firmware is being installed. The router will restart twice — this is normal, not a
fault. This page reloads automatically.

On Wi-Fi? If your device drops off the network during the update, you
may need to reconnect to the router’s Wi-Fi before this page can
reload.

See Section 14.3 and Section 14.6 for full details.

How to Change the Router Admin Password

1. Go to System — Admin Password or click on the link below:

192.168.10.1/cgi-

2. Click Switch to Secure Connection to use HTTPS (recommended for security)

Enter your New Password and Confirm New Password

4. Click Save
Status ~ l Secure Connection Required
MoFi Internal Modem-Tv Changing your 2 58cume HTTPS YOUr i passwed i
encrypied
Mofi Business i Ve you Chk Bhe buttn bedow, Your Browser iy show & Security centificate waming
This.bs el fof your fouber's S
Network ~

Network Security
To proceed Mrough th DICWIS Warming:

System Ll Stap 1: Cick “Advanced”
Factory Detaudt Your connection lsn't private

LT R —— ik s i o i o sl ot
Femmware Update ;
Retoot
Remote Update ;

Intesnat Sprecdtests Click hare

Gatrer Suport Logs
Step 2: Cick “Centinue ko 192 168,10 1 (unsaie)”

Madule Flasher e ————

Remota Macagsmint (ACS)

iPhone Tethoring Setup =
Sehechie Fabaor
Sk S
AppearanceTheme 'y -
Startup
i v "
WiFi Click here

Network Security ) Stop 3: Entes your password and chck "LOGINY

System -~
Factory Detatt
System
Femware Update

Authorization Required

Reboot

i ]| —
Rreaste Uipdate [——
Internet Speectiests

Gather Support Logs

Module Flasher

Click hare
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How to Reboot the Router=
1. Go to System — Reboot or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/ Irel
2. Click Perform reboot

3. Wait approximately 90 seconds for the router to restart

MoFi Internal Modem-1v

Reboot

Reboots the operating system of your device

Mofi Business

Network N
NetwarkSscurty &
System ~

Factory Default
System

Firmware Update

How to Factory Reset the Router

Method 1 — From the Web Interface:

1. Go to System — Factory Reset or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/system/factor

2. Click Factory Default
3. The router erases all settings and reboots with defaults

MoFi Internal Modem-1v : .
Factory Default - Will reset router back to default settings

Mofi Business

MNetwork b4
Metwork Secu rity N Keep current settings: Keep current settings (keeps password, WiFi, APM, remate management)
System ~

Reset cellular modem: Also reset cellular modem to factory defaults
Factory Default

System

Firmware Update Reset to defaulls: PERFORM RESET

Reboot

Admin Password
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(

Erasing...

The system is erasing the configuration partition now and will

reboot itself when finished.

-
The router restarts twice during a factory reset — this is

normal, not a fault. This page reloads automatically when the
timer reaches zero.

On Wi-Fi? If your device drops off the network during the reset,
you may need to reconnect to the router's Wi-Fi before this page

can reload.

Reconnecting to: http://192.168.10.1/

Method 2 — Using the Reset Button (if you can’t access the web interface):

1. With the router powered on, press and hold the Reset button on the back for 10+ seconds
2. Release when the LEDs blink

3. The router restarts with factory default settings

After reset: Default IP is 192.168.10.1, default WiFi password is on the router label, the setup wizard will
appear on first access.

How to Control the Router Remotely

The MoFi 6500 supports cloud-based remote management through the MoFi ACS (Auto Configuration Server)
portal. This allows you to monitor and configure your router from anywhere in the world using a web browser
— no VPN or public IP required.

If you are looking to manage multiple routers in a single portal, contact us and we can make a custom
firmware with your own specialized ACS and all settings in the router customized with your requirements

What you can do remotely via ACS: - View router status, signal strength, and bandwidth usage - Change WiFi
SSID and password - Change router admin password - Reboot or factory reset the router - Update firmware
remotely - Adjust band lock settings - Configure failover and SIM failover - Push configuration changes to
multiple routers simultaneously ETC.

The MOFI 6500 supports cloud-based remote management through the MOFI ACS (Auto Configuration Server)
portal. This allows you to monitor, manage, and configure your router from anywhere in the world using a web
browser — no VPN or public IP address required.
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What you can do remotely through ACS:

View router status, cellular signal strength, and bandwidth usage
Change WiFi SSID and password

Change the router admin password

Reboot or factory reset the router remotely

Update router firmware remotely

Adjust cellular band lock settings

Configure failover and SIM failover settings

Push configuration changes to multiple routers simultaneously
Monitor connected devices and network activity

Manage router settings without needing on-site access

This makes ACS ideal for remote deployments, fleet management, business locations, RV setups, and
unattended installations.

How to set it up:

1. Go to System — Remote Management or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/system/remserver

. Note your Router ID — this is your login username for the ACS portal

. Enter a valid Recovery Email address (used for password resets)

. Click Enable Remote Management

. Click Save

. Navigate away from the page and then return (reload the page)

. The server will return a Username and Password — make a note of this password
. Reboot the router to allow it to provision with server

O 00 N OO U1 A W N

. After reboot, open https://manage.mofimanage.com in your browser
10. Log in with the Username and Password displayed on the Remote Management page
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Status ~  Remote Management (ACS)
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System ~
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Important: After making changes on this page, pleate reboot the router for settings to take effect,

E4ZAG5R1BDD4

INFORMATION: How to Access the Remote Management Dashboard
Press “Sync Bandwadth® button to sync the bandwidth usage of the rowter with the server,

Erter 3 VALID Ermail Adiciess: for Recovery.

Click on “Eruble Remote Mansgement”.

Press “Save” 10 compliate the process.

Hagate off the page and come back (reload).

The server wil retum a Lsernams and a Password 1o access your routar online.

Sevvas is locatod o 18 the O

ROTE:

Pkt e & st of The setuimed password hanless you chandg it wsde the poftal.

W you Bactory the reater i the portal pass S b the arignal pasiwend
Pifase coRtact SUPPOREMOANITWANLCON b0 etet your Fassword and provide outer 1D and fecoveny email 1o confim.

Pieage REBOOT/UNPLUIG the fouter afted evirythang has bien setu 1o allow th routes 1 provision,

The rinster will sutomatically upicad its infa to the Senver an reboot.

-SYNG BW WITH SERVER BEFOSE ENABLING REMOTE.
Already Regiviered
Banning

monasammy T5g@gmad com

Enter a valid smail sddress for account recavery

EALABSEIRO0L
Usze your original password from first registration

4. IMPORTANT: Password Not Displayed
Why? For securtty., your password 5 NOT stored an She iouter aftes initial registration.
What to do? ¥ou must use the same password you received whee you first registersd this router,
Forgot it? Cick the *Forgot Password® bution below 1o reset it via your recovery email

Note: H you factory reset the router, the passwoed remains the same on the senvr.

CLICK TO RESET PASSWORD

Important notes: - Write down the returned password. If you factory reset the router and re-enable remote

management, the original password will still apply. - To reset a forgotten password, contact

support@mofinetwork.com and provide your Router ID and recovery email for confirmation. - You can also

change your password inside the ACS portal after logging in. - The router checks in with the ACS server

periodically to receive any queued configuration changes. No special IP configuration is needed — ACS works

with both public and private IP addresses.

For the complete ACS Remote Management Portal User Guide, contact MoFi Network or visit

www.mofinetwork.com. The ACS guide is available as a separate document.

Important Notes:

® Be sure to write down the generated password. If the router is factory reset and remote management

is enabled again, the original ACS password will still remain active.
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e If you forget your ACS password, contact MOFI Network Support at support@mofinetwork.com and
provide your Router ID along with the registered recovery email for verification.

® You can also change your ACS password at any time after logging into the ACS portal.

e The router periodically checks in with the ACS server to receive any pending configuration updates or
commands.

e No special IP configuration is required. ACS remote management works with both public and private
IP addresses.

For the complete ACS Remote Management Portal User Guide, contact MOFI Network or visit
www.mofinetwork.com for additional documentation. The ACS guide is provided as a separate document.

See Section 14.10 and Section 16 for full details.

How to Create a VLAN (Isolate Devices on Separate Networks)

A VLAN (Virtual LAN) creates an isolated network segment. Devices on different VLANs cannot communicate
with each other. This is useful for separating loT devices, guest networks, or security cameras from your main
network.

1. Go to Mofi Business — VLAN or click on the link below:

You'll see the VLAN Overview showing any existing VLANSs as visual cards
3. Click + Add New VLAN

MaFi Internal Modem-Tv

_ VLAN Configuration

Mafi Business

MaFi Cloud Lik R

Failover & Load Balancine el VLI&N Ovewlew

Multi WAN

t . | |

YiAN

ot 0 WY S e S e e T e e ] e e o e o e

Watchdog System

Router Access Conl trod
S B L LLT TR L PP PP P P PP
Network Security ~

4. Fillin the VLAN details:
o VLAN ID — a unique number between 2 and 4094 (e.g., 10 for loT, 20 for Cameras)
o VLAN Name — a friendly label (e.g., “loT Devices”, “Security Cameras”)
o IP Address — the router’s IP on this VLAN (e.g., 192.168.20.1) — must be a different subnet
from your main LAN
o Netmask — usually /24 (supports up to 254 devices)
o Enable DHCP — set to “Yes” so devices get IP addresses automatically
o DNS Servers — leave blank to use the router’s DNS, or enter specific DNS servers

5. Under Port Assignment, click the LAN port(s) you want to assign to this VLAN (e.g., click LAN4 to put
port 4 on the VLAN)

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 39


https://mofinetwork.com?utm_source=chatgpt.com
https://mofinetwork.com?utm_source=chatgpt.com
http://www.mofinetwork.com
http://192.168.10.1/cgi-bin/luci/admin/business/vlan

(@)

ETWOR MOFI6500-5GXelTE User Guide

6. Click Save VLAN
7. Any device plugged into the assigned LAN port will now be on the isolated VLAN network

Example: Create a VLAN for IoT devices on LAN port 4 with IP range 192.168.20.x — your loT devices can

access the internet but cannot see your computers on the main 192.168.10.x network.

Add New VLAN

VLAN ID (2-4094):

Note: VLAN ID cannot be changed when editing

VLAN Name:

e.q., VLANSO

IP Address: Netmask:
192.168.80.1 124 (255.255.255.0) v
Enable DHCP: DNS Servers:
Yes 8.8.8.8,1.1.1.1
Port Assignment:
LAN1 LAN2 LAN3 LAN4 CPU

Click ports to assign them, CPU port is automatically tagged.

See Section 7.3 for full details.

4. Dashboard & Status

General Status (Welcome Page)

Menu: Status — Overview or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/status/overview

The welcome page provides a quick overview of your router’s current state including: - Router model and
firmware version - Network interface status - Quick links to common settings pages - Uptime and system load
ETC.
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~ N

General

Firewall Status

Module Status

Active Connections Syste m

Routes

System Log Hostname MOFIE500

Kemnel Log

Model MOFI6500-5GXELTE-RM520

Processes

Realtime Graphs Architecture ARMvS Processor rev 4

VnStat Traffic Monitor

Target Platform mediatek/mt7981
MofFi Internal Modem-1v
i i Firmware Version 2.3.0-6500-std

Mofi Business e
Network N Kernel Version 54.238
Network Security v Local Time 2026-04-02 17:58:30
System S Uptime 2h 46m 28s

e o
WiFi Load Average 0.00, 0,03, 0.00
Simerard Cantral v

Module Status

Menu: Go to Status — Module Status or click on the link below:
(also accessible at MoFi Internal Modem-1 > Module Status)

http://192.168.10.1/cgi-bin/luci/admin/status/module_status

Displays real-time cellular connection status with visual indicators:

e Load Balancing indicator — shows ON or OFF

e Failover indicator — shows ON or OFF

e Module 1 status badge — Online (green) or Offline (red)

e Signal Strength (RSRP) — visual bar showing signal power in dBm

e Carrier/Network — displays carrier name and connection technology (e.g., “T-Mobile TDD NR5G”,

“AT&T FDD LTE”)
e Antenna Signals — individual antenna readings:
o Primary Antenna 1: SINR value + dBm bar with 5G/4G label
o Primary Antenna 2: SINR value + dBm bar with 5G/4G label
o Secondary Antenna 1: SINR value + dBm bar with 5G/4G label
o Secondary Antenna 2: SINR value + dBm bar with 5G/4G label
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all Module Status

Status ~

General

Firewall

R e R

Routes

System Log

Kemel Log ¥ Meodule 1 m

Processes

Signal Strength (RSRP)
Bealtime Graphs L
wiiStat Traffic Monitor o

MaFi Internal Madem- v - (web.digicelgy.com)

Mofi Business ~ _
+ Antenna Signals (2 Active)
Network Cl Primary 1- SINR: 0.8 [ o)
) T
Network Security X SR . oy
System o [ s
SIM & Network Info
WiFi Gy
. Phone Number: 5927014688
Simcard Control hd & Carrier 1D (MOC-MNCE 3801
Bandwidth and Filters ~~ £ Apwe web.digicelgy.com
Hrewall L Registerst "
© Roaming Auto
Active Connections ik
R RsE: 83 (RSRP) dém
System Log RSAQ: 11 (RSRQ) dB
Kemel Log SINR: ~QSINR: 0.6 32768-127681TE:
Processes = fond: 828 (Bandhwidth 10 MMz Down | 10 Mz Up)
Reattime Graphs Pt 19
Vnstat Traffic Menitor e e
MoFi Internal Modem- 1 Lac 0643 (1603)
Mofi Business N, Module Info
Network v Moder: Quecte! RMS20N
: o M Firmwore: AMSZONGUARRDSAMMAAG. 01 00401 204
Network Security e JewpergUsas
System e ¥ Protocek MEIM
WiFi g

Click Refresh Status to update all displayed values.

System Log

Menu: Go to Status — System Log or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/status/syslog

Displays the real-time system log output. Useful for: - Troubleshooting connectivity issues - Viewing cellular
modem connection/disconnection events - Monitoring ACS communication - Watching firewall and security
events - Diagnosing boot problems
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Status ~

System Log

MoFi Internal Modem-1~

Mofi Business ™
Network s
Network Security W
System 5,
WiFi ~
Simcard Control ~

Bandwidth and Filters

Active Connections

Menu: Go to Status — Active Connections or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/status/live

Shows all active network connections currently passing through the router: - Source IP address and port -
Destination IP address and port - Protocol (TCP, UDP, ICMP) - Connection state - Bytes transferred

" - I
Live Status
Routes 1Pvd-Addrass MAC-Address Interface
System Log 192.168.10.99 bO0cd:37:5db1 br-lan
Hastrame IPvd-Address MAC- Address Leasstime remaining

MofFi Internal Modem-1~ ¥i-
mafi1oo 1921681099 arcanaTsant Tamn2m s
Mofi Business ¥

MNetwork o

5. Cellular Modem — Module 1

This section covers all pages under the MoFi Internal Modem-1 menu. Module 1 is the primary built-in
cellular modem (Quectel RM520N-GL).

5.1 Configuration

Menu: Go to MoFi Internal Modem-1 — Configurations or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/jmodulel/modulel config js

This is the primary cellular modem setup page. All settings here control how Module 1 connects to your
cellular carrier.
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Basic Settings:

Setting
Enabled

Country

Provider

APN

ISP Credentials:

Setting

Authentication

Username
Password

Pincode

MTU / MSS Settings:

Setting
Auto MTU

ISP Preferred MTU

MTU

Auto MSS

Options
Toggle ON/OFF

Canada, Costa Rica, Jamaica,
Nigeria, United States,
Mexico, Bahamas, Tether, UK,
Germany, India, France,
Custom APN

Auto / carrier list

Text field

Options
none / pap / chap / mschapv2

Text field
Text field
Text field

Options
Toggle

Checkbox

Numeric value

Toggle

Description

Turn the cellular modem on or off. When
disabled, the modem is powered down and
no cellular connection is made.

Select your country to auto-populate carrier
APN settings. Select “Custom APN” to
manually enter an APN.

Your cellular carrier. “Auto” lets the router
detect the carrier automatically.

The Access Point Name for your carrier’s

data network. Usually auto-detected.
Common examples: “broadband” (Verizon),

’

“fast.t-mobile.com” (T-Mobile), “iot.att.com’
(AT&T IoT).

Description

Authentication method required by your
carrier. Most carriers use “none”.

ISP-provided username (if required).
ISP-provided password (if required).

SIM card PIN code (if your SIM has PIN lock
enabled).

Description

When ON, the router automatically
determines the optimal Maximum
Transmission Unit size.

Use the MTU value advertised by your
carrier.

Manually set the MTU (typically 1500 for
most carriers, 1428 for some). Only editable
when Auto MTU is off.

Automatically calculate the Maximum
Segment Size from the MTU.
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Setting Options Description
Override MSS Numeric value Manually set the MSS value. Only used when

Connection Settings:

Setting Options

TTL NoTTL/64/65/117/
others

IPv6 PDP Type IPv4 Only / IPv6 Only / IPv4v6

Reconnection Time unspecified /1 min /2 min /3

min /4 min /5 min / Off

5G Only SA / AG/LTE / 4G Only

Web Check Toggle

Service Mode Module Default / LTE only /
/ LTE/5G

Phone Number Text field

Service Mode Options Explained:

Mode Description

Module Default Modem chooses the best available
technology automatically

LTE/5G Allow both LTE and 5G connections

5G Only SA Force 5G Standalone only — will not fall
back to LTE

LTE Only Force LTE only — disables 5G

4G/LTE Use 4G LTE bands only

4G Only Restrict to 4G bands

Auto MSS is off.

Description

Override the Time-To-Live value on outgoing
packets. Setting TTL to 65 can help bypass
some carriers’ hotspot detection. “No TTL”
leaves the default value.

Controls the IP protocol version used on the
cellular connection. “IPv4 Only” is
recommended for broadest compatibility.
“IPv4v6” enables dual-stack if your carrier
supports it.

How long to wait before attempting to
reconnect after a connection drop.
“Unspecified” uses the system default.

When ON, the router periodically loads a
web page to verify the internet connection is
actually working (not just connected).
Triggers reconnection if the check fails.

Controls which cellular technologies the
modem is allowed to use. See table below.

Your SIM card’s phone number
(informational, used for SMS features).

When to Use

Default — recommended for most users

Recommended for 5G coverage areas

Only use if you have confirmed strong 5G
SA coverage

Useful for troubleshooting, or if 5G
performance is poor in your area

Same as LTE Only

Legacy option
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Module Watchdog:

Setting Options Description

Watchdog Ping Attempts Numeric Number of ping attempts before considering
the module offline. The watchdog
periodically checks if the modem has a
working internet connection.

Read-Only Information (displayed at bottom of page): - IMEI — The modem’s unique hardware identifier
(International Mobile Equipment Identity) - SIM ID (ICCID) — The SIM card’s unique identifier - Carrier ID —
The detected carrier name - Current APN — The APN currently in use

Step-by-Step: Configuring the Cellular Modem for a New SIM Card:

1. Insert your activated SIM card into SIM Slot 1 (power off the router first)

2. Power on the router and wait for it to fully boot (90 seconds)

3. Navigate to MoFi Internal Modem-1 > Configuration

4. Ensure Enabled is set to ON

5. Select your Country from the dropdown

6. The APN field should auto-populate. If not, enter your carrier’s APN manually: - AT&T: broadband or
iot.att.com- T-Mobile: fast.t-mobile.com- Verizon: vzwinternet
7. Set Service Mode to “LTE/5G” (recommended)

8.Set TTL to “65” if you want to bypass hotspot detection (optional)

9. Set IPv6 PDP Type to “IPv4 Only” for simplest setup

10. Click Save

11. Click Read Module/SIM Info to verify the SIM is detected

12. Wait 30-60 seconds for the modem to connect

13. Check Module Status page to verify connectivity

Buttons: - Read Module/SIM Info — Refreshes the read-only information fields - Reset Module —
Power-cycles the cellular modem (does not reboot the router) - Save — Saves and applies changes
immediately (modem reconnects with new settings) - Reset — Discards unsaved changes

MoFi Internal 5
Modem-1 Cellular Module 1

I Quectel RMS520N

Module Status

Connected

Signal Smengthy/Status CARRSER CURRENT APN PHONE NUMEER IPV4 ADDRESS 1PV ADORESS

- web 58204650 W00,69.219.145 -

Speed Band Lock

Band Lock MET SAMY DD (ROCID, CARRIER ID 157 PREFERRED MTU ISP CREDENTIALS
353610585510059 BASH20I2303326T0438F T38010 1460 -

Advanced Signal Strengthy/Stat

internet SpeedTest

Intermet SpeedTest (FAST) Connection

IMEl Restore Fick "

prorader from the 1. of chonse Cusbom 10 type an
() Module Enabled

Country

Madule Pawer-Cyele
AT Commands

P — Custorn APH [type & below) —
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Status ok

MoFi Internal
Modem-1

Module Status

Signal Strength/Status

Speed Band Lock

Band Lock

Advanced Signal Strength/Staty
Internet SpeedTest

Internet SpeedTest (FAST)

IMEI Restore

TowerLock

Module Power-Cycle

AT Commands

SMS (Text)

MoFi Internal
Modem-1

Module Status

~

Signal Strength/Status

Speed Band Lock

Band Lock

Advanced Signal Strength/Statu
Internet SpeedTest

Internet SpeedTest (FAST)

IMEI Restore

Towerlock

Module Power-Cycle

AT Commands

APN Authentication

curment: web (beave biank 1o keep) none

this blarik leeeps the curment A2H

L

Use SIM PIN

Enable only i your SIM card is locked with a PIN

Network Settings
MTU Mode Manual MTU T

Use ISP preferred MTU - 1460 B "7

MSS Override
-1

Set 10 -1 10 use the default MSS

®© ~
Enable IPv6 on the cellidar connection

POP Type
1Pvd + IPv6

Radio / Service Mode
Technelogy selection for this modem. “Module Default” is recommended — it aliows automatic SG/LTE tallback,
Service Mode

Module Default

Monitoring & Recovery

Reconnection Check

Ewvery 1 min

Web Check

ity rieal intemet access against o website instead of

Auto-rebast on prolonged outage is configured on the System — internet Witchdog page.

Performance

Low Latency Mode

Keeps the internet responsive during
browsing stay smooth while targe dow

ds or uploads run, No effect on idle or peak speeds.

oy use: the router continuously measures the eellular ink's real speed and paces traffic just below it, sa delays never build up inside the madem, Videa calls, gaming and

Read Module/SIM Info Reset Module
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5.2 Module Status

Menu: Go to MoFi Internal Modem-1 — Module Status or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/imodulel/module_status

See Section 4 — Module Status for full details. This is the same page accessible from both the Status menu
and the Modem-1 menu.

5.3 Signal Strength / Status

Menu: Go to MoFi Internal Modem-1 — Signal Strength/Status or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/jmodulel/quectel stat

Displays comprehensive cellular signal information. Press Refresh to update.

General Information: - Modem model (e.g., RM520N-GL) - Currently connected LTE/NR5G Band - Roaming
status (Home / Roaming)

Modem/SIM Information: - IMEI (modem hardware ID) - ICCID (SIM card ID) - Phone Number (if provisioned)

Signal Metrics:

Metric Excellent Good Fair Poor Description
RSRP (dBm) -80 or better -80to-90 -90to-100 Below Reference Signal Received
-110 Power — primary measure

of signal strength

RSRQ (dB) -10 or better -10to-15 -15to-20 Below-20 Reference Signal Received
Quality — signal quality
relative to interference

SINR (dB) 20+ 13-20 0-13 Below 0 Signal-to-Interference-plus
-Noise Ratio — signal
clarity

RSSI (dBm) -65 or better -65t0-75 -75t0-85 Below -85 Received Signal Strength
Indicator — overall signal
power

Modem Status Fields: - Operational Mode (Online/Offline) - Registered on Network (Yes/No) - ECIO/RSRQ
value - RSRP value - Primary antenna signal and Secondary antenna signal - Carrier Aggregation info (shows if
multiple bands are combined)

Cell Information: - MCC (Mobile Country Code) — identifies the country - MNC (Mobile Network Code) —
identifies the carrier - RNC/eNB ID — identifies the base station - LAC/TAC (Location/Tracking Area Code) - Cell
ID — specific cell sector

BandLock Current Bands: - Displays any currently locked bands (if band lock is configured)
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5.4 Speed Band Lock

Menu: Go to MoFi Internal Modem-1 — Speed Band Lock or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/jmodulel/cellbandlock

Automatically tests each cellular band’s speed and optionally locks to the fastest ones. This is an automated
tool that disconnects, tests each band individually, and reports the results.

Settings:

Setting
Scan Mode

Speed Test Server

Tests Per Band

Include 5G Bands

Auto-Lock to Top 3 Bands

Options

All Bands / AT&T Optimized /
T-Mobile Optimized / Verizon
Optimized / Bell / Rogers /
Telus / Freedom / Jio / Airtel /
Custom Bands

Automatic / US Central Dallas
/ US South Atlanta / US East
Newark / US West Fremont /
Europe London / India
Mumbai / UAE Dubai

1 Fast / 2 Recommended / 3
Thorough

Toggle

Toggle

Description

Determines which bands to test.
Carrier-optimized modes only test bands
used by that carrier, saving time and data.

Select the closest speed test server for
accurate results. “Automatic” picks the best
server.

Number of speed tests to run per band.
More tests = more accurate results but more
data usage and time.

When ON, also tests 5G NR bands in
addition to LTE bands.

When ON, automatically locks the modem
to the 3 fastest bands after testing
completes.

Select Bands to Test (Custom Mode): - LTE Bands: B2, B4, B5, B12, B13, B14, B17, B25, B26, B30, B41, B48,
B66, B71 - 5G Bands: n2, n5,n7, n12, n25, n41, n48, n66, n71, n77, n78, n79

Buttons: - Start Scan — Begins the speed test scan. The router will disconnect and reconnect to each band. -

Stop Scan — Aborts the scan in progress. - Refresh Results — Updates the results display.

Scan Results Display: After scanning completes, a table shows each tested band with its download speed,

upload speed, and latency. Bands are ranked from fastest to slowest.

Important Warnings: - Each band test downloads approximately 300 MB of data - A full scan of all bands can
use 5-15 GB of cellular data - The router will be offline during testing (each band test takes 30-60 seconds) -
Do not navigate away from the page during scanning
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Important Warnings:

Each individual band test downloads approximately 300 MB of cellular data
A complete scan of all supported bands may consume between 5-15 GB of data depending on the
router and network conditions

® The router will temporarily go offline during testing, with each band test typically taking 30-60
seconds

e Do not close the browser, refresh the page, or navigate away from the scanning page while the test is
in progress

Step-by-Step: Running a Speed Band Lock Scan:

. Navigate to MoFi Internal Modem-1 > Speed Band Lock

. Select your carrier under Scan Mode (or use “All Bands”)

. Choose a Speed Test Server close to your location

. Set Tests Per Band to “2 Recommended” for a good balance

. Enable Include 5G Bands if you have 5G service

. Enable Auto-Lock to Top 3 Bands if you want automatic optimization

. Click Start Scan

. Wait for all bands to be tested (may take 10-30 minutes depending on band count)
. Review the results table — the fastest bands are listed first

O 00 N OO U1 B W N -

10. If you did not enable auto-lock, you can manually lock to preferred bands on the Band Lock page

Status. v Speed Band Lock - Module 1
Mofi internal Modem- 1 Automatically est sl LTEASG bands and lock to the bop 3 bands with heghest speeds, The syrtem will run speed tects on esch band snd identity optmal performance

Carnga

Mol Srta

T -

B ok
Asmoet Sigral Strengen it

Ieteenat Lcemt et Test Configuration

Scan Mode Spend Trut Serers Teits et Band

A DLanehs (Fpcommended) w usomahc Daved o6 Localon « Recommendes) - et [Faf)

T
Metwork
Netwark Security Scan Results "
System
Simcard Control

Bandwidth and Filters
Statistics

WP Services
Services

z
5
CA T S R R A
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5.5 Band Lock

Menu: Go to MoFi Internal Modem-1 — Band Lock or click ont the link below:
http://192.168.10.1/cgi-bin/luci/admin/imodulel/quectel-bandlock-is

Manually lock the modem to specific LTE and/or 5G bands. This forces the modem to only connect using the
selected bands, ignoring all others.

Current Configuration Display: Shows the currently active band lock filters for WCDMA, LTE, and NR5G.

Network Mode:

Mode Description

AUTO LTE+5G Modem uses both LTE and 5G bands automatically (default)
LTE Only Restrict to LTE bands only

5G Only Restrict to 5G NR bands only

LTE+5G Prefer 5G Use both, but prefer 5G when available

AT&T AT&T-optimized band selection

T-Mobile T-Mobile-optimized band selection

Verizon Verizon-optimized band selection

LTE Bands (check/uncheck individual bands): - Select All / Clear All buttons - Available: B1, B2, B3, B4, B5, B7,
B8, B12, B13, B14, B17, B18, B19, B20, B25, B26, B28, B29, B30, B32, B34, B38, B39, B40, B41, B42, B43, B46,
B48, B66, B71

5G NR Bands (check/uncheck individual bands): - Select All / Clear All buttons - Available: n1, n2, n3, n5, n7,
n8, n12, n13, n14, n18, n20, n25, n26, n28, n29, n30, n38, n40, n41, n48, n66, n70, n71, n75, n76, n77, n78,
n79

Buttons: - Save — Saves the band lock settings and applies them to the modem immediately - Get Current
Band Lock Status — Query the modem for currently locked bands

Warning: Only lock bands if you know which bands your carrier uses in your area. Locking to incorrect bands
will cause the modem to lose cellular connectivity entirely. If this happens, return to this page and click Select
All then Save to unlock all bands.

Step-by-Step: Locking to T-Mobile Bands:

. Navigate to MoFi Internal Modem-1 > Band Lock

. Set Network Mode to “T-Mobile” for automatic selection, OR:
. Click Clear All under LTE Bands

. Check: B2, B4, B12, B25, B41, B66, B71

. Click Clear All under 5G NR Bands

. Check: n25, n41, n71, n77

. Click Save

. The modem will reconnect using only the selected bands

00 N O L1 A W N -
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Step-by-Step: Unlocking All Bands (Recovery):

1. Navigate to MoFi Internal Modem-1 > Band Lock
2. Set Network Mode to “AUTO LTE+5G”

3. Click Select All under LTE Bands

4. Click Select All under 5G NR Bands

5. Click Save

Common US Carrier Bands:

Carrier Primary LTE Bands Primary 5G Bands
AT&T B2, B4, B5, B12, B14, B30, B66  n2,n5,n77
T-Mobile B2, B4, B12, B25, B41, B66, B71 n25, n41, n71,n77
Verizon B2, B4, B5, B13, B48, B66 n2, n5,n77

sanmow ]

Status b

MoFi Internal Modem-1-~
Band Lock - Module 1
Configuration.
Module Status
Signal Strength/Stabus
Speed Band Lock

Advanced Signal Strength/Status
Internet Speedest

Imtarmet SpeedTest (FAST)

M Restore 61281283 501321341385 38: 4014114214346 148186571 1RSG Faleers
Towerlock.

Module Pewer-Cyele

AT Commants
M (o)
Frotesd Band Configuration
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Network Mads
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5.6 Advanced Signal Strength / Status

Menu: Go to MoFi Internal Modem-1 — Advanced Signal Strength/Status or click on the link below:

Displays raw AT command output from the modem for advanced troubleshooting. This is a display-only page
showing:

® SIGNAL — Per-antenna RSRP, RSRQ, SINR values (QRSRP, QRSRQ, QSINR commands)

® CARRIER AGGREGATION — Active carrier aggregation info (QCAINFO command), showing primary
and secondary component carriers

e STATUS INFO — Current LTE band configuration details

e 5G INFO — NR5G band configuration, frequency, bandwidth

e NETWORK STATUS — Serving cell info and network info (QNWINFO)

e NETWORK CELL TOWERS — Neighbor cell measurements for signal comparison
o Network Registration Status — EPS (CEREG) and 5G (C5GREG) registration states
e 5G Status — EN-DC (EUTRA-NR Dual Connectivity) support status (QENDC)

Status v

MoFi Internal Modem-1~
Configuration
Module Status
Signal Strength/Status
Speed Band Lock

Band Lock

Advanced Signal Strength/Status

Internet SpeedTest

Intemet SpeedTest (FAST)

#oomremmmeemmccmeecooe SEGNAL mmmmemmm e
@:[AT+QRSRP]

1:[+QRSRE: -99,-84,-32768,-32768,L15]

2:[o]

@: [AT+QR5RO]

1:[+QRSEQ! -13,-12,-32768,-32768,LIE]

25 [0K]

@: [AT+QSINE]

1:[+REIMB! 3,9,-32768,-32768,LT5]

2:[0x)

primary  ¥1 -99 dam (LTIE)

primary  #2 -3 dam (LIE)

secondary #1 -32768 dgm (LIE)

secondary #2 -32768 dBm (LIE)

Fo--se-o-ses-----o---- CARRIER AGGREGATION -------==-=-==2--=oooon
@: [AT+QCATNEQ]

[+QRATHED: “BGC,9618,58, "LJE BAND 287,1,189,-83,-12,-54,18]
[+QCATHED: “SEC,1400,100,"LTE BAND 3°,2,18%,-95,-13,-58,23,8,-,-]

sms--mm-s----—------ Network Registration Status/56 Mon-Standalone (NSA)----------
[AT+CEREG?]
Bandwidth and Filters [+GEREG: 2,1,78643","4450808",7]

1
Hh
3:foK]
RAE) Regsore #eeieeiieiioo-- STATUS INFO ---------cs--m-semooo
TowerLock @1 [AT+QNHEREECEG="1%e band”]
1:[+QNWPREECEG: “Lie band™,1:2:3:4:5:7:8:12:13:14:17:16:19:28:25:26:28:29:38:32:34:35:39:48:41:42:43: 46:48:66:71]
Maodule Power-Cycle 2:[0]
#ermrrmmsrssrssnsncses 56 INFO =vesscsomsmssmsrssmsnnns
AT Commands @: [AT+QNUPREFCFG= “nsa_nrSg_band™]
1:i[+QMuEREEGES: “nia_nrsg_band”,1:2:3:5:718:02:13:04:08:20:25:26:28:29:30:38:40:41:48:66:70IT1ITSITEITTITEITE]
SMS5 (Text) 2i[oK]
B~ NETWORK STATUS —-------mmomomoemeooo oo
Frotocol @: [AT+0ENG="5srudingeslh" ]
1:[+QENG: "ssCuinscell”, "NRRRMM”, LIE", “EGR™,738,81,4450868, 189, 0619, 28,3, 3,643, -84, -9, -58, 15,12, 168, - ]
Mofi Business W, 2:[0x]
2 [AT+QUUTNEQ]
1: [+QNUENED: "EBD LIE","73801","LIE BAND 23°,9610]
Network v 21(0K)
Boeecmsiicsiiccocooo NETWORK CELL TOWERS =---=-----s-ssomoooanas
Network Security b : [AT+OENG="neichboursall "]
2:[+gRnE: " ANREA", "LIE",9618,189,-11,-84,-57,-, -7,y
2:[+QENG: “psighbeucceil Anfra”, "LIS",9618,383,-28,-93,-61, -
System ~ 3:[+QENE: “psishbeucsrll AnRra”, bIE",0610,151,-17,-89, 61, -
4:[+QENG: "peigbbourcell inter”,"LIE",1488,185,-13,-95,-61, -
WiFi ~ 5:[+QENG: "neiehbouccall inter”,"LIE",1288,-,-,=,=,=5=s=s=s"]
6:[+QENG: “peighbouccell dnter”, LIE™,2558,-,,-5=3=3=s"s=s"]
: 7:[ox]
Simcard Control o £
L.H
13
2a[ox]
e Boommme e eoeoo- - 86 Standalone (BA) ------emmsmemseemioeaes
Statistics bt 81 [AT+CEGREG?]
1:[+CSGREG: 2,8]
/PN Services ~ L_2:00K]

This page is primarily for MoFi technical support and advanced users.
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5.7 Internet SpeedTest

Menu: Go to MoFi Internal Modem-1 — Internet SpeedTest or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/jmodulel/speed

Embedded Speedtest.net widget for testing your current internet speed.

e Click the GO button to start a speed test

e Select a nearby server from the dropdown for most accurate results

e Results display: Ping (ms), Download (Mbps), Upload (Mbps)

Status ¥

MoFi Intemal Modem-1+~  Internet SpeedTest

(%) SPEEDTEST

Mofi Business o
Network o
Network Security v

System g

WiFi g

5.8 Internet SpeedTest (FAST)
Uses fast.com for speed test

Menu: Go to MoFi Internal Modem-1 — Internet SpeedTest (FAST) or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/jmodulel/netflixspeed
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Status Internet SpeedTest

MoFi Internal Modem-1~
Configuration
Module Status
Signal Strength,/Status
Speed Band Lock
Band Lock
Advanced Signal Strength/Status

Internet SpeecTest

Intemet SpeedTest (FAST)

IME| Restare
TowerLock
Module Power-Cycle

AT Commands

SMS (Text)

Protocol
Mofi Business b
Network e d
MNetwork Security ~
System N
WiFi R

(N
FAST

Your Internet speed is

140~

Latency Upload
Undoaded Loaged Speed
39. 120. 8.7 .

Client Horth East La Fendlence, GY 131.177.218.118
Server(s) Chaguanas, TT | Miami. US | New York US

0 Settings 350MB * 20ME *

000

Embedded fast.com widget powered by Netflix for a quick single-button speed test. Click the button and wait

for results. This tests your connection speed to Netflix’s servers specifically.

5.9 IMEI Restore

Menu: Go to MoFi Internal Modem-1 — IMEI Restore or click on the link below:

Restore or change the modem’s IMEI number.

e Current IMEI — Displays the modem’s current IMEI (read-only)

e NEW IMEI — Enter a new IMEI value, or leave empty to restore the factory default IMEI

Buttons: - Save — Write the new IMEI to the modem - Reset — Discard changes

MoFi Internal Modem-1~
Configuration
Module Status
Signal Strength/Status
Speed Band Lock
Band Lock
Advanced Signal Strength/Status
Internet SpeedTest

Intemet SpeedTest (FAST)

IMEI Restore

NEW IMEI Ent

Module 1 IMEI configuration
Internal Module IMEI configuration

Current IMEL: 868371050659818

new IMEI

Empty for default IME!

Warning: Changing the IMEI to an unauthorized value may violate regulations in your country. This feature is

intended for restoring the original factory IMEI if it becomes corrupted.
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5.10 Tower Lock

Menu: Go to MoFi Internal Modem-1 — TowerLock or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/imodulel/tower_scanijs

Lock the modem to a specific cell tower. This prevents the modem from switching to other towers, which can
be useful in areas where a nearby tower provides better performance than the one the modem automatically
selects.

How to Use:

1. Click Show All to start a tower scan. The modem will search for all visible cell towers in your area. This
may take 1-3 minutes.

2. Carrier Table — After scanning, a table displays all discovered towers:

Column Description

Mode Connection type (LTE or NR5G)

McCC Mobile Country Code

MNC Mobile Network Code (identifies carrier)
LAC Location Area Code

Signal Signal strength reading

Frequency Operating frequency of the tower

PCI Physical Cell ID — unique identifier for the cell sector
SCS Subcarrier Spacing (5G only)
Band LTE band or NR band number

3. Current Cell Information — Shows the tower you are currently connected to (auto-populated).

4. Tower Lock Settings:

Setting Options Description

Enable Checkbox Enable or disable tower lock

Mode LTE / NR5G Select the technology type of the tower you
want to lock to

Frequency From scan results The frequency of the desired tower

PCI From scan results The Physical Cell ID of the desired tower

SCS From scan results Subcarrier spacing (5G only)

Band From scan results The band of the desired tower

5. Click Save to apply the tower lock.

Step-by-Step: Locking to a Specific Tower:

1. Navigate to MoFi Internal Modem-1 > TowerLock

2. Click Show All to start scanning for towers (wait 1-3 minutes)

3. Review the Carrier Table — look for towers with the best signal strength
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4. Note the Mode, Frequency, PCl, SCS, and Band values of your preferred tower
5. In the Tower Lock section, check Enable

6. Set Mode to match (LTE or NR5G)

7. Enter the Frequency, PCI, SCS, and Band values from the scan

8. Click Save

Step-by-Step: Disabling Tower Lock:

1. Navigate to MoFi Internal Modem-1 > TowerLock

2. Uncheck Enable

3. Click Save

4. The modem will automatically select the best available tower.

Status ¥ Module Tower Lock

MofFi Internal Modem- 1~
Configuration
Maodule Statu
Signai Strength/Stats Info
Speed Band Lock
Band Lock
Ackvarced Signal StrengihyStatus
Ieternet SpeedTast
Ieternat SpeedTest (FAST)

BEl Restore oSO

Wodule Pwves-Cycle — — )
2 Commands | Mode [T MINC LAC Signal Frequency =] 5CS Band
S (Tet) This section conising no values yet
Mofi Business A
Metwork w Current Cedl information
MNetwork Security A MNC LAC Signal Frequency =] =3 Band
o = 220 = : =
System e
Tower Lock
Enable
Mode  LTE v
Frequency

PCI - Physical Cell 1D
505

Band

Note: If the locked tower goes offline or becomes unreachable, the modem will have no internet connectivity
until the tower comes back online or you disable the tower lock.

5.11 Module Power-Cycle

Menu:Go to MoFi Internal Modem-1 — Module Power-Cycle or click on the link below:

Schedule automatic power-cycling (restart) of the cellular modem at regular intervals. This can help maintain
stable connectivity in environments where the modem occasionally loses connection.
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Settings:

Setting Options Description

Enable Modulel Power Checkbox Enable or disable scheduled power cycling
Recycle

When to Cycle 1-23 Hours How often to power-cycle the modem

Time Settings Table: - Add specific times for power cycling using the table - Each row has: Enable checkbox
and Power Cycle Time selector - Click Add to add additional time slots

Buttons: Save.

MoFi Internal Modem-1~

Module1 Power Recycle

Settings
p——
Enabie Module1 Power Recycle
A5 {1 Enable: Powar Cycle Time:
Protocol
Tiis saction contaln no vl et

Moafi Business e

Network - =3

Network Security ~

Spem v
5.12 AT Commands

Menu: Go to MoFi Internal Modem-1 — AT Commands or click on the link below:

Send AT commands directly to the cellular modem. This is an advanced tool for diagnostics and configuration.

How to Use:

1. Select a preset command from the Preset Command dropdown (e.g., “Signal Quality/Strength — AT+CSQ”)
2. Or type a custom AT command in the Command to send field

3. Click Send command

4. View the modem’s response in the Reply area

Common Preset Commands: - AT+CSQ — Signal quality (returns RSSI and BER) - AT+COPS? — Current
operator - AT+QENG="servingcell" — Serving cell information - AT+QNWINFO — Network information -
AT+CFUN? — Phone functionality mode

Click Clear form to reset the command field and reply area.
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MoFi Internal Modem-1~

sk AT Commands
Module Staturs
Sigel SirangthyStatus
Speed Band Lock
Bael Lock
Adbvanced Signal StrengttyRatus Wt nmed | SoMQBRESIN S ATics ;
Intemet Speediost Command 15 send
Irtemet Speedlest (FAST)
IMEI Restore
TerwerL ek
Mochibe Power Cyde
Reply

Warning: Sending incorrect AT commands can disrupt modem operation. Only use this if you understand AT
command syntax or are directed by MoFi support.

5.13 SMS (Text Messages)

Menu: Go to MoFi Internal Modem 1 — SMS (Text) Or click on the link below:

Send and receive SMS text messages through the cellular modem’s SIM card.

Storage Display: - Shows current message count vs. capacity (e.g., “9/265”) - Modem port, SIM card slot, and
modem memory status (read-only)

Received Messages: - List of all received SMS messages - Each message shows: sender number, timestamp,
message text - Reply button — opens a reply form pre-filled with the sender’s number - Delete button —
removes individual messages - Delete All button — clears all received messages - Refresh button — checks for
new messages

Received Messages

View all received SMS messages

See sender number, timestamp, and message text

Reply button opens a pre-filled reply form with the sender’s number
Delete individual messages

Delete All clears all received messages

Refresh checks for new messages
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MoFi Internal Modem-1~

< 5MS Messages (Module 1)

Configuration
Simple SHL manage

Module Status

Signal SsrengthyStatus
¥ Modem Port fdew/ttyUSE M S0 Cardi 030 B Moder: 0255 = Online

Speed Band Lok
Band Lock

& Received Messages (0 ' RerRES
Advarsced Sigrul StrenghyStstus - ges (0) -
Internat SpeedTest

Intemat SpeedTest (FAST)
IME] Restore

e LS
Mextule Powr-Cycle
AT Commands No Messages

Protoeol

Send SMS:

Field Description
Country Code Numeric country code (e.g., 1 for US/Canada, 44 for UK, 91 for India)
Number Recipient’s phone number (without country code)

Message Message text (maximum 160 characters for a single SMS)

MofFi Internal Medem-1~
W Phone Number format
ntee

separitly. USA de «1  Mumbee 355173456

Corfiguration Enter digts only - o sptes or special charaeters

Medule Statas
Country Codes Wumbes;

Signal StrangihyStatus
Speed Band Lock

Band Lock

Achanced Sigral Strengthy/Status
trnarnet Speed Test

Irterriet SpeedTest (FAST)

1M Restare

Towertock 7 8 g

Medule Powsr-Cyde

AT Commands
T T -

Protocol
Mofi Business ~ Tyt your message here
MNetwork b
v

Network Security by 160 charactos remaiing

System ~ = SEND MESSAGE

Click Send Message to send.

5.14 Protocol

Menu: Go to MoFi Internal Modem-1 — Protocol or click on the link below:

Switch the USB communication protocol between the modem and the router.

e Current USBCFG Protocol — Displays the active protocol (MBIM or QMI)
e Switch to MBIM button — Changes the protocol to MBIM (Mobile Broadband Interface Model)
e Switch to QMI button — Changes the protocol to QMI (Qualcomm MSM Interface)
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Which Protocol to Use: - MBIM — Default. Recommended for most configurations. Better IPv6 support. - QMI
— Alternative protocol. May provide better performance in some scenarios. Required by some carrier
configurations.

MoFi Internal Modem-1~
Configuration Protocol configuration
Module Status
Signal Strength/Status

Speed Band Lock Current USBCFG Protocol: ~ MBIM

Band Lock Switch Current USBCFG Protocol to MBIM

Advanced Signal Strength/Status
Switch Current USBCFG Protocol to QMI SWITCH CURRENT USBCFG PROTOCOL TO QMI
Internet SpeedTest

Internet SpeedTest (FAST)
IMEI Restore

TowerlLock

Module Power-Cycle

AT Commands

SMS (Text)

Note: Changing the protocol will restart the modem connection. The router will briefly lose internet
connectivity during the switch.

6. Cellular Modem — Module 2

Menu: MoFi Internal Modem-2

Module 2 is available on dual-module MoFi 6500 models. It provides a second independent cellular
connection for redundancy or load balancing.

Module 2 has the same configuration pages and options as Module 1 (see Section 5). All sub-pages mirror the
Module 1 interface:

e Configuration

e Module Status

e Signal Strength/Status

e Speed Band Lock

e Band Lock

e Advanced Signal Strength/Status

® Internet SpeedTest / FAST SpeedTest
® |MEI Restore

e Towerlock
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e Module Power-Cycle
e AT Commands
e SMS (Text)

e Protocol

The key difference is that Module 2 uses a separate SIM card slot and antenna connections. It operates
independently from Module 1 and can be on a different carrier.

Typical Use Cases for Dual Modules: - Failover: Module 2 automatically takes over if Module 1 loses
connectivity - Load Balancing: Traffic is distributed across both modules for higher combined throughput -
Different Carriers: Use AT&T on Module 1 and T-Mobile on Module 2 for coverage redundancy

The main difference is that Module 2 uses its own dedicated SIM card slot and antenna connections. It
functions independently from Module 1 and can connect to a separate carrier if needed.

Common Dual-Module Applications

e Automatic Failover: Module 2 takes over automatically if Module 1 loses its connection

e Load Balancing: Network traffic is shared between both modules to improve overall performance and
throughput

e Multi-Carrier Redundancy: Use different carriers, such as AT&T on Module 1 and Verizon on Module
2, for stronger coverage and backup connectivity

7. MoFi Business

This section covers enterprise-grade features accessible under the Mofi Business menu.

7.1 MoFi CloudLink

Menu: Go to Mofi Business — MoFi Cloud Link or click on the link below:

CloudLink provides a static public IP address for your router, even when using a cellular connection that does
not have a public IP. This enables remote access, port forwarding, and hosting services behind cellular
connections.

How CloudLink Works: CloudLink creates a VPN tunnel from your router to a MoFi datacenter. The datacenter
assigns a static public IP to your tunnel. All traffic to that IP is forwarded to your router.

CloudLink provides your router with a static public IP address, even when using a cellular/starlink connection
that normally does not offer a public IP. This allows you to enable remote access, port forwarding, and hosted
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services over cellular networks. Most important is this IP will be the same even while using different internet

connection types.

How CloudLink Works

CloudLink establishes a secure VPN tunnel between your router and a MoFi Network datacenter. The

datacenter assigns a static public IP address to the tunnel, and all traffic sent to that IP is securely forwarded

to your router.

Settings:

Setting
Enable CloudLink

Server

Wireguard Server

Available CloudLink Servers:

Server

usl-datacentre.mofimana
ge.com

us2-datacentre.mofimana
ge.com

us5-datacentre.mofimana
ge.com

Additional servers
WireGuard Server

Username

Password

Configuration File

IP-Passthrough

DMz

Options
Toggle ON/OFF

See server list below

Location provided by MoFi

Protocol

PPTP

PPTP

SoftEther

SoftEther/PPTP
WireGuard
Text field

Text field
File upload

Toggle OFF/ON

IP address field

Description

Activate or deactivate the CloudLink
connection

Select the CloudLink datacenter closest to
your location

WireGuard-based CloudLink server (if using
WireGuard mode)

Description

US Datacenter 1

US Datacenter 2

US Datacenter 5

Other regional datacenters
Modern protocol option (requires config file)

Your CloudLink account username (provided
by MoFi)

Your CloudLink account password

Upload a WireGuard .conf file provided by
MoFi

When ON, passes the CloudLink public IP

directly to a connected LAN device

When set, all incoming traffic on the
CloudLink IP is forwarded to this single LAN
device
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Server Protocol Description
Router GUI (Remote Toggle OFF/ON When ON, allows access to the router’s web
Access) interface from the CloudLink IP

Advanced Settings:

Setting Options Description
Tunnel Mode All Traffic / Split Mode by “All Traffic” routes everything through
MAC CloudLink. “Split Mode” only routes traffic

for specific devices (identified by MAC
address).

Fix TTL Toggle OFF/ON Modify TTL values on packets going through
the CloudLink tunnel

Auto Find Best MTU Toggle Automatically determine the optimal MTU
for the tunnel

MTU Numeric Manual tunnel MTU (only if auto MTU is off)

Auto Calc Best MSS Toggle Automatically calculate MSS

Override MSS Numeric Manual MSS value

VPN Status: Displays the current CloudLink connection status (Connected / Disconnected).

Split Mode Devices Table (only shown when Tunnel Mode = Split Mode): Add devices that should route
traffic through CloudLink:

Column Description
Label Friendly name for the device
MAC Address Device’s MAC address

IPv4 Address Device’s current IP address

Click Add to add devices. Click Save to apply.

Step-by-Step: Setting Up CloudLink:

. Contact MoFi to purchase a CloudLink subscription

. Navigate to Mofi Business > MoFi Cloud Link

. Toggle Enable CloudLink to ON

. Select the nearest Server datacenter

. Enter your Username and Password provided by MoFi
. Upload the Configuration File if provided

. Click Save

. Wait 30-60 seconds for the tunnel to establish

. Check the VPN Status — it should show “Connected”
10. Your CloudLink public IP is now active and reachable from the internet

O 00 N OO U1 B W IN -
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Important: Port Forwarding with CloudLink: When forwarding ports to devices behind CloudLink, you must
select “Cloudlink/Vpn” (not “Cellular/Wan/Repeater”) as the external source in the Port Forwarding settings.
CloudLink traffic arrives on the VPN firewall zone, not the WAN zone.

Status v Global options

MoFi Internal Modem-Tv

Mofi Business. -~ miome Thit requives & Clousiink Azcaunt from Mo Network.
Enabie ClcudLink:
Fadiver B Lok Balancing
Mt WA Sener VPN Servers 3
VLN Location e PLEASE SELECT A DATACENTRE - [Mohietwar wil provide)
P Famthr S S
Watzhde Systie
Fisumes Access Contred ot M s
Network ~ [ &

Network Security >
hBustheoughe OFF v

System i
WiFi R B
Simcard Control o,

ROUTER Gl Famete Access) ON v
Bandwidth and Fitters
Advanced Setwngs.

Statistics b — §
VPN Services » TurneiMede  Split Mode - Orly HAC Addressles) defined below wil use VW
Services b Aut Find Bt MTLE
U 18
3) Logout

msoCactensns [

Overmide Cakulaoed M55 100

VPH Status:
bisconnected/Pisabled

List of Devices that will use the VPN in Split Mode

L MAC Aot 1Pt Aparess

P paction contes o reies gt

7.2 IP Passthrough

Menu: Go to Mofi Business — IP Passthru or click on the link below:

IP Passthrough passes the modem’s public IP address directly to a single connected device, bypassing the
router’s NAT. The connected device receives the carrier-assigned IP as its own.

Settings:
Setting Options Description
Enable IP Passthrough Checkbox Turn IP passthrough on or off
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Setting Options Description
Primary Connection Built-IN MOFI Modem #1 / #2  Select which internet source to pass through
/ WAN Ethernet / USB RNDIS
Tethering
Current MTU Display only Shows the current MTU of the selected
connection
IP Mode DHCP Automatic / Static How the passthrough IP is assigned to the
Manual connected device
Static IP Address Text field Manual IP (only for Static Manual mode)
Primary DNS Text field DNS server 1 (only for Static Manual mode)
Secondary DNS Text field DNS server 2 (only for Static Manual mode)

Auto-Detected Settings (display only): - Gateway address - Netmask

Advanced Settings:

Setting Options

MSS Auto /1200 / 1436

Cisco Device Mode Toggle

Use Carrier Netmask Toggle

TTL Default / Linux 64 / Linux-2 65

Recommended / Linux-3 117 /
Windows 128 / Cisco 255/

DNS / Use Custom
DNS

Other 32
DNS Configuration:
Setting Options
DNS Selection Use ISP Provided
Custom DNS Servers Text field

Description

Maximum Segment Size for the passthrough
connection

Enable compatibility mode for Cisco
equipment

Use the netmask provided by the carrier
instead of the default

Override TTL value on passthrough traffic

Description

Choose between carrier-provided DNS or
custom DNS servers

Enter custom DNS server addresses (only
when using Custom DNS)
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Buttons: Save.

Step-by-Step: Setting Up IP Passthrough to a Firewall:

. Check Enable IP Passthrough

. Set IP Mode to “DHCP Automatic”

N oo A WN

the passthrough IP)
8. Click Save

. Navigate to Mofi Business > IP Passthru
. Select Primary Connection — choose “Built-IN MOFI Modem #1” for cellular
. Under Advanced Settings, set TTL to “Linux-2 65 Recommended”

. Under DNS Configuration, choose “Use ISP Provided DNS” or enter custom DNS
. Set HTTP Web Port to 8080 and HTTPS Web Port to 8443 (these allow remote access to the router through

9. Connect your firewall/device to LAN port 1

10. The connected device will receive the carrier’s public IP address via DHCP
11. Access the router admin from LAN at http://192.168.10.1 (port 80, unchanged). For remote access
through the passthrough public IP, use port 8080.

MoFi Internal Madem-1+
IP Passthrough

Mofi Business

MoFi Cisud Link 1 INFO: 1P Passitwough

ISP ansiy divectly to ONE device on your LA, This allows address that the ISP provides bo the router.

Fadover & Load Balsacing & IMPORTANT:

el by OME | Aftor onabling. REBOOT the roeter and wesit up 1 5 minises for it o come hack onling,

Wi VAR

[5 STATUS: B? Passthwcesgh is currently ACTIVE

Watchdog Syvtem

Main Configuration
Kaosher hccess Contras

Network it Passthugh

Metwork Security

[e———
System
WiFi Current MTL

Simcard Control

LR GO AL BT o

Bandwidth and Filters

Advanced Settings

MSS Maxmum Seqment Size]  Auto (Recommended)
Cisco Device Mode

Use Carrier Netmask =

Bult-N MOF] Modem #1 (Celular)
rag0

DHCP (Astsrmatic)

TTL (Time to Live) Linux-2 (B5) - Recomsmended »

DNS Configuration

ONS Selection  Usa ISP Provided DNS
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Remaote Access Configuration

HTTP Web Port 8080

HTTPS Web Port B3

Pt for accessing router web interface vaa HTTPS remately {default 5343, set to.0 to disable]

Remote Access Configuration: When IP passthrough is active, the router’s LAN management interface remains
accessible at http://192.168.10.1 (port 80) as normal. These settings configure remote access to the
router through the passthrough public IP:

Setting Description

HTTP Web Port Remote access port for HTTP (default: 8080). Traffic to this port
on the public IP is redirected to the router’s port 80. Set to 0 to
disable.

HTTPS Web Port Remote access port for HTTPS (default: 8443). Traffic to this

port on the public IP is redirected to the router’s port 443. Set
to 0 to disable.

s GUI Interface Configuration

MoFi Internal Modem- 1~

M Bsiess s 11 INFO: This Section alows the USar to change the fouter's Web GUI Access portsilL
A & IMPORTANT. You £3n 3isa control I Fouter IASWers &2 15 IPVE JEreSs if enaBled o 1o BIoSk The CULSISE 3CCeTS USING t WeDSATVH 3CCHSS.
Failover & Load Balancing i MOTE: Saving changes on this page will REBOOT the router to 3pply tattings cheanly.
Mt WAN
VIAN
1P Passtheu GU| Interface Port(s)
Watchdog System
HTTPRort  Fore B0 detault
MNetwork e - Please chodse --
Network Security ~ [ ]
System ed n
WiFi 5
Listen on IPVE(H You Turn this on and have IPVE o
i connection, you will be able 1o Jccess the router
Simcard Control - periteon gordares el
Bandwidth and Filters 2
Webgerver sccuss LAN anly
Statistics b
VPN Services b4 w
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MoFi Internal Modem. g CHAcoss Conrel_ WebsenverRemote eces
Mofi Business

Webserver Remote Access

Mofi Claud Link
Fader B L Balincing
Bt WAN
VAN
Webserver Remote Access
¥ Passthou

watchapg Systare

Current i 1BLITI 2R

Network ~

Remate Access Whitelist OFF
Network Secunity W

System b

Use Cases: - Pass a public IP directly to a firewall device (Cisco, Ubiquiti, etc.) - Allow a server to have a real
public IP from the cellular carrier - Enable peer-to-peer applications that require a public IP

7.3 VLAN
Menu: Go to Mofi Business — VLAN or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/business/vlan

Create virtual LANs to segment your network into isolated groups. Devices on different VLANs cannot
communicate with each other unless explicitly allowed.

VLAN Overview: Visual card display showing all existing VLANSs. Click a card to edit its settings.
Available Physical Ports: LAN1, LAN2, LAN3, LAN4, CPU (router’s internal connection)
Each VLAN card shows: - VLAN ID - VLAN Name - Assigned ports (Untagged / Tagged / CPU)

Creating a New VLAN: Click + Add New VLAN to open the creation form:

MafFi Internal Modem-Tv 5 .
VLAN Configuration

Mofi Business -~

MoFi Cloud Link [ )
Fadover & Load Balancing | VLAN OVE St
s e

VLAN

1P Passthru 1

Watchdog System |4 + Add New VLAN
Nelworkr .7 bt i
Setting Options Description
VLAN ID 2-4094 Unique numeric identifier for this VLAN
VLAN Name Text field Friendly name (e.g., “Guest”, “loT”,

“Cameras”)
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Setting Options Description

IP Address Text field The router’s IP address on this VLAN (e.g.,
192.168.20.1)

Netmask /24, /23, /22 Subnet size. /24 = 254 devices, /23 =510,
/22 =1022

Enable DHCP Yes / No Automatically assign IP addresses to devices
on this VLAN

DNS Servers Text field DNS servers to push to devices on this VLAN

Port Assignment Click LAN1-LAN4 and CPU Assign physical ports to this VLAN

Click Save VLAN to create it, or Cancel to discard.

Step-by-Step: Creating an loT VLAN:

. Navigate to Mofi Business > VLAN

. Click + Add New VLAN

.Set VLAN ID to 19, Name to IoT

. Set IP Address t0 192.168.20.1, Netmask to /24

. Set Enable DHCP to Yes

. Click LAN4 to assign LAN port 4 to this VLAN

. Click Save VLAN

. Devices plugged into LAN port 4 will now be on the isolated loT VLAN (192.168.20.x)

00O N OO Ul A WN B

Add New VLAN
VLAN ID (2-4094): VLAN Name:
< e.g., VLANSO

Note: VLAN ID cannot be changed when editing

IP Address: Netmask:

192.168.80.1 124 (255.255.255.0) -
Enable DHCP: DNS Servers:

Yes v 8.8.8.8,1.1.1.1

Port Assignment:

LAN1 LAN2 LAN3 LAN4 CPU
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7.4 Watchdog System

Menu: Go to Mofi Business — Watchdog System or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/business/watchdo

Automatically monitor internet connectivity and take corrective action when it fails.

Settings:
Setting Options Description
Enable Watchdog Toggle Turn the watchdog on or off
Response Mode Normal / Mission-Critical Normal: Verifies the failure with a second
check before taking action (reduces false
positives). Mission-Critical: Takes immediate
action on first failure detection (fastest
recovery, but may trigger on brief outages).
Check Interval Every10/15/20/30/45/ How often the watchdog pings the test
60 minutes servers
Primary Test Server IP or hostname First server to ping (default: 1.1.1.1 or
8.8.8.8)
Secondary Test Server IP or hostname Backup server to ping if primary is
unreachable
Recovery Action Full Reboot / Restart WAN / What to do when connectivity failure is
USB Reset / Network Reset confirmed
Recovery Actions Explained:
Action Description Severity
Full Reboot Restarts the entire router Most thorough but causes

90-second downtime

Restart WAN Restarts only the WAN/cellular interfaces Moderate — attempts to
reconnect without full reboot

USB Reset Power-cycles the cellular modems only Minimal impact to other services

Network Reset Restarts the network stack and firewall Resets all network connections

Buttons: Save.

Step-by-Step: Setting Up Watchdog for Cellular Connections:

1. Navigate to Mofi Business > Watchdog System

2. Toggle Enable Watchdog to ON

3. Set Response Mode to “Normal” (recommended — verifies failure before acting)
4. Set Check Interval to “Every 15 minutes”

5. Set Primary Test Serverto 1.1.1.1 (Cloudflare DNS)

6. Set Secondary Test Server to 8.8.8.8 (Google DNS)
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7. Set Recovery Action to “Restart WAN” (tries to reconnect without full reboot)

8. Click Save

9. The watchdog will now check connectivity every 15 minutes by pinging the test servers. In Normal mode, it
verifies the failure twice before taking action to prevent false alarms.

stat
= Internet Watchdog System
MoFi nternal Modem- T

Mofi Business o
M o

Network

Hetwork Security

Erapie mortciy

System

Wi
Crawiarat Evry 10 mrten
Simcard Control

Bardwidth and Filters

oo 1101

Statistics

i = 111
VPN Services

¢ € £ € £ £ £ ¢ <€

Services

B Logout

For mission-critical deployments: Set Response Mode to “Mission-Critical” and Recovery Action to “Full
Reboot” for the fastest recovery (at the cost of a 90-second reboot).

7.5 Router Access Control

Menu: Go to Mofi Business — Router Access Control (also at Network Security > GUI Access Control) or click
the link below:

http://192.168.10.1/cgi-bin/luci/admin/business/webserver

Control how the router’s web management interface is accessed.

Settings:

Setting Options Description

HTTP Port 80/81/8080/3821/8001/ Portfor unencrypted web access. Default:
others 80.

HTTPS Port 443 / 4443 / 8443 / others Port for encrypted web access. Default: 443.

Listen on IPv6 Toggle ON/OFF Whether the web server listens on IPv6

addresses

Web server access LAN only / Allow access from  LAN only (recommended): Only devices on

LAN/WAN the local network can access the router GUI.

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 72


http://192.168.10.1/cgi-bin/luci/admin/business/webserver

(@14

NETWORK MOFI6500-5GXelTE User Guide

Setting Options Description
LAN/WAN: Also allows access from the
WAN/cellular side (use with caution).

Buttons: Save.

Step-by-Step: Changing the Router Admin Port:

1. Navigate to Mofi Business > Router Access Control

2. Change HTTP Port from 80 to your desired port (e.g., 8080)

3. Change HTTPS Port from 443 to your desired port (e.g., 8443)

4. Keep Web server access set to “LAN only”

5. Click Save

6. After saving, access the router at http://192.168.10.1:8080 (using your new port)

CUlAceess Contrct Welnerver Remate Atcess
MafFi Internal Modem- 1+

Mofi Business ~  GUI Interface Configuration

MoFi Cloud Link

Fallove & Load Bakicing 1 INFO: This Section WS the USer D Change Ie OUTEr's Web GUI Access porys)iL.

Multi WAN 1 IMPORTANT. You can aiso control i router answers o fts PVE address ff enabied of 10 DIOCK the OUTsIdE JCCESS WiNg e WEDSEIVEr access.

b 4. MOTE: Saving changes on this page will REBOOT the router ta apply seftings cleandy.

1P Passthiy

Watchdcs Systom
GUI Interface Port(s)
Network b
Metwaork Security o e
System W
HTTPS Port a1 [ -]
WiFi ~
o
Simcard Control ~ Pleass chooss. .
Bﬂmldth ﬂl'ld Filters 2= Listen on IPVE(If You Tum this on and have IPYS Lokl
% connection, you will be able to access the router
Statistics i using IPV6 acdress rom anywhere in the world)
VPN Services ol Webserver access AN anly
Services b

Security Recommendation: Always keep webserver access set to “LAN only” unless you specifically need
remote management. If you need remote access, use CloudLink or a VPN instead of opening the GUI to the
WAN.

7.6 Failover / Load Balancing

Menu: Go to Mofi Business — Fallover/Load Balancmg or click on the link below:

This page has three tabs: Failover, Load Balancing, and SIM Failover.

Important: Only enable Failover OR Load Balancing — not both at the same time. The router will
automatically disable both if you try to enable both simultaneously.

Important: Reboot the router after changing failover or load balancing settings for changes to take full effect.
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Failover Tab
Automatically switch to a backup internet connection when the primary fails.
Enable Failover: Toggle ON/OFF

Primary Connection Profiles:

Profile Label Priority Order

Default WAN ethernet WAN first, then cellular, then USB
(primary) — Modulel
— Module2 — USB

Cellular Primary Module (primary) — Cellular first, ethernet backup
WAN ethernet

Modulel Primary Modulel — Module2 Module 1 first, Module 2 second, WAN last
— WAN

Module2 Primary Module2 — Modulel Module 2 first, Module 1 second, WAN last
— WAN

Cellular/WiFi Primary Module/WiFi — WAN  Cellular and WiFi primary, WAN secondary
(secondary)

WiFi as WAN 5GHz — 2.4GHz — WiFi repeater first, cellular backup, WAN last

Cellular - WAN

Cellular Primary (with WiFi) Module — WiFi 5GHz  Cellular first, WiFi repeater backup, WAN last
— 2.4GHz — WAN

The router continuously monitors each connection by pinging test servers (8.8.8.8, 8.8.4.4, 208.67.222.222,
208.67.220.220). When the primary connection fails 3 consecutive checks, the router switches to the next
priority connection within seconds.

Step-by-Step: Setting Up Cellular Failover with WAN Primary:

1. Navigate to Mofi Business > Failover/Load Balancing

2. Click the Failover tab

3. Toggle Enable Failover to ON

4. Select Primary Connection: “Default: WAN ethernet (primary) — Modulel — Module2 — USB”

5. Click Save

6. Reboot the router (required for failover changes)

7. After reboot, if the WAN ethernet loses internet, the router automatically switches to Module 1 cellular

Step-by-Step: Setting Up Cellular-Primary Failover:

1. Navigate to Mofi Business > Failover/Load Balancing

2. Click the Failover tab

3. Toggle Enable Failover to ON

4. Select Primary Connection: “Cellular Primary: Module (primary) — WAN ethernet”
5. Click Save
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6. Reboot the router

7. The router now uses cellular as the main connection, with WAN ethernet as backup

MaoFi Internal Modem-Tv

Mofi Business -~

MRl Ciaud Link

Metwork i
Metwork Security oo
System ¥
WiFi hd
Simcard Control ¥
Bandwidth and Filters
Statistics

VPN Services e
Services b
2 Logout

Load Balancing Tab

Failover & Load Balancing

Connection Priority

° WANEhemet

o Cliutar Module |

o Colulemodde? e, -

o USB Tethering hmctre

° WiFi Repeater SGHE o bt

o Wi Repeaber 24GH: ot

Distribute traffic across multiple connections simultaneously for increased total bandwidth.

Enable Load Balancing: Toggle ON/OFF

Load Balancing Profiles:

Profile

WAN + Cellular

WAN + Modulel
WAN + Module2
WAN + WiFi Repeater

Cellular + WiFi Repeater

Description

Balance traffic between WAN ethernet and all cellular modules
Balance traffic between WAN ethernet and Module 1 only
Balance traffic between WAN ethernet and Module 2 only

Balance between WAN and WiFi as WAN (shown only if WiFi
repeater is enabled)

Balance between cellular and WiFi as WAN (shown only if WiFi
repeater is enabled)

Weight Controls: Adjust the percentage of traffic on each connection (10%-90% in 10% increments): - WAN

Weight — Percentage of traffic routed through WAN ethernet - Modulel Weight — Percentage of traffic
routed through Module 1 (shown if Module 1 connected) - Module2 Weight — Percentage of traffic routed
through Module 2 (shown if Module 2 connected) - WiFi 2G Repeater Weight — Percentage for 2.4 GHz WiFi
repeater (shown if enabled) - WiFi 5G Repeater Weight — Percentage for 5 GHz WiFi repeater (shown if

enabled)
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Weight Controls

Weight controls determine how traffic is distributed across available internet connections. Each connection
can be assigned a percentage from 10% to 90% in 10% increments.

Available weight settings include:

WAN Weight — Percentage of traffic routed through the WAN ethernet connection

e Modulel Weight — Percentage of traffic routed through Module 1 (displayed when Module 1 is
connected)

e Module2 Weight — Percentage of traffic routed through Module 2 (displayed when Module 2 is
connected)

o WiFi 2G Repeater Weight — Percentage of traffic routed through the 2.4 GHz WiFi repeater
connection (displayed when enabled)

e WiFi 5G Repeater Weight — Percentage of traffic routed through the 5 GHz WiFi repeater connection
(displayed when enabled)

The default weight for all connections is 50%.

Step-by-Step: Setting Up Load Balancing (WAN + Cellular):

. Navigate to Mofi Business > Failover/Load Balancing

. Click the Load Balancing tab

. Make sure Failover is disabled on the Failover tab first

. Toggle Enable Load Balancing to ON

. Select Load Balancing Profile: “WAN + Cellular: Balance between ethernet and cellular’
. Set WAN Weight to 50% and Modulel Weight to 50% (or adjust as desired)

. Click Save

. Reboot the router

’

O© 00 N O U1 B W N -

. Traffic will now be distributed across both WAN and cellular connections
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MoFi Internal Modem-1+

Mofi Business ~

MoFi Cloud Link

Failover & Load Balancing

Multi WAN
VLAN

1P Passthru
Watchdog System
Router Access Control

Network ~

Network Security ~

System 4
WiFi ~
Simcard Control v

Bandwidth and Filters

Statistics v
VPN Services v
Services v
5] Logout

SIM Failover Tab

Failover & Load Balancing

Configure automatic cannection switching and traffic distribution.

Important: Reboot after enabiing failover or load balancing. Onty enzbls ons 2t 3 tme.

Failover Load Balancing SIM Failover

Enable Lozd Balancing

Which connections to balance?
WAN + Callular
VAN + WiFi Repeater

Cellular + WAN2

Live Status

VUAN + WANZ
Callular + WiFi Repeater

AN + WAN2 + Cellular

WAN + Cellular + Cellular 2

Traffic Weights

WAN

33%

Celular

33%

Cellutar 2

34%

Automatically switch between SIM Slot 1 and SIM Slot 2 when the active SIM loses cellular connectivity.

Requires both SIM slots to have active SIM cards.

Setting
Enable SIM Failover

Primary SIM Slot

Check Interval

Failure Threshold

Cooldown Time

Enable Auto-Failback

Failback Delay

Enable Email Alerts

Options
Toggle

SIM Slot 1 / SIM Slot 2

30-600 seconds

1-10

60-900 seconds

Toggle

60-3600 seconds

Toggle

Default
OFF

SIM Slot 1

60 seconds

300 seconds (5 min)

ON

1800 seconds (30 min)

OFF

Description

Master enable for automatic SIM
switching

Which SIM slot to use under
normal conditions

How often to test cellular
connectivity

Number of consecutive failures
before switching SIM slots

Minimum wait time after
switching before checking again
(prevents rapid toggling)

Automatically return to the
primary SIM when it recovers

How long to wait on the backup
SIM before attempting to switch
back to primary

Send email notifications when
SIM failover events occur
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Test SIM Switch: Click Switch SIM Now to manually trigger a SIM slot switch for testing. This will briefly drop
the cellular connection for 10-20 seconds while the modem switches SIM slots and reconnects.

Step-by-Step: Setting Up SIM Failover:

. Insert active SIM cards into both SIM Slot 1 and SIM Slot 2

. Navigate to Mofi Business > Failover/Load Balancing

. Click the SIM Failover tab

. Toggle Enable SIM Failover to ON

. Set Primary SIM Slot to “SIM Slot 1” (your main SIM)

. Set Check Interval to 60 seconds (checks connectivity every minute)

. Set Failure Threshold to 4 (switches after 4 consecutive failures)

. Set Cooldown Time to 300 seconds (5-minute cooldown between switches)

. Enable Auto-Failback so the router returns to your primary SIM when it recovers
10. Set Failback Delay to 1800 seconds (wait 30 minutes before switching back)
11. Optionally enable Email Alerts for notifications

12. Click Save

13. Click Switch SIM Now to test that both SIMs work.

O 00 N O U1 B WIN -
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MoFi Internal Modem-T

Failover & Load Balancing

Mofi Business ~
MoFi Cloud link
e e M st e s ol st Al e s ok
Multi WaN
Failover Losd Balincing SIM Failower Live Saatun
VLA
1B Py
Watchdog System Eraile SIM Fallover

Fouter Access Conral

Network b
Network Security W Settings
SYSlEm ~ Primasy SIM Siot SIM Shet 1
WiFi )
) Chack interval (zec) &0
Simeard Control b
Bandwidth and Filters ~ Fabure Theeshold
Statistics ~ e "
Cosidown (1e) ey
VPN Services ~
Fainack Delay (sec)
Services ~ e
Muto-Faiack a
3] Logout
B Alerts
M Suincn
Multi Wan

Menu: Go to Mofi Business — Multi Wan or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/business/dualwan
Multi WAN — Port Assignment

Convert up to 3 LAN ports into additional WAN ports for multiple internet connections. At least 1 LAN port
must remain for local network access.

IMPORTANT — Convert FIRST, Plug Cable AFTER

Always convert the LAN port to WAN on this page BEFORE plugging in the upstream internet cable. Do NOT do
it the other way around.

Right way: Click the LAN port — Apply Changes — wait for reload — then plug the cable into that port.

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 79


http://192.168.10.1/cgi-bin/luci/admin/business/dualwan

(@  meP))

NETWORK MOFI6500-5GXelTE User Guide

Why: If you plug the upstream cable into a LAN port first and the router reboots before you convert it, the GUI
can become inaccessible. Convert-first avoids that risk entirely.

Status ot
MoFi Internal Modem-1v

Mofi Business ~

MoFi Cloud Link

Failover & Load Balancing

Multi WAN

VLAN

How It Works
IP Passthru Click any LAN port above to convert it to an additional WAN port.
Each converted port gets its own DHCP WAN interface (eth0.2 through eth0.6).
Watchdog System i T
Plug a separate internet source {(modem, ONT, router) into each converted port.
Router Access Control Then go to Mofi Business > Failover to configure automatic switching or load balancing.
The dedicated WAN port (orange) and Cellular [blue) are fixed and cannot be reassigned,
Network N
Network Security ~
Port Assignment
System b LAN ports remaining: 4 / 4 (minimum 1 required)
WiFi e . S - ! i . ) - )
Converted ports stop providing LAN connectivity, Devices plugged into them will lose local access. Network will restart when applying changes.
Simcard Control M

Bandwidth and Filters

VPN Services ~

) WAN — Primary Internet No Link
Services N
Dot Dedicated WAN [eth1) 1P Address: N/A

After Adding WAN Ports

Failover: Go to Mofi Business > Failover to set automatic switching between connections.

Load Balancing: Combine multiple WANs for higher total bandwidth.

DHCP: Each new WAN port uses DHCP. Connect it to a device that assigns IPs (modem, ONT, router).
Port Forwarding: Traffic rules using "Cellular/Wan/Repeater" source already cover all extra WAN

ports.

8. Network

This section covers all pages under the Network menu.
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8.1 Captive Portal

Menu: Go to Network — Captive Portal or click on the link below:

Create a guest network with a splash page that users must accept before gaining internet access (similar to
hotel or airport WiFi).

This page has four sub-tabs: Configuration, Edit SplashPage Text, Block List, and WiFi User Management.

Important: You must reboot the router after saving captive portal changes for them to take effect. Enabling
the captive portal will also disable hardware NAT acceleration, which may reduce maximum throughput.

How the Captive Portal Works:

1. A guest connects to the selected WiFi network

2. The router intercepts their first web request and redirects to a splash page

3. The guest sees a welcome page with terms and an “Accept” button (or a password field if password mode is
enabled)

4. After accepting (or entering the password), the guest gets internet access for the configured session
duration

5. The captive portal network uses a separate subnet (192.168.5.0/24) isolated from your main LAN
(192.168.10.0/24)

Step-by-Step: Setting Up a Guest Captive Portal:

1. Navigate to Network > Captive Portal

2. Select which WiFi interfaces should use the portal (e.g., “public2g Guest 2.4GHz” and “public5g Guest
5GHz")

. Toggle Enable Captive Portal to ON

. Set a Gateway Name (e.g., “Welcome to MyBusiness WiFi”)

. Set Maximum Clients (e.g., 50)

. Set Client Session Timeout (e.g., 1440 minutes = 24 hours)

. Optionally enable Block High Bandwidth Websites to prevent streaming

. Optionally enable Block GUI Access from Captive Portal for security

O 00 N O 1 AW

. Optionally set a Portal Password for password-protected access
10. Click Save
11. Reboot the router (System > Reboot) for the captive portal to take effect
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Status

13 Edit SplashPage Text Block List

MoFi Internal Modem-T+

Mof Biliness Captive Portal Configuration
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MAC Address Control -~ Please chodse — =

Trusted MAC Addresses .

Accessing the Router Admin While Captive Portal is Active: If you enabled “Block GUI Access from Captive
Portal,” you can still reach the router admin at: https://192.168.5.1:10880 or via any wired LAN

connectionathttp://192.168.10.1.

Configuration Tab

WiFi Interface Selection:

Interface Description

default_ra 2.4GHz Main WiFi 2.4 GHz network
public2g Guest 2.4GHz  Guest WiFi 2.4 GHz network
default_rax 5GHz Main WiFi 5 GHz network

public5g Guest 5GHz Guest WiFi 5 GHz network

Select which WiFi interface(s) should use the captive portal.

General Settings:

Setting Options Description

Enable Captive Portal Toggle Turn the captive portal on or off

Block High Bandwidth Toggle When ON, blocks Netflix, Hulu, YouTube, and
Websites other streaming sites for captive portal users
Block GUI Access from Toggle When ON, prevents captive portal users
Captive Portal from accessing the router’s admin interface
Gateway Name Text field The name displayed on the splash page
Maximum Clients Numeric Maximum number of simultaneous captive

portal users

Client Idle Timeout Minutes Disconnect idle clients after this many
minutes
Client Session Timeout Minutes Maximum session length before requiring

re-authentication

Debug Level Numeric Logging verbosity (higher = more verbose)
Enable Client Logging Toggle Log all captive portal client connections
Redirect URL URL After authentication, redirect users to this

URL (leave blank for no redirect)
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Password Authentication:

Setting Options Description

Enable password Toggle Require a password to pass through the
authentication splash page

Portal Password Text field The password users must enter

Access Control Lists (ACLs):

e Authenticated Users — Rules for users who have passed through the splash page. Add allow/block
rules by IP or MAC address.

o Pre-Authenticated Users — Rules for users who haven’t yet authenticated. Controls what resources
they can access before login.

e Router Access Users — Rules for users who can access the router’s management interface through
the captive portal.

MAC Address Control:

Setting Options Description

MAC Filter Mode Allow / Block “Allow” = only listed MACs can use captive
portal. “Block” = listed MACs are denied.

Allowed MAC Addresses List Devices that are always allowed

Blocked MAC Addresses List Devices that are always blocked

Trusted MAC Addresses List Devices that bypass the captive portal

entirely (no splash page shown)

Edit SplashPage Text Tab

Customize the HTML content of the splash page that users see before gaining internet access.
Block List Tab

Manage lists of blocked websites, domains, or IP addresses for captive portal users.

WiFi User Management Tab

View and manage currently connected captive portal users. Disconnect users or view their session details.

8.2 Router IP / DNS

Change the router’s local IP address, subnet, and DNS settings.
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Network Interface Table (display only): Shows all network interfaces with their MAC address, IPv4 address,
and traffic statistics: - br-lan (LAN bridge) - ethO (WAN physical) - eth1 (LAN physical) - modulel (cellular) - ra0
(WiFi 2.4 GHz) - rax0 (WiFi 5 GHz)

Local Network Settings:

Setting

IPv4 Address

IPv4 Netmask

IPv4 Gateway

Force DNS to following
Servers

Push DNS to Devices

DNS Server

Options
IP address

Dropdown (255.255.255.0,
etc.)

IP address (optional)

Toggle

Toggle

IP address (optional)

WAN Internet Connection Settings:

Setting
MTU

Auto Calc Best MSS

Override Calculated MSS

Protocol

IPv4 Address

IPv4 Netmask

IPv4 Gateway
DNS-Server
Username / Password
Clamp Segment Size

Auto reconnect

Options

1500/ 1492 / 1472 / 1428/
others

Toggle

Numeric

disabled / manual / automatic

IP address
Subnet mask
IP address

IP address
Text fields
Toggle
Toggle

Description

The router’s LAN IP address. Default:
192.168.10.1. All your LAN devices use this
as their gateway.

Subnet mask. Default: 255.255.255.0 (/24 =
254 devices).

Only needed in special routing scenarios.
Leave blank for normal operation.

When ON, forces all DNS queries from LAN
devices through the specified DNS server
instead of letting devices use their own DNS.

Send DNS server information to devices via
DHCP.

Custom DNS server address to push to
clients.

Description

Maximum Transmission Unit for the WAN
interface. 1500 is standard for ethernet;
1492 for PPPoE.

Automatically calculate the Maximum
Segment Size

Manually set MSS value

How the WAN port obtains its IP.
“automatic” = DHCP. “manual” = static IP.

Static WAN IP (manual mode only)
Static netmask (manual mode only)
Upstream gateway (manual mode only)
DNS for WAN (manual mode only)
Credentials for PPPoE connections
Enable TCP MSS clamping

Automatically reconnect WAN if
disconnected
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Setting Options Description

Disconnect when idle Seconds Drop WAN connection after this many
seconds of inactivity (O = never)

PPTP-Server Text field PPTP server address (if using PPTP as WAN
protocol)
Status. b
MoFi Internal Modem-T
Network
Mod| Business. v
MAC  Address 1Ped Address IPed Netmask Traffic Erors
il ELIAE5 B0 12168901 2532552550 3914142 /10103469 KB oo
ha EIALSETBODL AOATRYT [ 10181750 KB o/0
1 EAIAG BB 0.00 / 000 K8 oo
EEHAZITFE0 TOTSI10 264285288082 89507 £ ATOF1 A2 KB e /0
3l ERIALEEBODL 0.0 / 0.00 K8 oo
o 4 1AH5 B BOD2 000 / .00 K8 oro
A RIS SAE eserd 42303408 oo
). L {STEARAE Jeierd A28/ 03808 0/0

Local Metwaork

SeAdawn TR0
k- Sawmay pogmoral

Pt S b o i ey

Diifarerfomonst 18118888

‘WAN Internet Connection

Buttons: Save.

Warning: Changing the router’s LAN IP address will disconnect your browser. You will need to reconnect to the
new IP address.

8.3 Static Leases / DNSSEC / DHCP

Menu: Go to Network — Static Leases/DNSSEC/DHCP or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/network/dhcp

Configure the DHCP server, set static IP assignments for specific devices, and manage DNS settings.

This page has multiple tabs: General Settings, Static Leases, Resolv and Hosts Files, TFTP Settings, Advanced
Settings.

Note: The Resolv and Hosts Files tab manages custom DNS resolution files. The TFTP Settings tab configures a
TFTP server for network booting (PXE). These are advanced tabs rarely needed for standard operation.

Static Leases Tab

Assign fixed IP addresses to specific devices so they always get the same IP when they connect.
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Static Lease Table:

Column Description

Hostname Device’s network name

MAC Address Device’s hardware address (format: AA:BB:CC:DD:EE:FF)
IPv4 Address The fixed IP to assign

Lease time How long the lease is valid

DUID DHCPv6 device identifier (optional)

IPv6 Suffix IPv6 address suffix (optional)

Click Add to create a new static lease.

Step-by-Step: Assigning a Static IP to a Device:

1. Navigate to Network > Static Leases/DNSSEC/DHCP
2. Click the Static Leases tab
3. Look at the Active DHCP Leases table at the bottom to find your device’s current MAC and hostname
4. Click Add at the top of the Static Leases table
5. Enter the Hostname (e.g., “SecurityCamera”)
6. Enter the MAC Address (e.g., AA:BB:CC:DD:EE:FF — copy from active leases)
7. Enter the IPv4 Address you want to assign (e.g., 192.168.10.100)
8. Click Save & Apply
9. The device will receive this IP address every time it connects
e . DHCP and DNS
MoFi Internal Modem-T~ Cece s ¢ BAT Erews
Mofi Business ~
Naknark = Server Settings
Seatic Leases Genersd Settings Reschy and Homs Files TFTP Settegs. Advarced Serungt
:::Ie:::dmr\:ed Hestrame MAC-Address P4 -Address Lexse time ouo 1PvE-Suifix (hex)
VLAN This section contoins no valves pet
s
:’:h:::m Active DHCP Leases
::!I{olr Seatic Routes n\aﬁ!wﬂn-uuﬁtwlr\] \92‘.168.“';.98 Mﬂ“ﬂ?‘ﬂ}.Bl Bh 40m 15
Active DHCPv6 Leases
Host IPv6 address pui Lease time remaining

There are no active leases

3 =3

Active DHCP Leases (display only): Shows all devices that currently have a DHCP lease: - Hostname, IPv4

address, MAC address, lease time remaining
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Active DHCPv6 Leases (display only): Shows active IPv6 leases.

General Settings Tab
Setting

Domain required
Authoritative

Local server

Local domain

Log queries

DNS forwardings

Addresses

Rebind protection

Allow localhost
Domain whitelist
Local Service Only
Non-wildcard
Listen interfaces
Exclude interfaces
Use /etc/ethers

Leasefile

Advanced Settings Tab
Setting

Suppress logging
Allocate IP sequentially
Filter private

Localise queries
DNSSEC

DNSSEC check unsigned
Expand hosts

No negative cache
Additional servers file

Strict order

All Servers

Description

Don’t forward DNS requests without a domain part
Make DHCP server authoritative on this network
Local DNS suffix (e.g., /lan/)

Domain name for the local network

Write DNS queries to the system log

Forward specific domains to custom DNS servers

Override DNS responses for specific domains (e.g., block
domains by returning 0.0.0.0)

Reject DNS responses containing private IP ranges from
upstream DNS

Allow DNS rebind responses for localhost (127.0.0.0/8)
Domains exempt from rebind protection

Only respond to DNS queries from local network

Only resolve hostnames in /etc/hosts that have a domain part
Only listen for DHCP/DNS on selected interfaces

Don't listen on these interfaces

Read static DHCP lease entries from /etc/ethers

Path to store DHCP lease database file

Description

Disable DNS query logging to reduce log volume

Assign IPs in sequential order instead of random

Filter useless/private DNS results from upstream

Return DNS results based on the requesting interface subnet
Enable DNS Security Extensions for validated DNS responses
Reject DNS responses that are not DNSSEC-signed

Add the local domain to hostnames in /etc/hosts

Don’t cache failed DNS lookups

Path to extra dnsmasq configuration

Query DNS servers in the order listed (don’t try all
simultaneously)

Query all DNS servers simultaneously and use the first reply
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Setting Description
Bogus NX Domain Override List of IPs to ignore in “not found” responses from upstream
DNS
DNS server port / query port Custom port numbers for DNS
Max DHCP leases Maximum number of simultaneous DHCP leases
Max EDNSO packet size Maximum size for EDNSO UDP packets
Max concurrent queries Maximum DNS queries processed simultaneously
DNS query cache size Number of cached DNS query results

8.4 Router IP Advanced

Menu: Go to Network — Router IP Advanced or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/network/network

Full LuCl network interface editor for advanced users. Shows all network interfaces: - br-lan — LAN bridge
(combines all LAN ports and WiFi) - wan — WAN ethernet interface - wané — WAN IPv6 interface - modulel
— Cellular module 1 - module2 — Cellular module 2 - vpn — VPN/CloudLink interface

For each interface, you can configure: protocol, IPv4/IPv6 addresses, gateway, DNS servers, MTU, MAC address

override, and advanced options.

Advanced Network Interfaces

This section provides the full LuCl network interface editor for advanced network configuration and
management.

Available Interfaces
The following network interfaces are displayed:

br-lan — LAN bridge combining all LAN ethernet ports and WiFi networks
wan — Primary WAN ethernet interface

wan6 — WAN IPv6 interface

modulel — Cellular Modem 1 interface

module2 — Cellular Modem 2 interface

vpn — VPN or CloudLink interface

Interface Configuration Options
Each interface includes advanced configuration settings such as:

e Protocol selection
e |Pv4 and IPv6 address settings
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Gateway configuration

DNS server configuration

MTU adjustment

MAC address override

Additional advanced networking options ( CHATGPT)

Status e
Intestaces | Dwices  Global network optons.

MoFi Internal Modem- T

) Interfaces
Mofi Business
Protocal Static address
Network 2 LAN Uptime: th $1m 175
5, n MAC: E£ 386581
Router IP/ONS ¥, msmwmo?:n
" be-tan ok TELET M (862531 Pias)
e Fortal
Captve Forta 1Pwd: 192163.00.1/24
Static Leases/DNSSEC/THCP
Pratoscol: MEIM Celluls
Faover & Load Balincing . mopuLEl Uptime: Gh 45m 425
= MAC: FEE1AF1 21063
= RO 74652 ME (678531 Pits)
modclel T 9264 MB (12755 Pits)
IPw: 100.73.189.90,20
ven
G : U
£ Errar: Netwark device I§ not present
ot present
T Protocok DHCP dient
= MAC: EEIAGSE1A0D05
*= R0 B (0 Pits)
bisdh 0 B (0 Firs)
e orcnscen
: MAC: EEIAGSE1E005
* RX: 0 B (0 Pits)
i G0 B [0 Pt

Metwork Security g

st e

RESTART

RESTART

RESTART

sor [0 R

o 0 X0

e (0

e 3 =R

Note: This is an advanced page. Most users should use the simpler Router IP/DNS page instead.

8.5 MAC Clone

Menu: Go to Network — MAC Clone or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/network/macclone

Change the WAN port’s MAC address. Some ISPs lock service to specific MAC addresses; this feature lets you

copy your computer’s MAC to the router.

Setting Description
WAN MAC Address
Your PCIP
copy)
Your PC MAC

MoFi Internal Modem- T+

MAC Clone
Mofi Business
Network o o '
Fouter IS
Captive Fortad WAN

aitic Leases INSSECDHCP

Enter a custom MAC address for the WAN port

Auto-detected IP of the computer accessing this page (click to

Auto-detected MAC of the computer accessing this page (click
to copy to WAN MAC field)

Faovee & Load Balancing MAE Addiress
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Button: Restore Factory MAC Address — resets the WAN MAC to the original hardware address.

8.6 Port Filtering
Menu: Network > Port Filtering URL: /cgi-bin/luci/admin/network/pfiltering

Whitelist mode: block ALL incoming traffic except on specified ports. This is a simple but powerful security

tool.

Setting Options Description

Enable Port Filtering Toggle When ON, ALL incoming ports are blocked
(Whitelist Mode) except those listed below

Allowed Ports Table:

Column Description

Service Name Friendly name (e.g., “Web”, “HTTPS”)
Port Number The port to allow (e.g., 22, 443, 8080)
Protocol TCP+UDP / TCP only / UDP only

Quick-Add Reference for Common Ports: - HTTP: 80 - HTTPS: 443 - Alt-HTTP: 8080 - FTP: 21 - WireGuard:
51820 (standard) or 6677 (MoFi default) - OpenVPN: 1194 - RDP: 3389

Click Add to add a new port rule. Click Save to apply.

Step-by-Step: Allowing Only Web and VPN Traffic:

1. Navigate to Network > Port Filtering

2. Toggle Enable Port Filtering (Whitelist Mode) to ON

3. Click Add and enter: Service Name “HTTP”, Port “80”, Protocol “TCP+UDP”

4. Click Add and enter: Service Name “HTTPS”, Port “443”, Protocol “TCP+UDP”

5. Click Add and enter: Service Name “DNS”, Port “53”, Protocol “TCP+UDP”

6. Click Add and enter: Service Name “WireGuard”, Port “6677” (or your WireGuard listen port), Protocol
“UDP only”

7. Click Save

8. Now only web browsing, DNS, and WireGuard VPN traffic is allowed — all other ports are blocked

8.7 Port Forwarding

Menu: Go to Network — Port Forwardmg or click on the link below:
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Forward incoming traffic on specific ports to devices on your local network. Required for hosting services,
accessing security cameras remotely, gaming servers, etc.

Settings per Rule:

Field Description
Name Descriptive name for this rule (e.g., “Security Camera”, “Game Server”)
Select External Source Which WAN interface receives the traffic: Cellular/Wan/Repeater (for

traffic from the internet via cellular, WAN, or WiFi repeater) or
Cloudlink/Vpn (for traffic arriving via CloudLink tunnel)

Protocol TCP / UDP / TCP+UDP

External port The port number visible from the internet

Internal IP address The LAN device to forward traffic to

Internal port The port on the LAN device (leave blank to use same as external)

Click Add to create the rule. Click Save to apply.

Step-by-Step: Forward Port 8080 to a Security Camera at 192.168.10.100:
. Navigate to Network > Port Forwarding

. Enter Name: “Security Camera”

. External Source: “Cellular/Wan/Repeater”

. Protocol: TCP+UDP

. External port: 8080

. Internal IP: 192.168.10.100

. Internal port: 8080

. Click Add, then Save

00 N O L1 A WN -

Port Forwarding

Forward incoming connections from your Cellular WAN, Etharmat WAN, or CloudLink interface to devsces on your local network

Status et

MoFi Internal Modem-Tv

preventing dir

Mofi Business b
To enabie port formarding over a cefuar connection, MoFi MNetwork offers MoFi Cloud, & service that provides & dedicated public static 19 address. This allows direst remote scoess
N " e and refiable port forwarding even when your celular provider uses private [F addressing.
letworl
Router IP/DNS
Captive Portal Add a new port-forwarding rule
il ConnicHoRt i bchirc Be Earal port il b -
Static Leases/DNSSEC/DHCP
Failover & Load Balancing i
Mhulti WAN Source Cellular / WAN / Repeates
Router IP Advanced
Protocal TCR + UDP
VLAN
Dynamic DNS External port
Metwork Diagnostics
Cloudflare WARP Intermad IP
MAC Clone
Irernal part
Port Farwarding (Advanced)
VLAM Advanced
IPvé Suppart
Hostnames Setup
Saved rules
DME
Custom Static Routes M rteSorsen e b e At v b 1 oot BPaomI BOVE o oGRS A YO LAN.
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8.8 QoS (Quality of Service)
Menu: Network > QOS Simple URL: /cgi-bin/luci/admin/network/qos-simple
Prioritize network traffic to ensure smooth performance for important applications.

e Mode selector: Radio buttons for Disabled or enabled QoS modes
e Active Interface: Shows which WAN interface QoS is applied to
e Mode display: Shows the current QoS mode (e.g., “Simple — All Equal”)

Click Save to apply.

8.9 IPv6 Support

Menu: Go to Network — IPv6 Support or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/network/IPV6

Enable or disable IPv6 networking.

Setting Options Description

IPv6 Toggle ON/OFF Master IPv6 enable/disable

IPv6 Internal Module #1 IPv4 / Dual-Stack TCP/IP stack type for the cellular connection.

Support Recommended / IPv6 “Dual-Stack Recommended” enables both
o IPv6 Support

MoFi Internal Modem- T~
Maofi Business ~

Netwaork
IPvE Settings

Routes IF/DNS

This allows you to Turn 1PV6 on/off for The rowter and 813 561 the cellular stack To dual-stack for both IPva and 1Pve Together.

IPv6 Internal Module #1 Support

IPv6 Settings

TCPAP Stock Type  Dusl-Stack (Recommendad)

Network Security ~

Click Save to apply. The router may need to reboot for IPv6 changes to take effect.

8.10 Hostnames Setup
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Create custom hostname-to-IP mappings. These work like a local DNS override — when any device on your
network tries to reach the hostname, the router resolves it to the configured IP.

Host Entries Table:

Column Description
Hostname The domain name to resolve (e.g., myserver.local)
IP Address The IP to return for that hostname

Default entry: mofilogin.com — 192.168.10.1 (allows accessing the router by typing “mofilogin.com”
in any browser)

MofFi Internal Modem- 1~

; Hostnames
Mofi Business

Metwork W

Fiouter IP/ONS Host entries

Captive Portal

1P addrass
Static Leases DNSSEC/DHCP

mediogin.coem 192168101

Fastorver & Load Balanong
Multi WAN

Router IP Advanced
WLAN

Pletwork Bagrastics

MAC Clane
Pert Fonwarding
VLAN Advaredt

IPvE: Support

Click Add to create new entries. Click Save & Apply to activate.

8.11 bMz

Menu: Go to Network — DMZ or click on the link below:
://192.168.10.1/cgi-bi i i DMZ

Forward ALL incoming traffic to a single device on your network. DMZ stands for “Demilitarized Zone.”

Setting
Enable

Internal IP address

Network

Router I#/DHS

Captive
Seatic Leaves DNSSEC/DHCP
Fadover & Load Balincing
Mudti WAN

Rouster 19 Advanced

VLAN

Network Dagnostics

DMZ

DMZ

Options
Checkbox

Dropdown of connected
devices

This featurs will pass a1l the Foutar"s traffic to caa LAN dovice on your metwork
Tt fs mainly used to open all ports to one LN Device.

Description
Turn DMZ on or off

Select the device to receive all incoming
traffic

v TN
X

WAL Clone.
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Click Save to apply.

Warning: DMZ exposes the target device to all internet traffic. Ensure the device has its own firewall and
security measures. Do not DMZ devices that don’t need it.

Step-by-Step: Setting Up DMZ for a Gaming Console:

1. First, assign a static IP to your console (Network > Static Leases — see Section 8.3)

2. Navigate to Network > DMZ

3. Check Enable

4. Select your gaming console from the Internal IP address dropdown (or type its static IP)
5. Click Save

6. All incoming internet traffic is now forwarded to your console — all ports are open

Step-by-Step: Disabling DMZ:
1. Navigate to Network > DMZ
2. Uncheck Enable

3. Click Save

Use Cases: - Gaming consoles that need all ports open - Security DVR/NVR systems - Business servers behind
the router

8.12 Custom Static Routes

Menu: Go to Network — Custom Static Routes or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/network/routes

Add custom routing rules to direct specific traffic through specific network interfaces or gateways.

Static IPv4 Routes Table:

Column Description

Interface Which network interface to use for this route
Disable Toggle to temporarily disable this route
Target Destination network (e.g., 10.0.0.0)

Netmask Destination subnet mask (e.g., 255.255.255.0)
Gateway Next-hop IP address

Metric Route priority (lower = preferred)

On-Link route Whether the gateway is directly connected

Static IPv6 Routes Table: Same structure but for IPv6 addresses.
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Fouter IR/DNS
Captire Portal Routes

Static LissesDNSSEC/OHCR
Fadoer & Load Batincing

Statie [Pvd Routes | Static 6 Routes
Multi WAN

Router I Advanced Static IPv4 Routes

VLAN

Network Disgnostics Interince Drisable Target 1Pv4-Netmask 1Py4-Gateway Metric On-Link route
MAL Clooe This section contoins o vafues et

Port Forwarding

VLAN Advanced m

6 Support

Hostnamessetp [sacanmn < [ e | reser |

Dyramic BNS

Click Add to create new routes. Click Save & Apply to activate.

8.13 Dynamic DNS

Menu: Go to Network — Dynamic DNS or click on the link below:

Configure a dynamic DNS service to access your router with a hostname (e.g., myrouter.duckdns.org) instead
of a changing IP address.

Information Tab: - DynDNS version and state information - Available services list

Services Table: Shows configured DDNS services with: - Status (running/stopped) - Service name - Lookup
hostname - Registered IP - Enable/disable toggle - Last and next update times - Start/Stop/Reload/Edit/Delete
buttons

Global Settings: - Date format, directories, logging options - Use cURL toggle - CA certificates path
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Click Add new services to configure a new Dynamic DNS provider.

Status N Dynamic DNS
Keep o hostname pointed ot your router's publlic 1P, even when the cellular ISP rofates it. Pick 3 provider, paste your token o credentialy, save
MoFi Internal s
Modem-1 ® DDNS savvice i stopped
Mofi Business b
Add a new DDNS entry
MNetwork = Frok your pecwder then 1 in e creentials and hostrame
Router IP/DNE Provider MNe-IP
Captive Portal
I varslon Bath 1P« IPvE
Static Leases/DNSSEC/DHCP
failover & Load Balancing WOAN to monitor Cellutar Module 1 (primary)
Mhulti WAN Hoatname
Router IP Advanced
Username
VLAM
Metwork Diagnostics ot T Conem The hoatrame svery 30 days va emad pad a ot 1R IRIL Ube the " Dyramic NG usernase/pasaward Mom poor Fo-IF actount seoumty page

Cloudflare WARP

MAC Clone

Port Forwarding

Supported DDNS Providers: DuckDNS, No-IP, DynDNS, FreeDNS, Cloudflare, and many more.

Dynamic DNS (DDNS)

Dynamic DNS allows you to connect to your router using a hostname, such as myrouter.duckdns.org,
instead of relying on a public IP address that may change over time.

Information Section

The information tab displays:

e DDNS software version and current status
e Available Dynamic DNS service providers

Configured Services
The services table lists all configured DDNS entries and includes:

Service status (running or stopped)
Provider/service name

Hostname being updated

Current registered public IP address
Enable or disable toggle

Last update timestamp

Next scheduled update time

Management controls:
o Start
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o Stop
o Reload
o Edit
o Delete

Global Configuration Options
System-wide DDNS settings include:

Date and time formatting
Directory and storage paths
Logging configuration
Optional Use cURL setting

CA certificate path configuration

Adding a New DDNS Service

Use the Add new services button to configure a new Dynamic DNS provider.

Supported Providers
The router supports many Dynamic DNS services, including:

DuckDNS
No-IP
DynDNS
FreeDNS
Cloudflare

and many other compatible DDNS providers

Step-by-Step: Setting Up DuckDNS Dynamic DNS:

. Go to https://www.duckdns.org and create a free account

. Create a subdomain (e.g., “mymofi.duckdns.org”) and note your token
. On the router, navigate to Network > Dynamic DNS

. Click Add new services

. Enter a name (e.g., “DuckDNS")

. Select “duckdns.org” as the DDNS provider

. Enter your domain: “mymofi” (without .duckdns.org)

. Enter your DuckDNS token as the password

O 00 N OO U1 B W N -

. Set the lookup hostname to “mymofi.duckdns.org”
10. Enable service 11. Click Save & Apply 12. You can now reach your router at mymofi.duckdns.org (if you
have a public IP)
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8.14 Diagnostics

Menu: Go to Network — Network Diagnostics or click on the link below:

Built-in network diagnostic tools:

Tool Description

IPv4 Ping Send ICMP echo requests to test connectivity to a specific IP or hostname
IPv6 Ping Same as above but using IPv6

IPv4 Traceroute Trace the network path to a destination, showing each hop

IPv6 Traceroute Same as above but using IPv6
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For each tool: enter the target address/hostname and click the Run button.

Status - Network Diagnostics

MoFi Internal Modem-1v

e =) = e e =
ol Business i

Metwork -~ "
Connectivity Status
Router IP/DNS
Captive Portal Google DNS (8.0.88) PASS Cloudfiare DNS (1.1.1.1)
Static Leases/DINSSEC/DHCP
Faitover & Load Balanging e
Muslti WAN
Router [P Advanced
Quick Actions

VLAN

Dynamic DNS Ping 8888 Lookup google.com MTU Discovery Check ACS Conneciivity

Network Diagnastics

Clowedfiare WARP
MAC Clone WAN Interfaces

Port Forwarding

Port Forwarding (Advanced) DOWN WaN 2 DOWN Cellular 2 DOWN
VLAN Advanced
Hostnames Setup
Custom Static Routes
Cloudflare WARP
Menu: Go to Network — Cloudflare WARP or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/network/cloudflare-warp-is
Cloudflare WARP
Cloudflare WARP encrypts and routes all your internet traffic through Cloudflare's global network using
WireGuard. Free, no account required, no data caps. One-click registration, then toggle on.
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Network What does WARP do?

Router IP/DNS * Encrypts oll traffic between your router and Cloudflare — your ISP can't see what
o you browse
Captive Portal

DNS uses 1.1.1.1 — fast, private, and optionaily blocks mabware and adult content

Static Leases/DNSSEC/DHCP

Failover & Load Balancing * WireGuard protocol — same modemn, fast. low-overhead tunnel used by
MordVPMN, Mullvad, and ProtonVPN

Multi WAN

Router IP Advanced No

VLAN

Dynamic DNS

* Routes through 300+ cithes worldwide. Cloudflare’s network is choser to maost
websites than your ISP, so pages often foad faster

= 100% frea — no subseription. no sign-up, no bandwidth fimits. Powered by
Cloudflare’s free WARP service

* Whole-network protection — evary device on your LAN is protected

autor

tically, no per-device app necded

Metwork Diagnostics [ @ Cloudflare WARP is DISABLED

oudflare WARP

Device Registration

Cloudflare WARP requires a gistration. No account needed

iocally on the router.

: This router has not been registered with Cloudflare WARP yet. Click the button below to register — it takes a few seconds.

Connection

gle WARP on or off.

wrks after de

Enable WARP

Endpoint

Discard

Live Status

wg show cfwarp output — refreshes

the router generates a WireGuard keypair and registers it with Cloudfiare's AP, Creden

162.159.192.1 2408 °

starts or stops the WARP tunnel,

v Refresh

[ @ DISCONNECTED

tunnel not up

9. WiFi

This section covers all pages under the WiFi menu.
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9.1 MoFi WiFi

Menu: Go to WiFi — MoFi WiFi or click on the link below:

This page has two sub-tabs: Main WiFi and Guest WiFi.

. Main WiFi ‘WiFi Enterprise Guest WiFi
MoFi Internal Modem-1~

Mofi Business ~
MoFi WiFi
Network ~
Configure your 2.4 GHz and 5 GHz wireless networks — name, security, and password.
Network Security v
System v
Devices
WiFi ~

This section will control the router's wireless card's transmit.
e e Both WiFi Control ENABLE ALL WIFI (2.4GHZ AND 5GHZ)

Wifi Block
+ WARNING: After pressing this button, please ensure you press the save
WiFi Advanced button below. Otherwise, the changes will not take effect.
Simcard Control ~
. . Both WiFi Control DISABLE ALL WIFI (2.4GHZ AND 5GHZ)
Bandwidth and Filters ~~
+ WARNING: After pressing this button, please ensure you press the save
VPN Services ~ button belew. Otherwise, the changes will not take effect.

Main WiFi Tab

Quick Controls: - Enable ALL WiFi button — Turns on both 2.4 GHz and 5 GHz radios - Disable ALL WiFi button
— Turns off all WiFi (router becomes wired-only)

Main WiFi 2.4 GHz Settings:

Main WiFi 2.4GHz

This section will configure the main 2.4 Ghz wifi to connect to.

Enabled ON

ssID Mofi_Fast-5G-AX-81BDD4-2G
Hide SSID (]
Wifi Security WPA2-PSK/WPA3-SAE Mixed Mode v
Encryption/Security Type (WPA2-PSK) is recommencled
Pascword . SHOW

Minimum 8 characters
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Setting Options Description

Enabled Toggle ON/OFF Enable or disable the 2.4 GHz radio

SSID Text (up to 32 chars) Your 2.4 GHz WiFi network name

Hide SSID Toggle When ON, the network won’t appear in WiFi

scans. Devices must manually enter the
network name to connect.

WiFi Security No Encryption / WPA-PSK / Encryption type for the network. WPA2-PSK
WPA2-PSK / is recommended.
WPA-PSK/WPA2-PSK Mixed
Mode

Cipher Force AES / Force TKIP / Force  Encryption cipher. AES is recommended and
TKIP and CCMP most secure.

Password Text (8-63 chars) WiFi password

Main WiFi 5 GHz Settings: Same fields as 2.4 GHz above, but for the 5 GHz radio.

Main WiFi 5GHz

This section will configure the main 5 Ghz wifi to connect to.

Enabled ON G

SSID Mofi_Fast-5G-AX-8§1BDD4

Hide SSID I_I
Wifl Sucurity WPA2-PSK/WPA3-SAE Mixed Mode v
Encryption/Security Type (WPAZ2-PSK) is recommended
Password ITTTTTTTTY SHOW

Minimum 8 characters
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5GHz Channel Bandwidth

Select the channel bandwidth for the 5GHz radio. Wider bandwidth provides higher speeds but may reduce range and compatibility.

Channel Bandwidth

80 MHz — Recommended for most networks

80 MHz is recommended for most environments, 160 MHz doubles the maximum speed but is not supported by older or budget devices and may

cause connection issues with some clients.

2.4GHz Channel Bandwidth

Select the channel bandwidth for the 2.4GHz radio.

Channel Bandwidth
40 MHz — Higher speed but may cause interference with nearby networks. v
n-overlapping channels — using 40 MHz takes up two of them, which can cause

and only has 3

20 MHz is recommended for 2.4GHz. The 2.4
interference and connection problems in areas with many WiFi n

Scan to Connect

AiFi settings

Meofi_Fast-5G-AX-81BDD4-2G

Meofi_Fast-5G-AX-81BDD4

SAVE

Buttons: Save.

Guest WiFi Tab
Same settings structure as Main WiFi, but for the guest networks (public2g and public5g SSIDs)

Guest networks are isolated from the main network — guest users can access the internet but cannot see or
communicate with devices on the main LAN or other SSIDs.

Page 104
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Status N

) Guest WiFi 2.4GHz
MoFi Internal Modem-1v

Mofi Business s This g /ou to setup a Guest Wifi on the 2.4 Ghz Range

Network ~ Enabled ~ OFF

Network Security ~ SSID MofiGuest-81BDD4
System ~ Hide SSID

WiFi ~ Wifi Security ~ No Encryption

MoFi Wi Encryption/Security Type (WPA2-P5K) is recommended
viorl {131

WiFi as WAN (Repeater)

Wifi Block

Wi Advenesd Guest WiFi 5GHz
Simcard Control B

This page will allow you to setup a Guest Wifi an the 5 Ghz Range

Bandwidth and Filters
Enabled OFF

VPN Services v
S50 MofiGuest_Fast-5G-AX-81BDD4
Services ez
Hide 551D ||
E Lo g out Wifi Security ﬂo Encnfpnon
Encryption/Security Type (WPAZ2-P5K) is recommended
MofiGuest_Fast-5G-AX-81BDD4 : Gt Password

Password Built-in RADIUS External RADIUS

WIFI PASSWORD

WIiFi password (min 8 characters)

Leave unchanged to keep the current password. This is the normal WPAZ2/WPAS password — also editable on the Main WiFi page.

Apply

Client Certificates

For SSIDs using Built-in RADIUS (EAP-TLS), issue one certificate per device and install the .p12 on it. (Available once Built-in RADIUS is enabled on an
SSID.)

DEVICE NAME .P12 PASSWORD
alice-laptop mofi1234

Generate Client Certificate

WiFi Enterprise (802.1X)
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Authenticate WiFi users against a RADIUS server (WPA2/WPA3-Enterprise) instead of a shared password —
using the built-in RADIUS server with certificate login (EAP-TLS), or your own external RADIUS server.

Status ~

Main WiFi WiFi Enterprise Guest WiFi

MoFi Internal Modem-1v

Mofi Business b

WiFi Enterprise (802.1X)

Network s
shared password — using the built-in

Network Security e

System o

WiFi e WiFi Networks

Mofi_Fast-5G-AX-81BDD4-2G - 1o Password

WWFI 33 WAN (Repeater)

Wifi Blosck Password Built-in RADIUS External RADIUS
Wikl Advanced
. WIFI PASSWORD

Simcard Control gl

vanmahal4
Bandwidth and Filters

Leave unchanged to keep the current password, This is the normal WPAZ/WPAI password pag
VPN Services b m
Services 6 2
MofiGuest-81BDD4 4 cH: Password

Password Built-in RADIUS External RADIUS

WIFI PASSWORD

WiFi password (min 8 characters)

Leave unchanged to keep the current password. This is the normal WPA2/WPA3 password — also editable on the Main WiFi page.

Apply

Mofi_Fast-5G-AX-81BDD4 s cH= Password

Password Built-in RADIUS External RADIUS

WIFI PASSWORD
vanmaha04

Leave unchanged to keep the current password. This is the normal WPA2/WPA3 password — also editable on the Main WiFi page.

Apply
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Client Certificates

For 551Ds using Built-in RADIUS (EAP-TLS), issue one certificate per device and install the .p12 on it. (Available once Built-in RADIUS is enabled on an
SsiD.)

DEVICE NAME .P12 PASSWORD
alice-laptop mofi1234

Generate Client Certificate

Tips: - Use 5 GHz for faster speeds when possible. Use 2.4 GHz for better range and compatibility with older
devices - Keep Main WiFi and Guest WiFi passwords different for security - Guest WiFi is ideal for visitors, loT
devices, or temporary access

9.2 WiFi as WAN (Repeater)

Menu: Go to WiFi — WiFi as WAN (Repeater) or click on the link below:

Use an existing WiFi network as your internet source. The router connects to an upstream WiFi network and
shares that internet connection with all your devices via ethernet and your own WiFi networks.

Step-by-Step Setup:

1. Click Scan Networks — the router scans for available WiFi networks (takes 5-15 seconds)

2. 2.4 GHz Networks Available — List of discovered 2.4 GHz networks. Each entry shows SSID name,
signal strength, and encryption type, with a Use This Network button.

MoFi Intemal Maodem-T+
: 2.4GHz Networks Available
Mofi Business ™
Network M HUAWEI-55F28D | 2.4 |
Metwork Security e Ehaneet. Socury: o WPAH X (TKIF, CCM Signak: Excallant (100%) MAC: 4 41
System e
WiFi A~ Sir Loch (Rosehall)
Mok W] Channet: Socutity; 1 PSK (LN Signak: Excellent (81%) MAC: 4
e Use This Network
WiFi as WAN (Repeater)
WiFi Advanced BL Tech (Rosehall) o]
si il i Channet: Socurity; mived WRAZ/Vy K (CCN Signak: Excellant (87%) MAL: 2
e [ Use T otk |
Bandwidth and Filters ~

3. 5 GHz Networks Available — Same list for 5 GHz networks, each with a Use This Network button.

4. Click Use This Network next to the desired network, or manually enter the details below:
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WiFi ~

MoH WiH

Wik Bk

WiFi s WAN (Repeater)

Wik Advanced
Simeard Control e

Bandwidth and Filters ~

24GHz Source Selection

Use 24GHz Network for Intomet
Netwerk Name (S510)  HUAWELSSFZED

Metwork Password (i required) ~ wewssssnanae

2.4 GHz Source Selection:
Setting

Use 2.4GHz Network for Internet
Network Name (SSID)

Network Password

5 GHz Source Selection:

Setting

Use 5GHz Network for Internet

Network Name (SSID)
Network Password

5. Click Save

Description

Toggle ON to enable using a 2.4 GHz WiFi network as your
internet source

The SSID of the upstream 2.4 GHz network to connect to

The password for the upstream network

Description

Toggle ON to enable using a 5 GHz WiFi network as your
internet source

The SSID of the upstream 5 GHz network to connect to

The password for the upstream network

Status and Controls: - Current Status display — shows connection status - Show Status button — refresh the
status display - Disable WiFi WAN button — disconnect from the upstream network and disable repeater

mode
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WiFi WAN Status

£4 2.4GHz WiFi WAN Active

Connected to: HUAWEI-55F2BD
Interface: apcli0

IP Address: 192.168.192.37
Signal: -47

Status: Connected

7] WiFi WAN Routes

default via 192.168.192.1 dev apcli@ proto static src 192.168.192.37
metric 14
192.168.192.0/24 dev apcli@ proto static scope link metric 14

Step-by-Step: Connecting to a Hotel WiFi via Repeater:

. Navigate to WiFi > WiFi as WAN (Repeater)

. Click Scan Networks and wait for the scan to complete

. Find the hotel’s WiFi network in the 5 GHz or 2.4 GHz list

. Click Use This Network next to it

. The SSID field will auto-populate with the hotel’s network name
. Enter the hotel WiFi password in the Network Password field

. Click Save

. Wait 30-60 seconds for the router to connect to the hotel WiFi

. Click Show Status to verify the connection

O 00 N O U1 B WIN -

10. All devices connected to your MoFi router now share the hotel WiFi through your own secure network

Step-by-Step: Disabling WiFi Repeater:

1. Navigate to WiFi > WiFi as WAN (Repeater)

2. Click Disable WiFi WAN

3. The router will stop using the upstream WiFi and revert to cellular/WAN

Use Cases: - Extend hotel, campground, or RV park WiFi through your router - Use a neighbor’s shared WiFi as
a backup internet source - Bridge two networks wirelessly

9.3 WiFi Block

Menu: Go to WiFi — Wifi Block or click on the line below:
http://192.168.10.1/cgi-bin/luci/admin/wireless/wifiblockjs

Block specific devices from connecting to your WiFi networks by their MAC address.
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1. Click Read Wifi Database to populate the list of known WiFi clients
2. WiFi User List Table:

Column Description

MAC Address The device’s hardware address

IPv4 Address  The device’s current IP address
Blocked Checkbox — check to block this device

3. Click Add to manually add a MAC address to block
4. Click Save to apply changes

Status ~  Wifi Blocker
MoFi Internal <
Modem-1
Mofi Business ~ Global options
Network pd
Network Security
Systemn hd
i ~ Wifi User List

MoFi WiFi

MAC-Addrass 1Pvd-Address Blocked

WIFi 35 WAN (Repeater) If ehacked user will be ban and kicked off of wifi

WiFi Advanced This section comain no values et
Simcard Control
Bandwidth and Filters m
Statistics o

_ e
9.4 WiFi Advanced

Menu: Go to WiFi — WiFi Advanced or click on the link below:

Full LuCl wireless configuration editor for advanced users. Shows all radio interfaces and their associated
SSIDs.

Radio ra (2.4 GHz): - Hardware: Mediatek MT7981 802.11bgnax - Configurable: Channel, TX power, country
code, bandwidth (20/40 MHz) - SSIDs: Main WiFi 2.4 GHz, Guest WiFi 2.4 GHz, WiFi repeater client

Radio rax (5 GHz): - Hardware: Mediatek MT7981 802.11anacax - Configurable: Channel, TX power, country
code, bandwidth (20/40/80/160 MHz) - SSIDs: Main WiFi 5 GHz, Guest WiFi 5 GHz, WiFi repeater client

Per-SSID Controls: - Disable/Enable — Toggle individual SSIDs on/off - Edit — Open full SSID configuration
(SSID name, encryption, key, MAC filtering, advanced options) - Remove — Delete the SSID

Associated Stations Table: Shows all currently connected WiFi clients: - Network (which SSID) - MAC Address -
Hostname - Signal / Noise (dBm) - RX Rate / TX Rate (Mbps)

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 110


http://192.168.10.1/cgi-bin/luci/admin/wireless/wireless

(@4

NETWORK MOFI6500-5GXelTE User Guide

Buttons: Save & Apply, Apply unchecked, Save, Reset

Radio ra (2.4 GHz)

e Chipset: Mediatek MT7981 with 802.11b/g/n/ax wireless support
e Configurable Options: Channel, transmit power, country code, and channel width (20 MHz or 40
MHz)
e Supported SSIDs:
o Main 2.4 GHz WiFi network
O Guest 2.4 GHz WiFi network
o WiFirepeater client mode

Radio rax (5 GHz)

e Chipset: Mediatek MT7981 with 802.11a/n/ac/ax wireless support
e Configurable Options: Channel, transmit power, country code, and channel width (20 MHz, 40 MHz,
80 MHz, or 160 MHz)
e Supported SSIDs:
o Main 5 GHz WiFi network
O  Guest 5 GHz WiFi network
o  WiFi repeater client mode

SSID Management Controls
Each SSID can be managed individually with the following options:

e Enable / Disable — Turn the SSID on or off

e Edit — Access detailed SSID settings including network name, security mode, password, MAC filtering,
and advanced wireless settings

e Remove — Delete the SSID configuration

Connected Devices Table

Displays all active WiFi clients connected to the router, including:

SSID/network name

MAC address

Hostname

Signal and noise levels (dBm)

RX and TX connection speeds (Mbps)

Action Buttons
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MoFi Internal Modem-1+

Mofi Business v Wireless Overview

Network v
]

Network Security o

ol -127/-96 dbm.
System i
WiFi -~ bt
McF WiFi e
Wi Block
WA i WAN (Repater) ol -127/-96 dBim

@ dsabied

Simeard Control ot

Bandwidth and Filters ~

Statistics ¥ Associated Stations

VPN Services bt Network
Services v
3] Logout

Save & Apply — Save settings and apply changes immediately
Apply Unchecked — Apply settings without validation checks
Save — Save changes without applying them

Reset — Restore the previous unsaved configuration changes

Mediatek MT7981 ADIE Wireless 802.11bgnax
Channet: 9 {2452 GHz) | Bitrate: 206 Mbit/s

S$ID: Mof_Fast- G- 41B004-26 | Mode: Master
ESSID: E4 105581000 | Encryption: WRAZ FSE [COMP)

S50 MafiGuest-B1B004 | Mede: Master
&

Madiatek MT7581 ADIE Wireless 802.11anacax
Chanmel: 36 (5150 GHz) | Bitrate: 1201 Mbit/s

SSID: Mod Fast 5G-AX-S18004 | Mode: Master
BSSID: 534555180502 | Encryption:; WPAZ PSE [CCMP)

SSID: MafiGuess_Fast-5G-AX-818D04 | Mode: Master
Wireless is disabied

MAC address Host Signal / Noise

No information avodable

RESTART

R Rate / TX Rate

10. SIM Card Control

SIM Slot Selector

Menu: Go to Simcard Control — SIM Slot Selector or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/simcard/simcard

Switch between SIM card slots and configure separate APN profiles for each slot.

Active SIM Slot display — shows which SIM slot is currently active (Slot 1 or Slot 2).

Slot Selector Buttons: - Slot 1 — Switch to SIM Slot 1 - Slot 2 — Switch to SIM Slot 2

Current APN: Displays the APN in use for the active slot.

Slot #1 Profile:

Setting Options
Country Dropdown
Provider Auto / carrier list

Slot #1 APN Text field

Advanced Settings for Slot #1:

Description
Country for APN auto-detection
Carrier selection

APN for SIM slot 1
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Setting Options Description
MTU Numeric Maximum Transmission Unit
TTL Dropdown Time-To-Live override

PDP Type IPv4 Only /IPv6 Only /IPv4v6e IP protocol version

Slot #2 Profile: Same fields as Slot #1, but for the second SIM.

Buttons: Save.

Mofi nternal Madem-

) SIM Card Slot Selector
Mofi Business
Metwork

Netwark Security

Coraan SSTn

System v

Simeard Control

Slot #1 Prafile
Barebwidih and Filters.

w
Statistics 2 ] Goumry Gk e s ek b AP
VPN Services v Sastani | b
Services b et g
& Logout
Slat #2 Profile
Coumry - Sk ere 0 Setep # Cumbom APH -
seoviame W
iercrd b

=
Note: Switching SIM slots will briefly interrupt the cellular connection (10-20 seconds) while the modem
reinitializes with the new SIM card.
11. Network Security
This section covers all pages under the Network Security menu.
11.1 Firewall Basic Settings
Menu: Go to Network Security — Firewall Basic Settings or click on the link below:
Configure the router’s firewall zones, default policies, and NAT offloading.
Global Settings:
Setting Options Description
Enable SYN-flood protection  Toggle Protects against SYN flood denial-of-service
attacks
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Setting Options Description

Drop invalid packets Toggle Reject malformed network packets

Input reject / drop / accept Default policy for incoming traffic to the
router itself

Output reject / drop / accept Default policy for outgoing traffic from the
router

Forward reject / drop / accept Default policy for forwarded traffic (LAN to
WAN)

Routing/NAT Offloading:

Setting Description
Software flow offloading Accelerates packet forwarding using software optimization
Hardware flow offloading Accelerates packet forwarding using the SoC’s hardware NAT

engine (faster, but may conflict with some VPN and QoS

Status

Firewall - Zone Settings
MoFi Internal Modem-1v

Mofi Business v

Metwork A .
General Settings

Network Security -~

ETTT— s

AN Access Contiel
U Actess Con Drop invalid packets

Wbserver Ramate Acoets

Fiort Forwasding Advanced gt accept
Tratfc Rufes Dupnt accept
AT Settings
Forward  reject

Custom Firewall Fulos (Advanced) .
Fitewall
Attadk Deferse

Etem ¥ Routing/NAT Offloading

WiFi w

Simcard Control e

Softwace Nlow oMaading
Bandwidth and Filters ~

Statistics w

Firewall Zones Table: Shows configured zones (typically: lan, wan, vpn). Each zone has:

Column Description
Name Zone name
Input Policy for traffic entering this zone
Output Policy for traffic leaving this zone
Forward Policy for forwarding between this zone and others
Masquerading Toggle — enables NAT for this zone (required for WAN)
Zones
Zone = Forwardings Input Output Forward Masquerading

I O -

an ::: accept v accept v accept v O =
© 20 FEIVIGFINEHEBERINEHAI ichts reserved. fEiseww.mofinetvepdk.com | +1-888-488p0123 v et v fa

[ accept v accept v reject v = NE EEEa
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Click Edit on a zone to modify its settings. Click Add to create new zones.
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Buttons: Save & Apply, Save, Reset

Threat Protection
Menu: Go to Network Security — Threat Protection or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/security/threat-protection

Threat Protection
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Block incoming connections from IP addresses known to be malicious. Lists come from well-known public
threat-intelligence feeds — pick a level below to get started, then optionally fine-tune.

MoFi Internal

~ Threat Protection
Modem-1 Block incoming connections from IP addresses known to be malicious. Lists come from well-known public threat-intelligence feeds — pick a level below to get started, then
optionally fine-tune.
Mofi Business v
Network v

O Protection is off

No IP reputation filtering. Pick a level below to enable,

Network Security

Firewall Basic Settings

- - - or

1PS BLOCKED COUNTRIES BLOCKED LAST REFRESH AUTO-REFRESH
GUI Access Control
Webserver Remote Access
Traffic Rules Protection level
. Choose how aggressive the filtering should be. You can change this any time. The lists are inbound-only — they never block your outgoing traffic.
NAT Settings
Custom Firewall Rules (Advance @ Off
Firevall No IP reputation filtering. Standard firewall only.
All incoming connections allowed by the firewall,
Attack Defense

No threat lists downloaded — no extra cellular data.

PN, ~-

Basic

Recommended. Tiny lists, almost no cellular data.
Blocks hijacked & spam-hast netblocks (Spamhaus DROP / EDROP).
Blocks active botnet command-and-control servers (abuse.ch Feodo Tracker),
Blocks the top brute-force attacker subnets (DShield).

Total list size: a few KB. Weekly refrash,

Standard
Basic + broader attacker / brute-force coverage.
Everything in Basic.
Plus the FireHOL Level 1 [ist (well-known malicious sources),
Plus blocklist.de — IPs reported by Fail2ban worldwide for brute-force attacks.
List size: tens of KB, Weekdy refresh,

Protection direction  Bothways

Inbound-only protects the router from attackers reaching in. “Both ways" additionally blocks your own devices from connecting out to known malware / command-and-control
servers — useful if a device gets infected. Slightly higher CPU overhead.

Inbound only Inbound + Outbound
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Protection direction  Both ways
Inbound-only protects the router from attackers reaching in. “Bath ways” additienally blocks your own devices from connecting out to known malware / command-and-control
servers — useful if a device gets infected. Slightly higher CPU overhead.

: Inbound only Inbound + Outbound

Active blocklists

These are the threat lists currently loaded. Each is a set of IP addresses or network ranges that get blocked. Click View entries to see exactly what addresses are in each list.

Protection is off Pick a level above to lovd lists.

Custom IP rules

Force-block or force-allow specific IP addresses or CIDR ranges. One per line. These apply on top of whichever level you selected,

Always block these IPs Never block these IPs

Connections from these are always dropped. Even if a list flags them, they get through. Useful for your own offices, partners, family.
2031.0.113.45 203.0.113.45
198.51.160.0/24 198.51.100.0/24

Save custom rules

Block by country uses more data
Block all inbound connections from specific countries. Enter two-letter country codes (IS0 3166-1 alpha-2). separated by commas or spaces. Example: cn ru kp — blocks China, Russia,
North Korea. Country lists are large (tens of thousands of IP ranges each), so each country you add increases cellular data on refresh.

Countries n;ru, kp (leave empty to disable)

Save count

Find country codes at iso.org. Common: us, ca, gb, de, fr in, cn, ru, kp, br, mx.

Auto-refresh threat lists

How often the router downloads fresh threat fists. Pick the longest interval that still feels safe for you — fresher lists catch newer threats, but cost more cellular data.

Refresh frequency Manual only

Lists never auta-refresh. Use the button above.
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Diagnostics
Toals for troublesheoting — check whether a specific IP is blocked, control logging, and clear the running blocklist if something goes wrong
88.8.8 or 2001:db8: 1 Look up

When on, dropped connections are recorded so the panel below has something to show.
on

Flushes the running blocklist and restarts the service. Doesn't re-download threat lists, so no cellular data is
Reset & restart protection used.

Recent blocked connections  fast20

IPs that were dropped by the firewall via the threat [ists. Use the buttons to permanently allow or block any individual address.

Refresh lists now

A note on cellular data: Threat lists download whenever Protection is changed or the scheduled refresh runs.
Basic uses a few KB, Standard tens of KB, Daily refresh is roughly 7x more than Weekly, and country blocking
can use much more (country lists are large). Pick what fits your data plan.

11.2 GUI Access Control

Menu: Go to Network Security — GUI Access Control or click on the link below:

Same as Section 7.5 — Router Access Control. Controls HTTP/HTTPS ports and LAN-only vs. LAN+WAN access.

11.3 Webserver Remote Access

Menu: Go to Network Security — Webserver Remote Access or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/security/webserver-remote

Whitelist specific IP addresses for remote management access to the router’s web interface.

Setting Options Description

Current IP Display only Your current IP address

Remote Access WhitelList Toggle ON/OFF Enable IP-based access control

Interface Module / Module2 / VPN Which interface the whitelist applies to
Tunnel / Cloudlink /
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NETWOR

Setting Options Description

Wireguard / WAN Port /
Broadband / RNDIS / others

WhitelList entries IP address list Add specific IP addresses that are allowed
remote access

Buttons: Save.

MoFi Internal Modem- 1

; Webserver Remote Access
Mofi Business

Metwork b

MNetwork Security -~

i Webserver Remote Access
Firevwall Basic Sottings

Cumpntip:  WBRITII924

Remote Access Whitelist OFF

AT Settings

Cuestom Frewall Rubes (hehvanced)

Firewal

P, E

11.4 Port Filtering |

Menu: Network Security > Port Filtering URL: /cgi-bin/luci/admin/security/port-filtering

Same interface as Section 8.6 — Port Filtering. Enable whitelist mode and specify allowed ports.

11.5 Port Forwarding Advanced

Menu: Go to Network — Port Forwarding Advanced or click on the link below:

Advanced port forwarding interface (full LuCl format):

Port Forwards Table:

Column Description
Match  Source zone, protocol, and port match conditions
Action  Destination IP and port

Enable Toggle to enable/disable individual rules

Click Add to create new rules with full control over source zone, source IP, source port, destination zone,
destination IP, destination port, and protocol.
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L k i
S Firewall - Port Forwards
Fouter IF/ONS
Captive Portal s - ’
Static LeasegDNSSEC/DHCP
Falover & Load Bakincing Port Forwards
Multi Wk
Router P Advanced - Mtch Action Ersble
VIAN
This section contains e values yer
Dynamic DNE
Network Diagnastics m

Cloudilarn WARP
MAC Clane

Port Fnvarding

Port Forwarding {Advanced)

Buttons: Add, Save & Apply, Save, Reset

11.6 Traffic Rules

Menu: Go to Network Security — Traffic Rules or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/security/traffic-rules

Pre-configured and custom firewall rules that control which traffic is allowed or blocked.

Traffic Rules Table: Each row contains a firewall rule with: - Rule description (e.g., “Allow-DHCP-Renew”,
“Allow-ICMP”, “Allow-HTTP”) - Match conditions (source zone, port, protocol) - Action (Accept, Drop, Reject) -
Enable toggle - Edit/Delete buttons

Default Rules Include: - DHCP (port 68 UDP) - ICMP (ping) - IGMP (multicast) - IPSec (ports 500, 4500 UDP) -
OpenVPN (port 1194) - HTTP (port 80) - HTTPS (port 443)

Firewall Rules

This section manages the firewall rules that determine which network traffic is permitted or blocked. Both
default system rules and user-created custom rules are supported.

Traffic Rules Table

Each rule entry displays:

A rule name or description (for example: “Allow-DHCP-Renew”, “Allow-ICMP”, or “Allow-HTTP”)
Matching criteria such as source zone, protocol, and port number

The selected action: Accept, Drop, or Reject

An enable/disable switch

Edit and Delete options

Included Default Rules

The router includes several predefined firewall rules, including:
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Status e
MaoFi Internal Modem- T
Mofi Business a
Network 3

Network Security ~
Firewall Basic Settings
GUI Access Controt
Webserver Remote Access

Fort Foawasding Advanced

HAT Settings

Custom Firewall Rules (Advanced)

Freveall
Attack Defense

System by

WiFi hd

Simeard Control ~

Bandwidth and Filters

Status M
MofFi Internal Modem-Tv
Mofi Business ~
Network »
Network Security ~
Firewall Baske Settings
GUI Access Control

Webserver Remote Acoess

Port Forwaeding Advanced

NAT Settings

Custom Firewali Rules (hdvanced)

Firewall

Atack Dafenso
System e
WiFi ~
Simeard Control w~

Bandwidth and Filters ~

Statistics o

DHCP — Allows UDP port 68 traffic

ICMP — Allows ping and network diagnostic traffic

IGMP — Supports multicast traffic

IPSec — Allows VPN traffic on UDP ports 500 and 4500
OpenVPN — Allows VPN connections on port 1194

HTTP — Allows web traffic on port 80

HTTPS — Allows secure web traffic on port 443 ( Chatgpt)

Firewall - Traffic Rules

Traffic Rules

Allow-Ping

Match

Inceming Fed, proticel LDE
From
To thisdence . port 62

Inczming 1. peotenl ICMP
From
To  this device

Incoming ifw, protosal M0
Froen
To  tha device

Incoming v, proticel LDP
From

o thes device , port 46

Incoming v peotocol CME
From 1P febar 1
To this device

Incoming [P, probocol FCMP
From

To sk device

Limit matching bo 1000 packets par seeend

Feruarded Pl oMP
From

To  any mone

Lisit manching to 1000 packets per second

Forwarded Ped and 194, peotocol IP5FC-F5P

From
To. lam

Incoming (Fud and (Pré, upe
From
To this device , port 500

mmrqmw:M protoced UDP
o
To  this devite |, port 4300

Incoming 12 amd (Pv6, protocol FELC-As

Fron an|
Ta tha device

Incomisg (Fvd and 176, voe
From
To this cevice |, port 1154
Incoming v and 196, protscal 77
From
To o demer | port 1154

Accept input

Accept input

Accept input

Accept ingait

Accepl ingait

Acoept ingut

n

L

o)
I G

o
Lo

L] e
I
o] e
For ] e
Lo e
o] e
0
Lo e
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Status b Encoming [P, protacel LS
Support UDP-Traceroute From ffect input
MaoFi Internal Modem- T~ To Mirdeder port IHIEIIE
Mofi Business ~ ncaeming 1974 andl 194, peotocol TR
Unnamed mile. Feom S Acoept ingrt
Metwork b T this devier |, pont §100
Metwork Security ~ Inoming ied and 194, protocsl 107
WEBBOS0 oo [fam | Acoept ingut
Farpwall Bagic Saftings To | shis device , port 5080
GU Actess Control

Incoming P, pratocal 7
Welrierver Remote Access 55H 'mm Acorpt input.
Pert Forwarding Advanced Yo pon 22
eoming vd and e, protocol T2
MAT Settings 'GEN-WEB-SERVERSD i Accept ingut
T misgevice . port 50
Custom Firewsd Rules (Advanced)

Incaming (v and 48, protocol 18
Firewall ing

GEN.WEB-S5L443 From Jccep ingut
Attack Deterse To s device | port 447
System W Vacoeming 1Pvd and By, provocel TP
s GEN-WEB-S5LB44T From Accept ingut
WiFi o To  this device part 5447
Simeard Control b4
Bandwidth and Filters ~
Statistics s,
VPN Services o

Click Add to create custom rules. Click Save & Apply to activate changes.

Lo o |
Cor] o
3 £
Cor o
=3 B3
3

e

11.7 NAT Settings

Menu: Go to Network Security — NAT Settings or click on the link below:
192.168.10.1/cgi-bin/luci/admin/security/snats

Configure Source NAT (SNAT) rules for advanced routing scenarios.

NAT Rules Table:

Column Description
Match  Source IP/port and destination IP/port conditions
Action  The NAT translation to apply

Enable Toggle to enable/disable
Click Add to create new SNAT rules.

Buttons: Add, Save & Apply, Save, Reset

MeFi Internal Modem-1v

Firewall - NAT Rules

Mofi Business
Network b

Network Security Lo
NAT Rules

Firewall Basic Settings
G Access Control
Websarver Remate Access

This section vales
Tofle s & containg A0 values pel

ET—
Custam Firewsd Rules {Advanced)
Firewall

Attack Deferse

System W
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Column Description

11.8 Custom Firewall Rules (Advanced)

Menu: Go to Network Security — Custom Firewall Rules or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/security/custom

Raw iptables rule editor. Enter custom iptables commands that will be executed after the standard firewall
rules.

This is a plain text editor where you can type iptables commands, one per line. Rules are executed in order on
every firewall restart.

Warning: Incorrect iptables rules can lock you out of the router or break connectivity. Only use this if you are
experienced with Linux iptables. A factory reset will clear custom rules.

Custom iptables Rules

This section provides a raw iptables rule editor for advanced firewall customization. Any commands entered
here are executed after the standard firewall rules are applied.

The editor is a plain text field where you can enter custom iptables commands, one command per line. All
rules are processed in order each time the firewall restarts.

Warning: Incorrect iptables rules may block router access or disrupt network connectivity. This
feature is intended for advanced users familiar with Linux iptables. Performing a factory reset
will remove all custom rules.

MaFi Internal Modem- 1 ‘
Firewall - Custom Rules

Custom rules aliow you to I3 ¥ which are not by the firewall framsework The commands are esrcuted after sach firewall restart. right after the default nieset has been boaded.
¥ This file is interpreted ss shell seripe,

Network o # Put your custom iptables rules here, thay will
P be executed with each firewall (re-)start.

Mafi Business hd

T ~
Network Secu |t)" # Internal ucl firewall chalns are flushed and recreated on reload. so

® put custom rules fnto the root chafns @@, INPUT oF FORMARD o fnta the

# spectal user chains, o.g. input_wan_rule or postrouting lan_rule.
cap_gnabled=$ i -q get nodagsnlash d ! [0] .

1F [ "Scap_enables” 1= 1 ] ; then

iptables -t mingle -A FORMARD - dscp --dscpoclass BE -] MARK --set-mark 8
iptabiles -t sangle -A FORWARD -8 ditp --dscp-class (52 -§ MARK --set-mark 2
iptables -t mangle -A FORWARD -m d3cp --dscp-class (54 -] MARK --set-mark 4
iptables -t mangle -4 FORMIAD -m dicp --dico-class C56 -] MARK --set-mark 6
1

Firgvealt Basic Sattings

Gl Aetess Centrol
Webserver Remotn Acces
Fort Foraeing Advanced
Trathe R

e

Fisnal

Attck Debiriie
System o 4

WiFi R4 SAVE
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11.9 Firewall Overview

Menu: Go to Network Security — Firewall or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/security/firewall

Standard LuCl firewall overview combining zones, forwarding rules, and traffic rules in a single view. This is an
alternative view of the same firewall configuration accessible through the other security pages.

11.10 Attack Defense (banliP)

Menu: Go to Network Securlty — Attack Defense or click on the link below:

Automated threat blocking using community-maintained IP blocklists, country blocking, and login attempt
monitoring.

This page has six tabs: Overview, IPSet Report, Edit Blacklist, Edit Whitelist, Edit Maclist, Log View.
Overview Tab

Information Panel (display only): - Status, version, active sources, active devices, active interfaces - Run
information, flags, last run time, refresh timer

Action Buttons: Suspend, Refresh, Restart

General Settings:

Setting Options Description

Enabled Toggle Enable/disable the banlP service

Startup Trigger Interface Dropdown Network interface that triggers banlP startup
Auto Detection Toggle Auto-detect interfaces, devices, subnets,

and protocols

Network Interfaces Multi-select Manually select interfaces (if auto-detect is
off)

IPv4 Support Toggle Enable IPv4 blocking

IPv6 Support Toggle Enable IPv6 blocking

Log Monitor Toggle Block suspicious login attempts (web
interface)

Enable SRC logging Toggle Log suspicious incoming packets

Enable DST logging Toggle Log suspicious outgoing packets

Whitelist Only Toggle Restrict internet to only whitelisted

IPs/websites
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Setting Options Description

E-Mail Notification Toggle Send email when blocks occur

E-Mail Receiver Address Text field Notification email recipient

Verbose Debug Logging Toggle Detailed logging for troubleshooting
Additional Settings:

Setting Options Description

Service Priority

Trigger Delay

Download Queue
Base Temp Directory
Backup Directory
Report Directory
Download Utility

Download Insecure

Download Parameters

Advanced Chain Settings:

Setting

Global IPSet Type

SRC Target

DST Target
Maclist/Whitelist/Blacklist

Timeout
SRC IPSet Type
DST IPSet Type

SRC+DST IPSet Type

IPv4 Chains

Highest / High / Normal / Less
/ Least

Numeric (seconds)

1/2/4/8/16/32
Text
Text
Text

uclient-fetch / wget / curl /
aria2c

Toggle

Text

Options

src+dst / src / dst

DROP / REJECT

REJECT / DROP
30min/1hr/6hrs/ 12 hrs/

24 hrs
Multi-select per list
Multi-select per list

Multi-select per list

LAN Input / LAN Forward /
WAN Input / WAN Forward

Processing priority for the banlP service

Additional seconds before banlP processing
begins after boot

Number of concurrent blocklist downloads
Temporary working directory path

Where to store blocklist backups

Where to save banlP reports

Tool used to download blocklists

Skip SSL certificate verification on
downloads

Manually override pre-configured download
options

Description

Which direction to apply blocklists
Action for blocked incoming traffic
Action for blocked outgoing traffic

How long entries remain active

Assign specific blocklists to SRC (incoming)
filtering

Assign specific blocklists to DST (outgoing)
filtering
Assign specific blocklists to both-direction

filtering

Select which firewall chains to apply IPv4
blocking
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Setting Options Description
IPv6 Chains LAN Input / LAN Forward / Select which firewall chains to apply IPv6

Advanced Log Settings:

Setting
Log Limit

Log Terms

LuCl Log Count

NGINX Log Count

SRC Log Options

DST Log Options

Advanced E-Mail Settings:

Setting

E-Mail Sender Address
E-Mail Topic

E-Mail Profile

E-Mail Actions

WAN Input / WAN Forward

Options
50/100/ 250/ 500

Multi-select: luci / nginx

Numeric

Numeric

unspecified / rate-limited
2/sec / rate-limited 10/sec

unspecified / rate-limited
2/sec / rate-limited 10/sec

Options
Text
Text
Text

Multi-select: start / reload /
restart / refresh

blocking

Description
Maximum log entries per run

Which services to monitor for suspicious
login attempts

Number of failed web login attempts before
blocking

Number of failed nginx attempts before
blocking

Logging rate for blocked incoming packets

Logging rate for blocked outgoing packets

Description

From address for notification emails
Subject line prefix for notification emails
msmtp profile name to use for sending

Which banlP actions trigger email
notifications

Blocklist Sources: Enable/disable individual threat intelligence feeds:

Source Description Approximate Entries
darklist Composite threat list Varies

debl Dynamic Emerging Blocklist Varies

doh DNS-over-HTTPS servers Varies

drop Spamhaus DROP list ~1,000

dshield DShield.org recommended block list  ~20

edrop Spamhaus Extended DROP ~500

feodo Feodo Tracker (banking trojans) ~300

firehol1-4 FireHOL threat lists (level 1-4) 500-15,000
greensnow GreenSnow.co attack list ~3,000
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Source Description Approximate Entries
iblockads Ad-serving networks Varies

iblockspy Known spyware networks Varies

myip MyIP.ms blacklist Varies

nixspam NiXSpam IP blocklist ~10,000

proxy Known proxy/VPN exit nodes Varies

sslbl SSL Blacklist (malicious SSL) ~300

talos Cisco Talos threat list ~1,000

threat Emerging Threats Varies

tor Tor exit node list ~7,000
uceprotectl-2  UCE Protect spam lists Varies

voip VolP abuse list Varies

yoyo Ad server list ~2,500

Country Selection: Block traffic from/to specific countries using a multi-select dropdown of all world
countries.

ASN Selection: Block specific Autonomous System Numbers (ISPs/organizations).
Local Sources: - Multi-select: maclist / whitelist / blacklist — enable locally maintained lists
Extra Sources: - Add additional non-banlP IPSets from other packages

Auto Blacklist/Whitelist: - Auto Blacklist — Automatically transfers suspicious IPs from log to blacklist during
runtime - Auto Whitelist — Automatically transfers your uplink IPs to whitelist during runtime

Step-by-Step: Enabling Basic Threat Protection:

1. Navigate to Network Security > Attack Defense

2. Click the Overview tab

3. Toggle Enabled to ON

4. Toggle Auto Detection to ON

5. Enable IPv4 Support

6. Toggle Log Monitor to ON (blocks suspicious login attempts)

7. Under Blocklist Sources, enable these recommended lists: - drop — Spamhaus DROP (known criminal
networks) - dshield — DShield recommended block list - feodo — Banking trojan command servers - threat —
Emerging threats

8. Click Save & Apply

9. Click Restart to activate the blocklists

10. The router will now automatically block traffic from known malicious IP addresses

Step-by-Step: Blocking Traffic from Specific Countries:

1. Navigate to Network Security > Attack Defense

2. Under Blocklist Sources, enable country

3. Under Country Selection, select the countries you want to block
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4. Click Save & Apply

5. Click Restart

MoFi Intermnal Modem-Tv

Ovensew  PSetReport  Edit Blackiat

Edit Whitelist  Eit Macist  Log View

Mofi Business
banlP
Network w
P o0
Metwork Security 2
tem
s Information
WiFi b
: Status  Version
Simeard Control w =
St Information
Bandwidth and Filters etive Sources
Statistics v Acihin Dvionr
Matwee Interfaces
VPN Services et S e
Services -~ Active Subnets
[ e e
P210nd - Frinter server R i
MIPGtr bt 5
streamer .
FEFRESH TIMER. BUSFEND REFRESH RESTART
o EEES BT X ez
UPn
Status ~ General Settings  Adklitional Seftings  Advanced Chain Settings St Advarsced E-Mai Settings
Enabled

MoFi Internal Modem-1v
Mofi Business ~
Network v

Metwork Security e

System s
WiFi ~
Simcard Control ~

Bandwidth and Filters ~~

Statistics ~
VPN Services v
Services ~

3 10nd - Printer server
MIPG streamer
SNMPD

UnP

Edit Blacklist Tab

Stanup Trigger Intartaen

Auto Detection

Log Monitor

Enable SAC logging

Enabile DST tagaing

E-Mail Nonificatian

wnspecified

Manually add IP addresses or CIDR ranges to the blocklist.

Edit Whitelist Tab

Manually add IP addresses or CIDR ranges that should never be blocked.

Edit Maclist Tab

Block or allow specific MAC addresses.

Log View Tab

View banlP activity logs showing blocked connections, rule matches, and events.
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12. VPN Services

This section covers all VPN options available under the VPN Services menu.

12.1 WireGuard VPN Server

Menu: Go to VPN Services — Wireguard or click on the link below:

Built-in WireGuard VPN server for secure remote access to your router and local network.

Server Configuration:

Setting
Enable
MTU

Listen Port

Server Address (IP
Addresses)

Endpoint Address (Public IP)

Enable LAN Access

Options
Toggle
Numeric, range 1280-1400

(default: 1400)

Numeric (default: 6677)

CIDR (default: 10.110.0.1/24)

IP or hostname

Toggle

Description
Turn the WireGuard server on or off

Tunnel Maximum Transmission Unit. Lower
values (e.g., 1280) may be needed if you
experience connection drops over cellular.

UDP port the server listens on. Must be
allowed through your firewall. Common
alternative: 5566.

The VPN tunnel IP address and subnet. The
first address is the gateway for clients. If no
subnet mask is specified, /24 is
automatically appended.

The public IP or hostname clients will
connect to (e.g., your CloudLink IP, DDNS
hostname, or WAN IP).

When ON, VPN clients can access devices on
the local network (192.168.10.0/24). When
OFF, clients can only access the internet
through the VPN tunnel. LAN subnet is
automatically detected from the br-lan
interface.

Peer Management: Add VPN clients (peers) that can connect to the server:

o Click Add Peer to create a new client

e The router automatically generates: public key, private key, preshared key, and a complete .conf file

e Download the generated .conf file and import it into any WireGuard client app (available for
Windows, macQS, Linux, iOS, Android)
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Generated Peer Configuration Includes: - Client private key (auto-generated) - Client IP address within the
VPN subnet (auto-assigned, starting from .2) - Server public key and endpoint (your router’s public IP + port) -
Preshared key (for additional security) - Allowed IPs: 10.110.0.0/24 (VPN subnet) + 192.168.10.0/24
(LAN, if LAN Access enabled) - PersistentKeepalive: 25 seconds (keeps the tunnel alive behind NAT) - MTU:
matches server MTU setting (default 1400)

Peer Files Created (on the router): - /etc/wireguard/peer_00.conf — First peer configuration file -
/etc/wireguard/peer_00.key — Peer private key - /etc/wireguard/peer_00.pub — Peer public
key - Peers are sequentially numbered: peer_00, peer_01, peer_02, etc.

Download Options: - Download individual peer .conf files - Download ALL peers — Downloads
all peers.tar.gz bundle containing all peer configs - Flush old peer files — Remove all generated peer
configurations (requires confirmation)

Generated Peer Configuration

When a new WireGuard peer is created, the router automatically generates a complete client configuration
that includes:

Client private key (automatically generated)
Client VPN IP address within the VPN subnet (automatically assigned starting at . 2)
Server public key and endpoint (your router’s public IP address and WireGuard port)
Preshared key for additional encryption security
Allowed IPs:

o 10.110.0.0/24 — VPN subnet

o 192.168.10.0/24 — LAN subnet (included when LAN Access is enabled)
e PersistentKeepalive: 25 — Keeps the tunnel active behind NAT connections
e MTU value matching the server MTU setting (default: 1400)

Peer Files Stored on the Router
The router creates individual configuration and key files for each peer, including:

e /etc/wireguard/peer_00.conf — Peer configuration file
e /etc/wireguard/peer_00.key — Peer private key
e /etc/wireguard/peer_00.pub — Peer public key

Peer files are numbered sequentially:

e peer_00
e peer_01
e peer_02

e andsoon
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Download and Management Options
Available peer management actions include:

e Download individual peer .conf files

e Download ALL Peers — Downloads an all_peers.tar.gz archive containing every generated
peer configuration

e Flush Old Peer Files — Deletes all generated peer configuration files (confirmation required)

Step-by-Step: Setting Up WireGuard VPN:

. Navigate to VPN Services > Wireguard

. Toggle Enable to ON

. Set Listen Port (default 6677, or change to your preferred port)

. Set Server Address (default 10.110.0.1/24 is fine)

. Enter your Endpoint Address (Public IP) (or the CloudLink IP if using CloudLink)
. Enable LAN Access if you want VPN clients to reach your local devices

. Click Save to start the WireGuard server

. Click Add Peer to create a client configuration

O 00 N O U1 A WIN -

. Click Download next to the peer to get the .conf file

10. Install the WireGuard app on your device (phone, laptop, etc.)
11. Import the .conf file into the WireGuard app

12. Activate the VPN connection

Status ~ Wireguard Client  Wireguard Server  Wirequard Cherit Status  Winegurd Server Status

MoFi internal Modem- T~ .
=5 WireGuard Server
Mofi Business

2
Network v (e | [

Network Security %

System ~ Server Configuration
WiFi e
Enable WireGuard Sarvar
Simeard Contral bt
Endpaint Address (IP of Hostnama) 12168 50.2 {Lo ¥ 0 [
Bandwidth and Filters 116 ackdress of DINS name the dient wil dial. Use a LAN sddvess for on-site testin
Statistics bt UstenPort  B61T
VPN Services 5
1P Akl 101100
PSac PP (Newl) e =
ExpeesiVPN
IPanishPHd
MU 1400
NordVPN
Pratan¥PN
SurtSharevPh Enabio LAN Access
CybserGhost VPN

Note: If your router is behind a cellular carrier that doesn’t provide a public IP, you will need CloudLink to
make the WireGuard server reachable from the internet.
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12.2 ProtonVPN

Menu: Go to VPN Services — ProtonVPN or click on the link below:

Route your internet traffic through ProtonVPN’s privacy-focused network.

Setting Options Description

Enable ProtonVPN Toggle Activate or deactivate ProtonVPN

Protocol OpenVPN VPN protocol (OpenVPN)

Username Text ProtonVPN username (from your ProtonVPN

account settings, NOT your email)

Password Text ProtonVPN password (from account settings)
OpenVPN configuration file File upload Upload the .ovpn file downloaded from
ProtonVPN
Tunnel Mode All Traffic / Split Mode by Route all traffic through VPN, or only specific
MAC devices
Force ProtonVPN DNS Toggle Use ProtonVPN’s DNS servers (prevents DNS
leaks)

Split Mode Device List: When Tunnel Mode = Split Mode, add devices by Label, MAC Address, and IPv4
Address.

ProtonVPN Status: Shows current connection status.

Step-by-Step: Setting Up ProtonVPN:

. Log in to your ProtonVPN account at account.protonvpn.com

. Go to Downloads > OpenVPN configuration files

. Download a .ovpn file for your preferred server/country

. Get your OpenVPN/IKEv2 username and password from account settings
. On the router, navigate to VPN Services > ProtonVPN

. Toggle Enable ProtonVPN to ON

. Enter your Username and Password from step 4

. Upload the .ovpn file under OpenVPN configuration file

. Set Tunnel Mode (All Traffic or Split Mode)

10. Toggle Force ProtonVPN DNS to ON

11. Click Save

12. Check ProtonVPN Status — it should show “Connected” after 30-60 seconds
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Status o

MofFi Internal Modem-T

Mofi Business o Global options
Metwork >
MOTE: Please visit ProfonVPH to get an OpaovPl config file.
Metwork Security s
System o
WiFi v
Simcard Control 2o
Bandwidth and Filters > v
Statistics et Enabie ProsorvPh
VPN Services -~ Protocl  Openvpn protocsl
IPSac P2P (Newt) Usermuame \memame
Wireguard
Pasword  passwont
ExpressVPN
sV OperiPN configuration file SELECT FRE

TurrelMode St Mode - Only MAC Address(es) detned below will use VPN v

STV

CyberGhost VPN Force ProtonPH DNS; [ /]

12.3 ExpressVPN

Menu: Go to VPN Services > ExpressVPN or click on the link below:

Setting Options Description
Enable ExpressVPN Toggle Activate or deactivate
Username Text ExpressVPN manual config username
Password Text ExpressVPN manual config password
OpenVPN configuration file File upload Upload .ovpn file from ExpressVPN
Tunnel Mode All Traffic / Split Mode by Route all or selected traffic

MAC
IP-Passthrough Toggle Pass VPN IP to a single device
DMZ mode Toggle Forward all VPN traffic to one device
DMZ IP address Text Target device IP for DMZ
Enable Web Toggle Allow web management through the VPN
Force ExpressVPN DNS Toggle Use ExpressVPN DNS servers
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NETFLIX Status: Detects if Netflix is accessible through the VPN connection.

MaFi Internal Modem-1~

I ExpressVPN
Mofi Business
Network ~
Network Security ~
Global options

System
WiFi e fapeesPN
Simeard Control e Enabie ExpressvPt
Bandwidth and Filters ~ Usermame:  uscmame
Statistics 4 Paszword:
VPN Services =3 OperiVPN configuration fle I PLACE HOLDER (FILE NOT ACCESSILE)

1PSec P2P (Newl) port Exgiress\t

Wireguard TunnelModa 5Pkt Mosde - Only MAC Address{es) defined befow will use VPN~

I o, [
IPanishVPH
Farce BapeessWPN DNS: /]
Nord VPN
[—— METRLXStatye: Nt Detected] First Rund)

SurfSharkVPH

Split Mode Device List: Add devices by Label, MAC, and IPv4.

12.4 NordVPN
Menu: Go to VPN Services — NordVPN or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/vpnservice/nordvpn

Setting Options Description

Enable NordVPN Toggle Activate or deactivate

Username Text NordVPN service credentials username
Password Text NordVPN service credentials password
Server Text Server hostname from

nordvpn.com/servers/tools/ (e.g.,
us1234.nordvpn.com)

Protocol UDP / TCP UDP is faster; TCP is more reliable on
restrictive networks
Force NordVPN DNS Toggle Use NordVPN DNS servers
Tunnel Mode All Traffic / Split Mode by Route all or selected traffic
MAC
IP-Passthrough Toggle Pass VPN IP to a single device

Split Mode Device List: Add devices by Label, MAC, and IPv4.

Step-by-Step: Setting Up NordVPN:

1. Log in to your NordVPN account at nordvpn.com

2. Go to NordVPN > Service Credentials and copy your service username and password (these are different
from your login email/password)
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. Go to nordvpn.com/servers/tools/ and find a recommended server (e.g., “us1234.nordvpn.com”)

. On the router, navigate to VPN Services > NordVPN

. Toggle Enable NordVPN to ON

. Enter your NordVPN service username

. Enter your NordVPN service password

. Enter the Server hostname (e.g., us1234.nordvpn.com)

. Set Protocol to “UDP” (faster) or “TCP” (more reliable)

10. Toggle Force NordVPN DNS to ON (prevents DNS leaks)

11. Select Tunnel Mode: “All Traffic” routes everything through VPN, or “Split Mode” to only route specific

O 00 N OO 1 A W

devices
12. Click Save
13. Check NordVPN Status — it should show “Connected” after 30-60 seconds

MaFi Internal Modem- T NordVPN

Mofi Business e
Network e
1l s +
Network Secunty Global options
System v
it Bitpstbarhmncomisenesnalsl
WiFi »
Enable NordVPN
Simcard Control ~

Usemname:  usemame

Bandwidth and Filters ~

N T
Statistics N
Server 18521769133
VPN Services -~
1Plac P2P (New!)
Protocet WP v
Wireguand
ExprassVPN Foroe MordVPHN DNS:
m'mm"w TurnelMode  SPIR MoOE - Orey MAC AGGITSS(e5) J08ned Doiow Wil Use VPN +
" OFF v
BrotonPH s
SuefSharkyPH

MoF! Intesmial Modem=12 List of Devices that will use the VPN in Split Mode
Mefi Business g
Labal MAC-Address 1P Address
Network ~
This saction confains no values yet
Network Security ~

System ~ s
WiFi ~
Simeard Control 2

Bandwidth and Filters

Statistics . VPN Status:

VPN Services -~
1PSec PP {Pewl)
Wireguand
ExpressiP
IPvanishVPN

T 4

ProtonkPH
SurlShardvPN
b et [ reser |

12.5 IPVanish VPN

Menu: Go to VPN Services — IPVanishVPN or click on the link below:

192.168.10.1/cgi-bin/luci/admin/vpnservice/ipvanishvpn
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Description

Activate or deactivate

VPN protocol

IPVanish credentials

IPVanish credentials

Setting Options
Enable IPVanishVPN Toggle
Protocol OpenVPN
Username Text
Password Text
OpenVPN configuration file File upload

Tunnel Mode
MAC

Force IPVanishVPN DNS Toggle

Status A

Global options

MoFi Internal Modem-1~

All Traffic / Split Mode by

Upload .ovpn file from IPVanish

Route all or selected traffic

Use IPVanish DNS servers

Mcfi Business e
WOTE: Please wisit IPvanishWPM To get an OpemveM config file_
Network ~
Network Security =
System o
WiFi ~
Simeard Contral NE é
Bandwidth and Filters ~ Enabia IPVanishVPN
Statistics b Protocol  penvpn protocol w
VPN Services ~ Userama  usemame
ISz P2 (Newl) Password  password
Wireguard
e CpeelvP configuration fils SELECT FILE
Hoctvine TunnelMode SN MODE - ONIY MAG AGIESS[ES) BTN Detow Wil USe VPN ~
FrotonPN
SurfSharkVPN PPN R |
CyberGhost VPN
Status o List of Devices that will use VPN in Split Mode
MoFi Intermal Madem-1+
Labrel MAC-Address. 1Pvd-Address
Mofi Business S
Thiz section eontaing no veles yet
Metwork g
Metwark Security w
System Wt
WiFi b,
Simeard Control w IPVanishVPN Status
Bandwidth and Filters ~
Statistics e
VPN Services ~
Plec P2P (Newl)
Wirsguiard
PVanishVPN
MordVPH
ProgonvPN A
SurfSharkVPN
CybrerGhost VPR o
12.6 PIA (Private Internet Access) VPN
Menu: Go to VPN Services — PIA VPN or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/vpnservice/pia
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Setting

Enable PIA

Protocol

Username

Password

OpenVPN configuration file

Tunnel Mode

Force PIA DNS

Options
Toggle
OpenVPN
Text

Text

File upload

All Traffic / Split Mode by
MAC

Toggle

NETFLIX Status: Detects if Netflix is accessible.

MoFi Internal Modem-1
Mofi Business

Network

Network Security
System

WiFi

Simeard Control
Bandwidth and Filters
Statistics

VPN Services

Description

Activate or deactivate
VPN protocol

PIA credentials

PIA credentials

Upload .ovpn file from PIA

Route all or selected traffic

Use PIA DNS servers

PIA

Global options

NoTE: Please visit PIA o get an Openveu config file.

o520 tewt 4
Wireguard Enable PIA

ExeraE Protocol Openvpn protocol

p—

A Usemame  usemame

f— [ —

Openten contquiontie SELECT FLE

ettt o veN TunnMode. St Mode - Only MAG Adss(e) deined blow il use VPN

umn s

ZZZZZZ N s Nt Dtectet (st )

urevenuion b

Metvmek ooy ™ List of Devices that will use VPN in Sphit Mode

System bl

W e i frresom i
Simeard Cartrol v T AR S o e o

Bandwidth and Fiters

Statistics W

VPN Services i

PIA Status
Y

12.7 CyberGhost VPN

Menu: Go to VPN Services — CyberGhost or click on the line below:

Setting

Enable CyberGhost

Options

Toggle

Description

Activate or deactivate
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Setting

Protocol

Username

Password

OpenVPN configuration file
CA certificate file

Client certificate file

Client key file

Tunnel Mode

Force CyberGhost DNS

Options
OpenVPN
Text

Text

File upload
File upload
File upload
File upload

All Traffic / Split Mode by

MAC
Toggle

NETFLIX Status: Detects if Netflix is accessible.

HOTE: Please wisit CyberGRost to get an dpenvPH config File.

Status ~  CyberGhost
MeFi Internal Modem- 1+ f

Mofi Business =4

Metwork v Global options
Metwork Security L4

System -4

WiFi ~

Simcard Control ~

Bandwidth and Filters
Statistics ~
VPN Services ~

1PSiec PP (Heral)

Wireguard

ExperssVPH

IPVanishivPH

MNordveN

ProtorVPH

SurfSharkVPH

oL v

Status ~
MofFi Internal Modem-Tv
Mofi Business %
Network 3

Network Security b

System b d
WiFi v
Simcard Control ¥

Bandwidth and Filters ~
Statistics .

VPN Services s

1PSec P2P (hewi) Labei

Wireguard

ExpressVP

IPVanishPH
Nardvetd

ProtonVPN

Enabie CyberGhost

Protocol  Opemvpn protacal

Usename  usemame

Pasoword  password

OponVPH conligueation fie SELECT FILE

CA cortificate S SELECT FILE.

Cliertt certificate file SELECT FILE

Chent kry file SELECT FILE

Description

VPN protocol
CyberGhost credentials
CyberGhost credentials
Upload .ovpn file
Upload ca.crt file
Upload client.crt file
Upload client.key file

Route all or selected traffic

Use CyberGhost DNS servers

Turnd Mode Spit Mode - Ondy MAC Addiessies) defined briow will use VPN«

Force CyberGhost DNS: [

NETFUK Stangs: ot Detected! (First RunT)

List of Devices that will use VPN in Split Made

This section containg o volues yet

BN
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System

& CyberGhost Status
WiFi v

Simcard Control v

Bandwidth and Filters

Statistics v
VPN Services ~
IPSec P2P (New!)
Wireguard
ExpressVPN
1PVanishVPN 4

NordVPN

ProtonVPN

=
SurfSharkVPN
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12.8 Tailscale VPN
Menu: Go to VPN Services — Tailscale or click on the link below:

Tailscale

A zero-config msh VAN — every devcs gets 3 private Tailseale 1P and £an rsach others thiough 3 singlé login. Sign up 2 loginailscale.cam

VPN Services

ProtonyPN

NordVPN [ @ Tailscale is DISABLED

Cloudflare WARP

WireGuard
Basic

Advanced

ExpressVPN
IPanish
SurfShark
Pl

CyberGhast

Mullvad VPR

Windscribe

hrough Tailscale.

PureVPN

ZeraTier

Opentonnect (Enterprise)
1PSec P2P

L2TP VPN

CpenVPN

Services

Device Name

stem hosiname.

How this router appears in your Tailscale admin panel. Leave blank to use the

Hostname

MOFI6500

Letters, numbx

Discard

Node Info

Live state of this router on your tailnet — refreshes every 5 seconds.

Apply restarts the Tailscale daemon automatically.

STATUS

USER
TAILNET 1PS
DEVICE
IPV4

IPVE

MTU

RX /TX

Mullvad VPN
Menu: Go to VPN Service — Mullvad VPN or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/vpnservice/mullvad

Mullvad VPN
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Mullvad VPN via WireGuard — faster, simpler, and more efficient than OpenVPN. Get a WireGuard . conf file
from your Mullvad VPN account.

WiFi B

Si d Control e [ @ Mullvad VPN is DISABLED
imcar ontro

Bandwidth and Filters ~

Connection
VPN Services ~
ProtonVPN
Enable Mullvad VPN
NordVPH

Cloudfiars WARP
WireGuard
ExpressVPN Server Config File

Mullvad VPN WireGuard
1PVanish

SurfShari: Mo config fle uploaded yet

PlLA

Uplaad conf
Choose .conf File

How o get a Misllvad VPN WireGuard conlig:

Windscribe

PursVPN

OpenConnect (Enterprise)

IPSac P2P

Discard Apply reconfig i tunnel automatically

Live ug show mitvasge  oUtput — auto-refreshes every 5 seconds

‘ ) DISCONNECTED tunnel not up ‘

Windscribe VPN
Menu: Go to VPN Services — Windscribe VPN or click on the link below:

Windscribe
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Windscribe via WireGuard — faster, simpler, and more efficient than OpenVPN. Get a WireGuard . conf file

VPN Services ~
ProtonVPN
MordVPN
Cloudflare WARP
WireGuard
ExpressVPN
1PVarish
SurfShark
P1A
CyberGhost
Tallscale
Mullvad VPN
PureVEN
ZeroTier
OpenConnect (Enterprise)
1BSec B2P
L2TP VPN
CpenVPN

Services L

from your Windscribe account.

[ @ Windscribe is DISABLED

Connection

Enable Windscribe

Server Config File
Uptoad 2 Windscribe WireGuard

No config file uploaded yet

Upload .conf

Haw to get a Windscribe WireGuard config:
Log in to windscribe comineteonfiy
Fick WircGuard configuration
Flatfoere: Reuter
Enabile the tog

Click Create and downinad the conf file

Upload 7 here and dick Apply

Discard

Live Status

Live s wtscrttan OUItPUT — Fefreshies every 5 seconds,

4, Mederate MAT, VPN Accelerator, Port Forwardieg)

Choose cont File

Apply reconfigures the WireGuard tunnel automatically.

‘ @ DISCONNECTED

tunnel not up

12.9 L2TP VPN

Menu: Go to VPN Services — L2TP VPN or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/vpnservice/mofixI2tp

L2TP (Layer 2 Tunneling Protocol) VPN with optional IPSec encryption. Has two tabs: Client L2TP VPN and

Server L2TP VPN.
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i Global options
PSec P2P (Newl)
Wienguard
ExpressVPN
1MVanishVPN
Nared VPN
ProtonPh
SurtSharkvPN
CybarGhast VPN
PlA VN
Mafi to Mafi VPR
Talszaly
ZoraTier
PureVPN with PubleiP
OpenConnect VPN
DpenVPH
Services it
3] Legout

Client L2TP VPN Tab
Setting

Enabled

Server address
Username

Password

Auto config IPSec
IPSec preshare secret
MSS fix

Use default gateway

Use gateway metric
Allow Advanced Interface
Settings

Server L2TP VPN Tab
Setting

Enabled

Port

Local IP

Remote IP range
Auto config IPSec
IPSec preshare secret

MSS fix

Enabled
Server adddmsz  1H2BBANT
Username  Usert
Paswoed weess

Ao conig e [

TPSec preshie
MESfe 1200

Use detaull gabeway

Use gatwaay matric

Allow Advanced Inertace Settings

Options
Toggle
Text
Text
Text
Toggle
Text
Toggle
Toggle

Numeric

Toggle

Options

Toggle

Numeric (default: 1701)
Text (e.g., 10.9.30.1)
Text (e.g., 10.9.30.2-100)
Toggle

Text

Toggle

Description

Enable the L2TP client

Remote L2TP server IP or hostname

L2TP account username

L2TP account password

Automatically generate IPSec configuration
Pre-shared key for IPSec encryption

Enable TCP MSS clamping

Route all traffic through the L2TP tunnel. If
unchecked, only traffic destined for the
remote network uses the tunnel.

Routing priority for the L2TP tunnel

Prevent auto-overwrite of advanced settings

Description

Enable the L2TP server

L2TP listening port

Server’s IP within the VPN tunnel

IP range to assign to connecting clients
Enable IPSec encryption

Pre-shared key

TCP MSS clamping
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L2TP Client Accounts Table:

Column Description
Username Client account username
Password Client account password

Assign IP  Fixed IP to assign to this client

12.10 PureVPN (with Public IP)

Menu: Go to VPN Services — PureVPN with PubliclP or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/vpnservice/purevpn

Statistics hd
NOTE
VPN Services ~
IPSec P2P (Nowi)
Wireguard Enable PuréVih:
ExpressVPN U e
IPVanishVPN
Password:
NosdVPN
ProtorVeN Protocet
SurfSharkVPN
o OpenVPN Pratocol:
CybarGhest VPN
FIAVPN Server:
B AT Dedicated IP check:

L2TP VPN

Tailscaky Dedicated IP address:

ZeroTier

MPPEMPPC
PureVPN with PubliclP o

OpenConnect VPN

PN Adhvanced Settings:

000

PPTP - Dedicated IP

semees V IP.Passthwough:  OFF

B Logout Tunnel Mode:  Spit Mo - Only MAC ACeSs(e3) GEFined beion il use VPN ¥
Setting Options Description
Enable PureVPN Toggle Activate or deactivate
Username Text PureVPN credentials
Password Text PureVPN credentials
Protocol PPTP — Dedicated IP / Connection protocol

OpenVPN

OpenVPN Protocol TCP / UDP Sub-protocol when using OpenVPN
Server Text PureVPN server address
Dedicated IP address Text Your PureVPN dedicated IP (if applicable)
MPPE/MPPC Toggle Enable compression (PPTP only)
IP-Passthrough Toggle Pass VPN IP to a device
Tunnel Mode All Traffic / Split Mode by Route all or selected traffic

MAC
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Split Mode Device List includes DMZ option:

Column Description

Label Device name

MAC Address Device MAC

IPv4 Address Device IP

DMz Toggle — pass all VPN traffic to this device

12.11 OpenVPN

Menu: Go to VPN Services > OpenVPN or click on the link below:

Full OpenVPN client and server configuration.

OpenVPN Instances Table: Shows configured VPN instances with Enabled, Started, Start/Stop, Port, and
Protocol columns.

Add New Instance:

Field Description
Instance Name Unique name for this VPN instance

Template Pre-configured template (see options below)

Template Options: - Client configuration for an ethernet bridge VPN - Client configuration for a routed
multi-client VPN - Simple client configuration for a routed point-to-point VPN - Server configuration for an
ethernet bridge VPN - Server configuration for a routed multi-client VPN - Simple server configuration for a
routed point-to-point VPN

Upload OVPN File: Alternatively, upload a pre-configured .ovpn file: - Enter an Instance Name - Select the
.ovpn file using the file upload button

12.12 OpenConnect VPN

Menu: Go to VPN Services — OpenConnect VPN or click on the link below:
192.168.10.1/cgi-bin/luci/admin/vpnservice/openconnect-client
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OpenConnect VPN server (compatible with Cisco AnyConnect clients). Has two tabs: Server Settings and User

Settings.

Server Settings Tab
Setting
Enable server

Server’s Public Key ID

User Authentication

Port

Max clients

Max same clients

Dead peer detection time
Predictable IPs

Enable compression
Enable UDP

AnyConnect client
compatibility

Enable proxy arp
VPN IPv4-Network-Address
VPN IPv4-Netmask

VPN IPv6-Network-Address

Options
Toggle
Text

plain / PAM
Numeric
Numeric
Numeric
Seconds
Toggle
Toggle
Toggle
Toggle

Toggle
Text

Description
Start the OpenConnect VPN server

Communicated to clients to verify server
certificate

Authentication method

Same port used for both TCP and UDP
Maximum simultaneous connections

Max connections from the same user
Timeout for inactive peers

Assign deterministic IPs based on username
Compress tunnel traffic

Enable UDP channel (recommended)

Support Cisco AnyConnect clients

Provide addresses from LAN subnet

Tunnel subnet (e.g., 10.10.10.0)

255.255.255.0 / 255.255.0.0 / Tunnel subnet mask

255.0.0.0
CIDR

IPv6 tunnel subnet

DNS servers table: Add DNS servers to push to VPN clients. Routing table: Add routes to push to VPN clients.

CA certificate and Edit Template links for SSL/TLS configuration.
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Statistics W OpenConnect

VPN Services -~
Genaral Settings

CAcortficate £t Templane
1PSec P2P (Newl)
Enable server

Wirsguard

Server's Pubic Key D

IPVanishivPN
NardVPN User Authenfication  piam ,
PratonVPH
SurfSharkvPi
CybesGhast VPN ot 4443
PIAVPN
Mafi to Mofi VRN
Madients B
L2TP VBN
Tadscale Max zarme chents. 2
ZeraTier

Dead peer detection time (secs) 180
PureW PN with PubiliclP

m Preccabie b

OpanPN
. Enable compression
Services by
Enabie UDP
2] Logout

User Settings Tab

Active Users Table:

Column Description

ID Session ID
Username Connected user
Group User group

1P Real IP

VPN IP Assigned tunnel IP

Device Client device type
Time Connection duration
Cipher Encryption in use
Status Connection status

IPSEC P2P

Menu: Go to VPN Services > IPsec P2P or click on the link below:

Status
MoFi Internal Modem- T

IPsec strongSwan Configuration

Mofi Business e Connection Status
Metwork ~
Statue: X b0 corrmctions tonfigured
MNetwork Security bd
e y
WiFi ~
e
—TmeErd e o
G302 Mol etwork Inc. All rights reservegdu. bh-www.mofinetwork.com | +1-888-499-0123 Page 148
VPN Services ol

Configuation Mode  Advanced Mode (Disoct Edt)
Pres

B Connection Configuration
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13. Bandwidth and Filters ( Review)

This section covers all pages under the Bandwidth and Filters menu.

13.1 Internet Usage Set Date

Menu:Go to Bandwidth and Filters — Internet Usage Set Date or click on the link below:

Set the billing cycle reset date for bandwidth usage tracking.

Options
1-31

Setting Description

Day of Reset Day of the month when usage counters reset

Note: Setting this date will reset the current usage database. Click Save to apply.

13.2 Internet Usage

Menu: Go to Bandwidth and Filters — DataUsage or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/parental/data-usage

View bandwidth consumption per device on your network for the current billing period.

Usage Table: Shows download and upload data per device (hostname, IP, MAC address)

Reset button to clear current usage counters

MoFi Internal Madem- T+ Data Usage
Mofi Business ~ onitor bardos i ctape acrost 33 neme Cervaciors
Network - Totsl  ColistarbModale#1  Ehermet WAN
Network Security ~ [ P - Lt 7 Dip LiMDe || s oAl R—T]
System ~
All Interfaces — All Time

WiFi e
Simcard Centrol e 111.48 MB 31.88 MB 143.36 ME
Bandwidth and Filters -~

Fuemiy Shiakd Usage by Interface

Spred Limines
Spred Limines by MAC

WiFs Schadiia

Slack By MAC {MAC Filtering]
Website Blocker

At Bockar

Ot Moe 1

@ e AN

VPN Services ~
Services v
B Celtular Modle #1
18148 B 1188 ME 14336 MB
3 Logout

[T

Emai Rapart

Feset Al Usage

08
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13.3 MoFi Family Shield

Menu: Go to Bandwidth and Filters — Mofi Family Shield or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/parental/family-shield

DNS-based content filtering powered by Cisco OpenDNS. Blocks inappropriate content, adult websites, and

known malicious domains.

Setting Options
Apply Family Shield to All Checkbox
Devices

Family Shield by MAC Only Toggle

Per-Device Table (when using MAC mode):

Column Description

Name Device name/label
MAC Address Device MAC

IP address Device IP

Enable Checkbox to enable filtering for this device

Description

Force all devices on the network to use
OpenDNS Family Shield DNS servers
Apply filtering only to specific devices (by
MAC address) instead of all devices
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Click Add to add devices. Click Apply Changes

Status b

Family Shield
MoFi Internal Modem-1+ Blocks adult content and known phishing sites by routing DNS through Cisco DpenDNS Famity Shiefd. Chooss between peotecting every LAN device o only specific MACS.
Mofi Business ot
®  Family Shield iz DISABLED
Metwork i

Network Security v

System b

wiei v D

Simcard Control v

Bandwidth and Filters v_uml- )

Data Usage

Speed Limiter

Speed Limiter by MAC

WiFi Schedule

Block By MAC (MAC Filtering)

Website Blocker

Live Status

Refreshes every 5 seconds,

MODE All Devices
PRIMARY DNS 208.67.222.123
ACTIVE DNS RULES 2]

DOH/DOT BLOCK Tt Blacked
Test itz

visit internetbadguys.com — should show the OpenDNS block page.

Note: this aiso blocks DoH [browser “Secure DNS"). If a browser shows stale results, restart it once.

13.4 Bandwidth Monitoring _

Menu: Bandwidth and Filters > Bandwidth Monitoring URL:
/cgi-bin/luci/admin/parental/monitor

Track total bandwidth usage per interface and optionally block the internet when a threshold is exceeded.

Global Settings:

Setting Options

Enabled Checkbox

Track interfaces WAN / Modulel / Module2
checkboxes

Reset Time Daily Basis / Monthly Basis

Reset Hour Every Hour / specific hour

Internet block on exceeded Toggle
bandwidth

Description
Enable bandwidth monitoring

Which connections to monitor

How often usage counters reset
What time to reset

Block internet access when threshold is
exceeded
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Setting
Bandwidth Threshold
Unit

Options
Numeric

KB /MB /GB

Description
The usage limit

Unit for the threshold

Bandwidth Usage Totals (display only): - Uploaded, Downloaded, Total, Previous Period

Internet Block Status: Shows whether the internet is currently blocked due to exceeded bandwidth (Active /

Inactive).

Button: Reset Usage Database

Individual User Bandwidth Table:

Column Description
User IP Device IP address
MAC Device MAC address

Upload Upload data used

Download Download data used

Total Combined usage

User Limits Section:

Setting
Enabled
Policy
Auto Limit

Options

Toggle

Allow All / Block All
Toggle

User Bandwidth Configuration Table:

Column

Hostname

MAC

Bandwidth Limit

Limit Size

Action

Throttle Up/Down kbps
Reset

Status

Description
Device name

Device MAC

Maximum allowed bandwidth

Unit (KB/MB/GB)

What to do when limit is reached

Speed throttle values
Reset this user’s counter

Current status

Description
Enable per-user limits
Default policy for unlisted users

Automatically apply limits
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13.5 Speed Limiter

Menu: Go to Bandwidth and Filters — Speed Limiter or click on the link below:

Limit upload and download speeds per WiFi interface.

Setting Options Description
Master Enable Toggle OFF/ON Enable or disable all speed limits

Interfaces Table:

Column Description

Description Interface name (Main WiFi 2.4GHz, Main WiFi 5GHz, Guest 2.4GHz,
Guest 5GHz, LAN)

Interface Technical interface name

Enabled Toggle ON/OFF per interface

Upload Limit Maximum upload speed in kbps

Download Limit Maximum download speed in kbps

Buttons: Save, Reset

MofFi Internal Modem- 1~

Mofi Business .

Metwork Pl

[ @ Speed Limiter is DISABLID.

Metwork Security W

Systemn W
Master Switch
WiFi ~r Pl 345 o, 4t your -Etatach s baiow, 2 R Apely Changrs Tuming Bt on ivtamaticsly diatius HANLAT
Simcard Control e Enable Speed Limiter
Bandwidth and Filters -~
Caavmge
Interface Caps
Fu e Sriakd D oo par ntirinzn Togght e enet you st 20 it anc e e Dmricad f isioad tas i . Rowt you v o8 e ruming at 103
BT R e e e
Speed Limiter by MAC
Wi Schedule NTERAACE oavece INARLE COWMLEAD [MBPL| LFLOAD (MEPS
Block By MAC [MAC Fitering]
WAt et -_—
Website Blocker
Al s Wirad LAN (smhamme) v
VPN Services ~
Main WiFi 24002 (red) el
Services ~
Gunst WiF| 24604 (raly
2 Logout Main Wil $584z [raed) —
Guast WiFi SHz jaxt} rand
Rapaaser Mode 2.45H: [aeehll welid

Step-by-Step: Limiting Guest WiFi to 10 Mbps:

1. Navigate to Bandwidth and Filters > Speed Limiter
2. Toggle Master Enable to ON

3. Find “Guest WiFi 2.4GHz” in table
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4. Set its Enabled to ON

5. Set Download Limit to 10000 (kbps = 10 Mbps)
6. Set Upload Limit to 5000 (kbps =5 Mbps)

7. Repeat for “Guest WiFi 5GHz” 8. Click Save

9. All guest WiFi users are now limited to

10 Mbps download / 5 Mbps upload

13.6 Speed Limiter by MAC

Menu: Go to Bandwidth and Filters — Speed Limiter by MAC or click on the link below:

Set individual speed limits for specific devices by their MAC address.

Setting Description

Enable MAC Speed Limiter Checkbox to enable per-device speed limiting
Users Table:

Column Description

Enabled Checkbox per device

MAC Address Dropdown showing connected devices

Upload Limit (kbps) Maximum upload speed

Download Limit (kbps) Maximum download speed

13.7 WiFi Schedule

Menu: Go to Bandwidth and Filters — Wifi Schedule or click on the link below:

Schedule WiFi to automatically turn on and off at specific times.

Setting Description
Enable Wifi Schedule Toggle to enable/disable the scheduler

Schedule Table:

Column Description

Day of week Monday through Sunday

Start Time Hour:minute when the rule begins
End Time Hour:minute when the rule ends

WiFi Network Which SSID is affected
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Column Description
Action Enable WiFi / Disable WiFi during this period

Click Add to create new schedule entries. Click Save & Apply to activate.

Step-by-Step: Disabling WiFi at Night (10 PM - 6 AM):

. Navigate to Bandwidth and Filters > Wifi Schedule

. Toggle Enable Wifi Schedule to ON

. Click Add to create a new schedule entry

. Set Day of week to every day you want (e.g., Monday through Sunday)
. Set Start Time to 22:00 (10 PM)

. Set End Time to 06:00 (6 AM)

. Select the WiFi Network to affect (e.g., Main WiFi 2.4GHz)

. Set Action to “Disable WiFi”

. Repeat steps 3-8 for other WiFi networks (Main 5GHz, Guest, etc.)
10. Click Save & Apply

O 00 N O U1 A WIN -

Step-by-Step: Business Hours Only Guest WiFi (OFF after 6 PM):

. Navigate to Bandwidth and Filters > Wifi Schedule

. Toggle Enable Wifi Schedule to ON

. Click Add to create an “after hours” rule

. Set days to Monday through Sunday

. Start Time: 18:00, End Time: 07:59 6. WiFi Network: Guest 2.4GHz

. Action: “Disable WiFi” (guest WiFi turns off at 6 PM, back on at 8 AM)

. Repeat steps 3-7 for Guest 5GHz

. Click Save & Apply

10. Test by checking that guest WiFi is available during business hours and disabled after 6 PM

O 00 N U1 b W N -

Use Cases: - Automatically disable WiFi at bedtime (e.g., 10 PM - 6 AM) - Turn off guest WiFi during
non-business hours - Limit children’s internet access to specific hours
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MoFi Internal Modem-1v WiFi Schedule
Mofi Business o Tuarr VAFS cn or off aulomatically by day arsd hous. Painted cells = WIF| is ENABLED during that hour, Empty cells = WiF OFF
Network oo [ @  WiFi Schedule is DISABLED
Network Security >
System » Master Switch
W'F' F your venekly Gridt below, peck target networkd, then it Apply Ohanges

171 S
Simeard Control ~ o »

Bandwidth and Filters -~

Data Usage Target WiFi Netwariks
Family Shield Pick which Wiy networs the schecle comtrols, Others stay on 2477,

Speed Limiter

Pain WiFi 2.4 GHz Guest WiFi 2.4 GHz 11 Main WiFi 5 GHz 1] Guest WIFI 5 GHz
Speed Limizer by MAC A
WiFi Schedule

Weekly Schedule
Click or drag across cells to paint. Blue = WiFi ON. Grey = WiFi OFF.

Rows are days (Monday first). Columns are hours (0-23, 24-hour clock). The orange-ringed cell is the current hour.
@ wirion WiFi OFF
All ON All OFF Preset: Typical Home Preset: OFF ovemight {23-6)
Mon ---- -------------------

o (ol (o (o (o
v+ (ol (o (ol (o () (e
w (ol o
s (ol (o (8 8 (S (S8 8 s

Advanced

How often the daemon re-checks which WiFi radios to enable/disable. Minimum 30 seconds.

Check interval: =~ 60 = seconds

Discard Changes take effect within the check interval above.

13.8 Block by MAC (MAC Filtering)

Menu: Go to BandW|dth and Fllters — Block By MAC or click on the line below:

Control internet access by device MAC address.

Setting Options Description
Enable MAC Filtering Toggle Enable or disable MAC-based filtering
Filter Mode Blacklist / Whitelist Blacklist: Allow all devices, block listed

MACs. Whitelist: Block all devices, allow
only listed MACs.
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Device List Table:

Column Description
Label / Device Name Friendly name
MAC Address Device MAC
Enabled Toggle per device

Click Add to add devices. Click Save & Apply to activate.

Step-by-Step: Blocking a Specific Device from the Internet:
. Navigate to Bandwidth and Filters > Block By MAC

. Toggle Enable MAC Filtering to ON

. Set Filter Mode to “Blacklist” (block specific devices)

. Click Add

. Enter a Label (e.g., “Old Laptop”)

. Toggle Enabled to ON
. Click Save & Apply
. That device will no longer be able to access the internet

O 00 N O Ul B W N K

Step-by-Step: Allowing Only Approved Devices (Whitelist):

1. Navigate to Bandwidth and Filters > Block By MAC

2. Toggle Enable MAC Filtering to ON

3. Set Filter Mode to “Whitelist” (only listed devices get internet)

4. Click Add for each approved device

5. Enter each device’s MAC address and toggle Enabled to ON

6. Click Save & Apply

7. Only the listed devices will have internet — all others are blocked

. Enter the device’s MAC Address (find it in Status > Active Connections or the device’s network settings)
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Status s [ @ Block By MAC is DISABLED

MoFi Internal Modem-1+

Mofi Business b Master Switch
MNetwork hd . :
Network Security ~ Enale Block-By-MAC
SY'SIEJTI hd it s
WiFi bt

Simeard Control W Black Time Slots

Bandwidth and Filters ~
Data Usage Times use 24-hour format (HEMM]. if stop fime & eadier than start time, the block crosses midnight (e.g. 2200 —~ 06:00).
Famnity Shistd
Speed Limiter

Spaed Limiter by MAC

WiFi Schedule

Block By MAC (MAC Filtering)

Website Blocker

Ad Blocker
X + Add Tim: Slot
VPN Services S
Whitelist (MACs that bypass the block)
Devices listed here stay connected even during black hours, Add your own phane/laptap first before enabling, or you'll lack yourself aut toc.

l Turn OFF “Private WiFi address” (i05) / “Random hardware addresses” (Windows) on whitelisted devices — randomised MACs will fall back into the block.

— Pick a device from your LAN — e + Add Blank

Discard Schedule reloaded via cron.

Recent Log

ftmp/logfwifi_ schedule.log — useful for troubleshooting why a slot did or didn't fire.

13.9 Website Blocker

Menu: Go to Bandwidth and Filters — Website Blocker or click on the line below:
http://192.168.10.1/cgi-bin/luci/admin/parental/website-blocker

Block access to specific websites for all devices on your network.

Setting Options Description
Enable Website Blocker Toggle Turn website blocking on or off
Block Policy Blacklist / Whitelist Blacklist: All sites work normally, listed

domains are blocked. Whitelist: All sites are
blocked, only listed domains are allowed.
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Domain List: Large text area for entering domains (one per line): - Lines starting with # are treated as
comments - Blank lines are allowed for organization - Shows current count: “X domains in list”

How It Works: - Blocking example. com automatically blocks all subdomains (e.g., www.example.com,
mail.example.com) - DNS hijacking prevents bypass — all devices are forced to use the router’s DNS -
Pre-filled example categories include: social media, video streaming, gaming, news, shopping domains

Click Save & Apply to activate changes.

Step-by-Step: Blocking Social Media and Streaming Sites:

1. Navigate to Bandwidth and Filters > Website Blocker

2. Toggle Enable Website Blocker to ON

3. Set Block Policy to “Blacklist” (allow all, block specific sites)

4. In the Domain List text area, enter one domain per line: facebook. com instagram.com
tiktok.com youtube.com netflix.com twitter.com5. Click Save & Apply 6. All
devices on the network will now be blocked from accessing these sites

Step-by-Step: Creating a Kids-Only Whitelist:

1. Navigate to Bandwidth and Filters > Website Blocker

2. Toggle Enable Website Blocker to ON

3. Set Block Policy to “Whitelist” (block all, allow specific sites)

4. Enter only the approved sites in the Domain List: google.com wikipedia.org
khanacademy.org pbskids.org 5. Click Save & Apply 6. Only the listed sites will be accessible —
everything else is blocked

System 4
WiFi ~ N

Website Blocker
Simcard Control ~

Control internet access with powerful DNS filtering and firewall rules. Block or allow specific websites to manage network security and productivity.

Bandwidth and Filters ~

Internet Usage
Internet Usage Set Date

Mofi Family Shield

Speed Limiter | Settings

Speed Limiter by MAC

Wifi Schedule

How It Works

Block By MAC (MAC Filtering)

Website Blocker Blacklist Mode: Internet works normally, but listed domains are blocked (parental controls, productivity)-

Ad Blocker Whitelist Mode: All websites blocked by default, only listed domains allowed (maximum security).
Statistics ~ Enter domains without protocols (use facebook.con NOt https: //Facebook. com ).

. Wildcards automatically supported - blocking exsmpte. con also blocks all subdomains.
VPN Services 7
DNS hijacking prevents bypass attempts - all devices forced to use router DNS.
Services 7
3] Logout i
g Enable Website Blocker
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Network Security W Block Policy
System 2t Blackilst - Aliow All, Block List Below 5
WiFi b
Simcard Control v

Bandwidth and Filters -~

Ad Bocker
Statistics v

Bandwidth and Filters ~

| Domain List

Instructions

Statistics b
VPN Services o
Services ~
Metwork e
MNetwork Security e
System i
WiFi i
Simcard Control ~

Bandwidth and Filters ~

Statistics hd
VPN Services "
Services e
a Legaut

yostupe, com

N

13.10 Ad Blocker

Menu: Go to Bandwidth and Filters — Ad Blocker or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/parental/adblock

Network-wide ad blocking. When enabled, ads are blocked for all devices without requiring software on each

device.

Status Panel (display only): - Status: Disabled / Enabled - Blocked Lists: count of active lists - Force DNS: Yes /

No
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Configuration:

Setting Options Description

Enable Ad Blocker Toggle Turn ad blocking on or off

Force DNS to Router Toggle Force all devices to use the router’s DNS
(prevents bypass via custom DNS settings on
devices). Recommended: ON.

Update Lists Now Button Download the latest versions of all enabled

ad-blocking lists

Ad Blocking Source Lists:

List Name Description Approx. Entries

ADAWAY Focus on mobile ads ~400

SOCIAL Blocks Facebook, Twitter, Varies
Myspace, LinkedlIn, Classmates

BLACKLIST Static local domain blacklist Custom
(always deny)

DISCONNECT Mozilla content blocklist ~6,500

MALWARE Broad malware domain blocklist ~ ~16,000

MALWARELIST Generic malware blocklist ~1,500

OPENPHISH Focus on phishing domains ~1,800

ROLIST Romanian ad-related domains +  ~600
easylist

RUADLIST Russian ad-related domains + ~2,000
easylist

SHALLA Broad blocklist (ads, costtraps, ~32,000
spyware, trackers, warez)

SPAMA404 Suspicious domains ~5,000

SYSCTL Ad-related domains ~21,000

WHOCARESABOUT Broad suspicious domain ~12,000
blocklist

WINHELP Broad suspicious domains ~15,000

YOYO Ad-related domains ~2,500

Enable/disable each list individually using the toggle next to each name.

Whitelist: Text area for domains that should NOT be blocked (one per line, no http://). Use this if ad

blocking breaks a specific website.
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Custom Blacklist: Text area for additional domains to block beyond the standard lists (one per line, no
http://).

Bypass Devices: Devices that will NOT have ads blocked:

Column Description
Device Name Friendly name
MAC Address Device MAC
Enabled Toggle

Click Add to add bypass devices. Click Save to apply.

Step-by-Step: Enabling Network-Wide Ad Blocking:

1. Navigate to Bandwidth and Filters > Ad Blocker

2. Toggle Enable Ad Blocker to ON

3. Toggle Force DNS to Router to ON (important — prevents devices from bypassing the ad blocker using their
own DNS)

4. Enable the ad blocking lists you want: - YOYO — Good general-purpose ad list (~2,500 domains) -
DISCONNECT — Mozilla’s content blocklist (~6,500 domains) - MALWARE — Blocks known malware domains
(~16,000 domains)

5. Click Update Lists Now to download the latest blocklists

6. Click Save

7. Ads will now be blocked across all devices on the network

Step-by-Step: Whitelisting a Website That Ad Blocking Breaks:

1. Navigate to Bandwidth and Filters > Ad Blocker

2. Scroll down to the Whitelist text area

3. Enter the domain that’s not working properly (e.g., example.com)
4. Click Save

5. That domain will no longer be blocked

Step-by-Step: Exempting a Device from Ad Blocking:

1. Navigate to Bandwidth and Filters > Ad Blocker

2. Scroll to Bypass Devices

3. Click Add

4. Select the device’s MAC Address from the dropdown

5. Enter a Device Name (e.g., “Work Laptop”)

6. Check Enabled

7. Click Save

8. That device will now receive ads normally while all other devices remain ad-free
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NETWORK
Network Security b
System L
WiFi b
Simcard Control ~
Bandwidth and Filters ~

Internet Usage

Internet Usage Sot Date
M Farraly Shiekd

Speed Limiter

Spoed Limiter by MAC

Wil Schadule

Block By MAC (MAC Filtering)
Website Blocker

MoFi Ad Blocker

Breck ncvartissmants and tracking damains rutvorwide using DS Sevel blocking

Ad Blocker Status

Status

Disabled

Configuration

Statistics b
VPN Services o Enable Ad Blocker
T 1 Update Lists
Services e
Network W
) Update Ad Lists
Network Security ~
St Dovenlioad the Latest ad-blockeng lists. This may ke & few misutes.
ystem ~
_
WiFi 7
Simcard Control ~
Bandwidth and Filters -~
Internet Usage
Internet Usage Set Date Ad Blocking Sources
Wi Family Shieid
Spoed Limiter )
Specd Limiter by MAC Enable List Mame Bescription
Wi Schaduie (] AN focus on mabile ads. infrequent updates, appro. 400 srtrias
Block By MAC [MAC Fatering]
e SOCIAL Blosks facebosk, Twster, Myspace, Linkedin, Classenates. et
| ramoce | suckst -
Statistics v
DISCONNECT s s i o oo 8500
VPN Services ~
3 MALWARE i i, dad appron. 16,000 entries
Services ~
MALWARELIST ‘generic biocktis? for malware domains. dady updates. approx. 1500 entries.
2] Logout ] OPENPHISH Toeus on phishing domaing appecie 1,800 entries
Network Security G ROLIST facuss e remanian ad refated domains pius genersc easyist additions, weekdy updates, approx. 600 entries.
System it RUADUST focus on nussian ad adcitions, weekdy
WiFi g SHALLA, ot blocidist subdivided in ciferent
Catogories (v, CoSIApS, SpYware, tragker o i claty spproe
Simcard Control L .
SRAMADY gananic blockdst for suspicous domains, infrequent updates, appron. 5000 entries
Bandwidth and Filters ~
SYSCTL & st for ad related domai appeci 21.000 entries
Inamet Usage
et Usige Set Date WHOCARES or W appec
Mo Family Shisid
FERd WINHELP for ntre appron
Speed Limiter by MAC e

Wifs Schedule.

Eiock By MAC [MAC Fitering)
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Network Security hd
System ~
WiFi ~
Simcard Control ne

Bandwidth and Filters -~
Internet Usage
Internet Ussge Set Date
Mafi Farmey Shielcd A
Speed Liniter
Sipeod Limitor by MAC

Wil Schadhule
Bypass Devices

Block By MAC MAC Fitering]

Statistics e
This section contains o velues yet

VPN Services N
Services L m
& tosnt 3

14. System Administration

This section covers all pages under the System menu.

14.1 Factory Default

Menu: Go to System — Factory Default or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/system/factory reset

Reset the router to factory default settings. This erases all configuration (WiFi passwords, firewall rules, VPN
settings, etc.) and restores the router to its out-of-box state.

Single action: Click Factory Default to perform the reset.

- I

MoFi Internal Modem-1+ > -
Factory Default - Will reset router back to default settings

Mofi Business

Network ~
Network Security v Keep ¥ WiFLAPI. remote
System -~
_ Pt ceuar smoden: Asa reset cellular modem to factory defaults
Factory ettt
Systeen
Firmware Update Reset 10 Cetams: PERFORM RESET

Admin Password

Warning: This action cannot be undone. All custom settings will be permanently deleted. The router will
reboot and the setup wizard will appear.

14.2 System Settings

Menu:Go to System — System or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/system/system
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General system configuration. Has tabs: General Settings, Logging, Time Synchronization, Language and

Style.

General Settings
Setting

Local Time

Hostname

Description

Notes

Timezone

Logging

Setting

System log buffer size
External system log server
Log server port

Log server protocol

Write system log to file

Log output level

Cron Log Level

Time Synchronization
Setting

Enable NTP client
Provide NTP server

Bind NTP server

Use DHCP advertised servers

NTP server candidates

Options
Display + Sync buttons

Text

Text (optional)

Free-form text

Full world timezone
dropdown

Options
KiB

IP address
Numeric
UDP /TCP
Toggle

Debug / Info / Notice /
Warning / Error / Critical /
Alert / Emergency

Debug / Normal / Warning

Options
Toggle
Toggle

Interface dropdown

Toggle
List

Description

Current router time. Click “Sync with
browser” to set from your computer, or
“Sync with NTP-Server” to set from internet
time.

Router’s network hostname (default: MoFi)

Description label for this router (visible in
ACS portal)

Personal notes about this router (not shared
externally)

Set your local timezone for accurate time
display

Description

Memory allocated for system logs
Send logs to a remote syslog server
Remote syslog port

Protocol for remote logging

Save logs to a file on the router

Minimum severity for logged messages

Logging verbosity for scheduled tasks

Description
Synchronize time from internet NTP servers
Let LAN devices sync time from this router

Which network interface the NTP server
listens on

Use NTP servers provided by your ISP

NTP server addresses (add/remove)
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Language and Style
Setting Options Description
Language auto / Deutsch / English / & Web interface language
A X
Design/Theme Argon / Bootstrap / Visual theme for the web interface
BootstrapDark /

BootstrapLight / Material

Buttons: Save & Apply, Save, Reset

14.3 Firmware Update

Menu: Go to System — Firmware Update or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/ f
Upload new firmware, backup/restore configuration, or factory reset.

Update Firmware: - Select a firmware image file (.bin) from your computer - Click Flash image to upload and
install - The router will verify the image, then reboot with the new firmware

Backup: - Click Generate archive to download a .tar.gz backup of all current settings - Store this file safely —
you can use it to restore settings later

Restore: - Upload a previously saved backup archive to restore settings - Click Perform reset for a factory reset
(same as System > Factory Default)

Warning: Do not interrupt the firmware update process. Disconnecting power during a firmware flash can
permanently damage the router (“bricking”).

Step-by-Step: Updating Firmware Manually:

. Download the latest firmware .bin file from MoFi’s website or your reseller

. Navigate to System > Firmware Update

. Click Generate archive first to download a backup of your current settings

. Under Update Firmware, click the file selector and choose the .bin firmware file
. Click Flash image

. The router will verify the firmware image (checksum validation)

. Confirm the update when prompted

. Wait 3-5 minutes — do NOT turn off the router or close the browser

O 00 N O U1l B W N K

. The router will reboot with the new firmware
10. Reconnect to the router and verify the firmware version under Status > General

Step-by-Step: Backing Up and Restoring Settings:

1. Navigate to System > Firmware Update

2. Click Generate archive to download your configuration backup (.tar.gz file)
3. Store this file safely on your computer
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4. To restore: click Upload archive, select the .tar.gz file, and click upload
5. The router will apply the saved configuration and reboot

Status ~  Firmware Update
MoFi Internal o
Modem-1
Mo Busness - Update Firmware
Metwork b
Network Security L FLASH IMAGE.—.
System ~
Backup
Factory Default
System lick “Generate archive® to downlnad a tar archive of the current configuration fil
[ e vpame | —
Reboot
Admin Password
o Restore
Remote Update
Internet Spendtests estore configuration files, you can upload a previously generated Backup a
Module Flasher P {ifcates. scrigt f thy f
Remote Management (ACS) .
14.4 Reboot

Menu: Go to System — Reboot or click on the link below:

Click Perform reboot to restart the router. The reboot takes approximately 90 seconds. All active connections
will be temporarily interrupted.

System -~

Reboot

Reboots the operating system of your device

Factory Default
System
Firmware Update

Admin Password

PERFORM REBOOT

14.5 Admin Password

Menu: Go to System — Admin Password or click on the link below:

Change the router’s admin password.

Important: You will see an HTTPS notice with a button to Switch to Secure Connection. Always change your
password over HTTPS to prevent interception.

On HTTPS: - New Password — Enter your new password - Confirm New Password — Re-enter to confirm
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Click Save to apply.
Network v

Network Security

System %
Factory Default
System
Firmware Update

Reboot

Admin Password

Remote Update

Internet Speedtests

Gather Support Logs
Maodule Flasher

Remote Management [ACS)
iPhone Tethering Setup

Schedule Reboot

Network ~
Network Security

System L
Factory Default
System

Firmware Update

Reboot

Remote Update

Internet Speedtests

Gather Support Logs
Module Flasher

Remaote Management (ACS)
iPhone Tethering Setup
Schedule Reboot
Appearance,/Theme

Startup

WiFi ~

| Secure Connection Required

Chi your p
encrypted

a secure HTTPS connection so your new password is

When you click the button below, your browser may show a security certificate warning
This is normal for your router's selli-signed certificate

To proceed through the browser warning:
Step 1: Click "Advanced”

Your connection isn't private

Attackers might be trying bo steal your information Flom 192.168.10,1 (For example, passwo
messages, o credit cands).

=

Click here

Step 2: Click "Continue to 192.168.10.1 (unsafe)"

e e s v

This server couldnt prove that it's 192 16B.10.1; 3 security certificate is not trusted b

yOur compilater” ing system. This may be g oran
attacker intercepting your connection.

Nclick here

Step 3: Enter your password and click "LOGIN®

Authorization Required

Username root

Password sssssssssd

& Switch to Secure Connection

14.6 Remote Update

Menu: Go to System — Remote Update or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/system/remote-update-js

Check for and install firmware updates from MoFi’s servers.
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Setting Description
Keep Configuration Checkbox — when checked, your settings are preserved after

the firmware update

Version status Shows your current firmware version and whether an update is
available

Click Start Upgrade to download and install the latest firmware from MoFi’s update server.

14.7 Internet Speedtests

Menu: Go to System — Internet Speedtests or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/ /speed

System-level embedded internet speed test tools (similar to the modem-specific speed test pages).

14.8 Gather Support Logs

Menu: Go to System — Gather Support Logs or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/system/supportio

Collect diagnostic information to send to MoFi support.
3-Step Wizard:

1. Step 1: Enter your information:
o Name — Your name
o Email — Your email address
o Description of Problem — Describe the issue you’re experiencing
o Click Next

2. Step 2: The router gathers system logs, configuration files, and diagnostic data
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Step 3: Download the log package (.tar.gz) and send it to MoFi support

Status o

Gather Support Logs

MoFi Internal Modem-1v

Mofi Business ~
Metwork R
: o Your Information
Network Security ~
Name
System ~ e
Factory Default
Emai
System o
Fitrware Update
Faboot Description of Probilem
Adderun Passwornd Describe t g
Ferncte Update
Internet Sprediests 4

Module Fasher
EBemate Management (ACS]
rane Tethering Setup
° Send or Download Logs

Sehedule Reboot
Tt g irectiy o Mo b

Appearance/Theme

Startup

WiFi v

14.9 Module Flasher (module update)

Menu: Go to System — Module Flasher or click on the link below:

Flash/update the cellular modem’s internal firmware. This updates the Quectel RM520N-GL modem itself, not
the router’s firmware.

System A% Manual Modgle Firmware Flasher
Factory Defauft
o Module Firmware Upgrade
Fiereneare Update
Reboot

Flash Module Firmware - This page will flash the Mofi Internal Module with New Firmware, This is NOT the Router Firmware page

Admin Pacsword

Remate Update Madule Madel: Cuectel RM520H
Module Firnmwara: RMS2ONGLAARTSADMAG 0120401 204
Indemes Speediests NOTE: Whiei the process Starts the intermet led it Rash ard when nphetily off, The reter wall then reboat wathin 30 seconds

Geba Spar Lo Uphes v iornpressa 1 1 callash the device, Th e g2 B 1 esuared 16 compits i hing prociss

T ==
Browse... | Mo lie selecled.
Riemate Management (ACSH 7
iPhane Tthering Setup —

Warning: Do not interrupt the modem firmware update. This process can take several minutes. Disconnecting
power during a modem flash can permanently damage the cellular module.

14.10 Remote Management (ACS) Set up

Menu: Go to System — Remote Management (ACS) or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/system/remserver

Connect your router to the MoFi ACS (Auto Configuration Server) cloud management platform.

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123 Page 170


http://192.168.10.1/cgi-bin/luci/admin/system/quectel_modupd
http://192.168.10.1/cgi-bin/luci/admin/system/remserver

(@)

NETWOR

MOFI6500-5GXelTE User Guide

Setting
Open Remote Management Dashboard

Router ID

Sync Bandwidth

Account Status

ACS Service Status

Enable Remote Management
Recovery Email

Portal Username

Portal Password

Forgot Password

Buttons: Save.

Description
Button — opens the ACS portal in a new browser tab

Your unique router identifier (serial number) — this is your ACS
login username

Button — manually sync bandwidth data to ACS
Current ACS account status

Connection status to the ACS server

Toggle — enable or disable ACS reporting

Email address for password resets

Display only — your Router ID (auto-assigned)

Display only — auto-generated by the server on first
registration. Write this down.

Button — contact support@mofinetwork.com with your Router
ID and recovery email to reset

Important: Reboot the router after enabling or modifying ACS settings for changes to take full effect.

Status =

Remote Management (ACS)

MaFi Internal Modem-T~

Mofi Business ~
Network e
Metwork Security ~ Chuick Access
System ~ Router )
Factory Default Setup Instructions.
Symem
Fureare Update
Reboot

pray—
Rermate Update
Intemet Speectests

Gather Support Logs

Modie Flasher

Phane Tethering Setup
Schedule Reboot
AppraranceTharmse
Starup

WiFi R

Important: After making changes on this page, phate reboat the router for settings to take effect,

E4ZAGSEIBOD

INFORMATION: How to Access the Remote Management Dashboard
Press “Sync Bandwadth” button to sync the bardwicth usage of the rowter with the server.
Erter a VALID Email Address for Recovery,

Click on "Eruble Remote Maragement.

Press “Save” 1o complite the process.

Havigate o the page and come back (relcad).

The server will retum 3 Lisermanss and 2 Password 10 360058 your eouter onling.

Server is locaied g AIGE CR O sk th O Dashboard” buston.

NOTE:

Peaie ke 8 notE of 1M neturred passwond (nless you changs It sside the oM.
Mo B the router h the portal pass
Phease contact SUpPoREencAnptharEcom to eset your password and provide roubes 10 and recovry emai 1o confirm.
Pieage REBOOT/UNPLUG the router after everyihang has bk el to allow the fOube 10 provision.

The soter will sutomatically uplasd it inda to the server an reboat.

518 be the ongna password.
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Status b

MofFi Internal Modem- T~

Mofi Business ~

ACS Sarvice Status By
Metwork e
Enabie Rerate Management
Metwork Security ~
System -~ Recavery Email  Monasamy TSEgMal com
Factony Defauit t e far account recav
System Fortal Usgmams SRR
Fimmware Update
Paboot Portal Pasmisord Use your original password from first registration
Adenin Password
ot o i, IMPORTANT: Password Not Displayed
ote Updite
Wiy? For securtty. your password is NOT stored an the router aftes initial registration.
Intermet Speedie:
o 5 What to do? fou must use the ved whven you first registered this router,
s Support Logs Forgot H? Cick the *Forgot Passeord pelow 10 Fesat if via your ecovery email

Note: i you factory reset the router, the password remains the same on the server.

{Phana Tethering Setup

Forgrat Password CLICK TO RESET PASSWORD

Schediule Reboot
AppeatanceTheme

Startup

Step-by-Step: Connecting to ACS:

. Navigate to System > Remote Management

. Note your Router ID — this is your ACS login username

. Enter a valid Recovery Email for password resets

. Click Enable Remote Management

. Click Save

. Navigate away from the page and then return (reload)

. The server will return a Username and Password — write down the password
. Reboot the router to allow it to provision

O 00 N OO U1 B W N -

. After reboot, click Open Remote Management Dashboard to access https://manage.mofimanage.com
10. Log in with the returned Username and Password

14.11 iPhone Tethering Setup

Menu: Go to System — iPhone Tethering Setup or click on the link below:

http://192.168.10.1/cgi-bin/luci/admin/system/iphone

Use your iPhone’s cellular data connection through the MoFi router via USB tethering.

Step-by-step instructions displayed (6 steps):

1. Connect your iPhone to the router’s USB port using a Lightning/USB-C cable

2. On your iPhone, go to Settings > Personal Hotspot and enable it

3. When prompted on the iPhone, tap “Trust” to trust the router

4. Click Start iPhone Tethering on this page

5. The router will detect the iPhone and use its cellular connection as an internet source

Buttons: - Start iPhone Tethering — Begin the tethering process - Start iPhone Security Trust Cleaner — Clear

stored trust certificates (use if the iPhone doesn’t detect the router)
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MoFi Internal Modem-T

Mofi Business Settlngs
Metwork ho i
Metwork Security ~
Settings
System ~
Factory Defaus 19hane Tatherdng Steps
Spobem ;:" ;m ;r?;:r%am,::\&kiam allow others to foin
et Lipidate 3/ Unlock srmnm and plug Data-Sync canlo into the {Phane
4/ Press the Start iPhome Tetherd
Beboot &/ On iPhoee yl‘m ;hrmld et & Trust Certificate popup - Press OK and Enter passcode
&/ On top Left of iPhome should be a groen bar. Tethering is now Active.
Adenin Password MOTE: Once done the rowter will be able to bring up the iPhone on bootup. Trust will still need to be entered. (depending on certificate limit)
Remote Updaie
Irtermet Speedtests
ok St L 4
Mecdule Flagher Sart Phone Tethering PRESS HERE
Ruenote Marggement (ACS) Stivt Pt Sy Trust Claanar
E3
14.12 Scheduled Reboot
Menu: Go to System — Schedule Reboot or click on the link below:
Configure automatic periodic reboots to keep the router running smoothly.
Setting Options Description
Enabled Checkbox Enable or disable scheduled reboots
Reset Hour Every Hour / Every 1 Hour / Hour to reboot
Every 2 Hours / 1am-12pm
(all 24 hours in AM/PM
format)
Reset Minutes Every Minute / Every Minute to reboot (5-minute increments for

2/5/10/20/50 Minutes / 00, specific times)
05, 10, 15, 20, 25, 30, 35, 40,
45,50, 59

Reset Day of the Month Every Day / Every 2 Days / Day of month

Every 3 Days / Every 10 Days /
Every 20 Days

Reset Day of Week Every Day / Every Day of week
Monday-Sunday

Buttons: Save, Reset

Step-by-Step: Setting Up a Daily 3 AM Reboot:
1. Navigate to System > Schedule Reboot

2. Check Enabled

3. Set Reset Hour to “3am”

4. Set Reset Minutes to “00”
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5. Set Reset Day of the Month to “Every Day ()”

6. Set Reset Day of Week to “Every Day ()"

7. Click Save

8. The router will now automatically reboot at 3:00 AM every day

Step-by-Step: Weekly Sunday Night Reboot:

1. Navigate to System > Schedule Reboot
2. Check Enabled
3. Set Reset Hour to “2am”
4. Set Reset Minutes to “00”
5. Set Reset Day of the Month to “Every Day (*)”
6. Set Reset Day of Week to “Every Sunday (Sun)”
7. Click Save
System -~ Scheduled Rebooter
Factory Default
FHED settings
Firmiware Update
Reboot
Admin Password Enabled Reset Hour: Reset Minutes: Reset Doy of the Month: Reset Day of Week:
Remote Update the fellowing website can be used as a guide - https//erontab.guru/  Use: */XX to run reboot at every XX minutes  Use: /XX to run reboot at every XX days Mon-5un
et Every Hour [*) ¥ Every 10 Minutés v Ewery Day (9 v EveryDay(y v
Gather Support Lags
Module Flasher
Remote Management [ACS)

iPhone Tethering Setup

Schedule Reboot
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Tip: For most deployments, a daily reboot at 3:00 AM provides a good balance between uptime and
stability.

Audit Log Menu : Go to System — Audit Log or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/system/audit-log

Record of admin logins, configuration changes, failover events, reboots, and firmware upgrades.
Kept in memory; the most recent entries are also written to flash so they survive a reboot.

Audit Logging

Recording all supported events.
The Audit Log on the MOFI6500-5GXelLTE tracks important router events in a structured format separate from the normal
system log.

It records:

Admin logins/logouts
Configuration changes

New devices joining/leaving

WAN failover and reconnect events

Reboots and firmware updates
Each entry includes:

Time
Event type
User
Source IP
Summary

Technical details
Examples:

e web login success: root from 192.168.10.99
e network: 'module1'.conn_retry: '1' -> 2’
e new device: mofi100 @ 192.168.10.99

Useful features:

Filter by event type

Search by IP/user/text
Export as JSON or CSV
Recent logs survive reboot

The Audit Log is mainly for:
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e Admin accountability

e Change tracking

e Device monitoring

e Troubleshooting

e  MSP/remote management support

System ~ Audit Log
Factory Defauh Record of admin logins, configurstion changes, failover events, reboots, and firmware upgrades. Kept in memory; the most recent entries are 3lso wiitten 10 flash so they survive a reboot.
System
Audit Logging

Reboot
i Password v < [ ot s, | s i s Refrosh P——
Remote Update
Internet Speedtests. TIME TYPE USER SOURCE 1P SUMMARY DETANS

Gather Support Logs - % 3 1.
PP & 1026-96-15, 2:81:37 p.m. [ Admin Login ] 1ot 1%2.168. 18,98 web login sweeess: root from 192.168.10.98

Module Flasher
Remote Management [ACS)

2026-956-15, 1:22:37 p.m. systemn acs_agent: ‘agent’email: ‘no_recovery’ -> ‘monasammyTS@gmall.com’

iPhone Tethering Setup
Schedule Reboot
Appearance/Theme

Startup

. 2020.86-15, 12:88:15 p.m. wPN system WPN tunned up: von
WiFi v

14.13 Module Reset |

Menu: System > Module Reset URL: /cgi-bin/luci/admin/system/module_reset_js
Reset the cellular modem module to factory defaults.
Click Modulel Reset to reset. The router will reboot automatically in approximately 35 seconds.

Note: This resets the modem’s internal configuration, not the router’s configuration. Band locks, tower locks,
and custom AT command settings on the modem will be cleared.

14.14 Appearance / Theme

Menu: Go to System — Appearance/Theme or click on the link below:

http://192.168.10.1/cei-bin/luci/admin/ 1

Customize the look of the router’s web interface.
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NETWORK

Setting Options

Theme Argon / Bootstrap /
BootstrapDark /
BootstrapLight / Material

Language auto / Deutsch / English / f&
A

Local Time Display + Sync button

Hostname Text

Timezone Full dropdown

Buttons: Save & Apply, Save, Reset

st Appearance & Timezone
Factory Default
e -
Fiemware Updote
Reboot System Properties

Admin Passward
Language and Style Basic Settings
Remaote Update ng

Internet Speedtests Theme Matenal
g

Gather Support Logs Language Buto
Module Flasher

Remote Management (ACS)

{Phone Tethsrng Setup

Schedule Reboot

Appenrance  Theme

Description

Visual theme

Interface language

Current time with browser sync
Router hostname

Time zone

14.15 Startup (Init Scripts)

Menu: Go to System — Startup or click on the link below:

View and manage all system services (init scripts). Each service has: - Enable / Disable buttons — Control

whether the service starts at boot - Start / Stop / Restart buttons — Control the service immediately

© 2026 MoFi Network Inc. All rights reserved. | www.mofinetwork.com | +1-888-499-0123

Page 177


http://192.168.10.1/cgi-bin/luci/admin/system/startup

(@ 314D

NETWORK MOFI6500-5GXelTE User Guide

Network Security Startup

Initseripts Local Startug.

System ~
Factory Default You can enable or disabie installed init scripts here, Changes will applicd after a device reboot,
Setem Warning: If you disable essential init scripts like “network”, your device might become inaccessible!
z Start priority Initseript
Firmware Uipdate
00 sysftime siart | RESTART
Reboot
s - - 3
Remete Update
g s £
Internet Speedtests
i T : = o
: - £ X
Remote Management (ACS)
IPhone Tethering Setup 1 ol ENABLED restaRt i stoR
Appearance/Theme
Erae " ot
. B ENABLED [ START
WiFi ~ 2 log RE:
a £ T ST
Simecard Control 12 e m m

Warning: Disabling critical services can make the router inaccessible. Do not disable services unless you know
what they do.

15. Services

15.1 Printer Server (p910nd)

Menu: Go to Services — p910nd or click on the link below:
192.168.10.1/cgi-bin/luci/admin/services/p910nd

Share a USB-connected printer with all devices on the network.

Setting Options Description
Enable Toggle Enable the print server
Device Text (e.g., /dev/usb/Ip0) USB printer device path
Interface unspecified / lan / modulel /  Network interface to listen on
vpn / wan / wan6
Port 9100-9109 TCP port for print jobs
Bidirectional mode Toggle Enable two-way communication with the
printer
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Note: Requires kmod-usb-printer kernel module to be installed.

Network Security Settings
System »
WiFi ~

enable
Simcard Control

Device /deviustipd
Bandwidth and Filters

Interface  unspecified -

Statistics b
VPN Services e fort 9100 .
Services ”~

baniP

Bidirectional mode 3

——
MIPG-strésmer

SNMPD

upnp

DELETE

15.2 MJPG-Streamer

Menu: Go to Services — MIJPG-streamer or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/servi mjpg-streamer

Stream video from a USB camera over the network.

General:

Setting Description

Enable Enable MJPG-streamer service

HTTP Output Settings:

Setting Description

Port TCP port for the video stream

Authentication required Require username/password to view the stream
WWW folder Folder containing the web viewer

File Output Settings:

Setting Description
Folder Save captured images to this folder
Interval Time between image captures (milliseconds)

Ring buffer size Maximum stored images

Command to run Execute a command after each capture

UVC Input Settings:
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Setting Options Description

Device /dev/videoO, videol, video2  USB camera device

Resolution 320x240 through 1920x1080 Video resolution

Frames per second Numeric Video framerate
Percentage Image quality
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SNMPB Menu: Services — SNMPB or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/services/snmpd

net-snmp's SNMPD

SNMPD is a master daemon/agent for SNMP, from the net-snmp project. Note, OpenWrt has mostly complete
UCI support for snmpd, but this LuCl applet only covers a few of those options. In particular, there is very
little/no validation or help. See /etc/config/snmpd for manual configuration.

Statis . nhet-snmp's SNMPD
MoFi Internal Modem- 1+ el DOTIJon s SE: o 7 URLAMG AL, o
Mofi Business b
Network > General Settings
Network Security o
Erubit SNMPD Diernor

System %
WiFi ~
Simcard Control o ;

Agent settings
Bandwidth and Filters
VPN Services ~ The adcess the agent should listen on  UDP:161,U0P6:161

Services ~

BantP

pYT0na - Printas senver

AgentX settings

DELETE
3 Logout
The address the agent should sfow agenti connections fo varfiun/agentx. sock

MoFi Internal Modem- T+

Mofi Business b [ 00 |

MNetwork HT

Metwork Security v

System ES com2sec security
WiFi B
Simeard Control 5 PUBLIC
Bandwidth and Filters scume ™
VPN Services ~ source  default
Services ~ commonty  public
barip
10 - Printer server PRIVATE
MG stresmer
P wouce  localhost
community  provate
3 Logout
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Status ~
MoFi Internal Modem- T~
Mofi Business =
Netwerk ~

Metwork Security ~

System ~
WiFi ™
Simcard Control e
Bandwidth and Filters ~~
VPN Services b
Services ~

bantP
PCnd - Prinkae sarer

MIPG-streamar

UPeR.

Status ~
MoFi Internal Modem- T~
Mofi Business ~
Metwork o
Metwork Security ~

System w~
WiFi ~
Simeard Contral ~

Bandwidth and Filters

VPN Services ~
Services ~
Bl

P310nd « Printer server

MIPG:streamer

UFTe

Status ~
MaFi Internal Modem- T~
Mofi Business s
Network 3

Network Security >

System ~
WiFi ~
Simeard Control b

Bandwidth and Filters
VPN Services b

Services ~
banip
P&10nd - Prinker server

MUPG-streamar

Bandwidth and Filters ~

VPN Services S
Services ~
banlP

pi310nd « Printer sarver

MIPG-srRamer

group

PUBLIC_V1

PUBLIC_V2C

PRIVATE_USM

access

PUBLIC_ACCESS

PRIVATE_ACCESS

System

areup

i1 1111
BE[~ L2 [E

triibis

systozation

sysCentaet

Vit

peivate

BIEER[R

all

office
befhexample. com

MOFIG500
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15.3 banlP (Services View)

Menu: Go to Services — banlP or click on the link below:
http://192.168.10.1/cgi-bin/luci/admin/services/banip

Same as Section 11.10 — Attack Defense (banlIP). Full banlP configuration with all six tabs.

16. ACS Remote Management Portal
To view the full user manual on the ACS, click on link
https://mofinetwork-firmware.s3.dualstack.us-east-1.amazonaws.com/manual/MoFi_ACS_Portal_Guide.pdf

The MoFi ACS (Auto Configuration Server) is a cloud-based management portal for monitoring and configuring
your router remotely from any web browser. The ACS works with both public and private IP addresses — no
special network configuration is required.

Portal URL: https://manage.mofimanage.com

The complete ACS Remote Management Portal User Guide is available as a separate document.
The section below provides an overview. For detailed ACS instructions including multi-device
management, bulk operations, and advanced features, contact MoFi Network or visit
www.mofinetwork.com.

16.1 Logging In

Field Value

Username Your Router ID (serial number printed on the router,
e.g., E43A6581B660)

Password The password you set on the Remote Management
page

Forgot Password:

1. Click Forgot password? on the login page

2. Enter your Router ID

3. Areset link is sent to your registered recovery email

4. Click the link and set a new password

5. The reset link expires in 1 hour and can only be used once
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System
Firmware Update i IMPORTANT: Password Not Displayed

s NOT stored on the route

Reboot
Admin Password
Remate Update 5 the same on the server.

Entarmet Speediests

Gather Support Logs

[ CLICK TO RESET PASSWORD

Module Flasher

iPhane Tethering Setup

16.2 Dashboard

o]
|

After logging in, the dashboard shows: - Total registered devices - Your account details (username, email) -
Most recently connected device - Device activity summary with timestamps

ACS Management

Dashboard

Auto Configuration Server Overview

REGISTERED DEVICES CURRENT USER
1 E43AG581BDD4

Account Details
USER I0: E43A658180D4
ROLES: uB1BDDA

EMAIL: monasammy75@gmail.com [ Ghange

16.3 Device List

View all your managed routers in a sortable, searchable table:

Column Description
Serial Router’s unique ID
Description Custom label for the router

Last Online When the router last checked in

SIM ID (ICCID) Active SIM card ID

IMEI Modem hardware ID
Carrier Active cellular carrier
Signal Signal strength (RSRP)

LAST CONNECTED

Device Activity
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Column Description

Firmware Installed firmware version

IP Address Router’s public/cellular IP

Uptime How long since last reboot

Download / Upload Bandwidth usage

Bulk Actions: Select multiple devices for group operations: - Reboot all selected - Factory reset all selected -
Run speed test on all selected - Export selected to CSV file

16.4 Device Detail
Click a device serial number to view its full configuration. Available sections:

Common Settings: - Change hostname and description - Set router admin password remotely - Toggle Captive
Portal, Watchdog, HWNAT, Internet Enable - Set ACS check-in interval (how often the router reports to ACS) -
Configure failover policy and SIM failover

Module Information: - View: APN, carrier, signal strength, band, temperature, IMEI, ICCID - Change APN
settings remotely - Reset modem remotely

WiFi Settings: - Change SSID and password for all radios (Main 2.4G, Main 5G, Guest 2.4G, Guest 5G) - Change
encryption type - Reload WiFi configuration remotely

Band Lock: - Select specific LTE and 5G bands - Apply carrier presets (AT&T, T-Mobile, Verizon)

Bandwidth: - View download/upload/total usage per interface - Set bandwidth limits and thresholds - Reset
bandwidth counters

Actions: - Reboot, Factory Reset, Run Speed Test - Run Speed Band Lock, Email Band Lock Report - Push
Firmware Updates (admin only)

16.5 Data Usage

View daily bandwidth breakdown by interface (WAN, Module 1, Module 2): - Filter by date range - Export
reports via email

16.6 Connected Devices

View all devices currently connected to the router: - Hostname, IP address, MAC address - Active/inactive
status

16.7 Tasks

View pending configuration tasks queued for the device. Tasks are applied automatically when the router
checks in with the ACS server (default: every 10 minutes).
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17. Troubleshooting

No Internet Connection

1. Check LEDs: Is the Internet Status LED on? Refer to the LED table in Section 2.

2. Check Signal: Go to ‘Mofi Internal Modem’ then Module Status — is RSRP above -140 dBm? Is SINR
above 0 dB? Suggest to swap the primary and secondary antenna and then reboot and check

3. Check SIM: Ensure the SIM card is properly seated. Try removing and reinserting it.
Log into the router, go to mofi internal modem and ensure the carrier ID and SIM is being read.

4. Verify SIM activation: Contact your carrier to confirm the SIM is activated for data service.
When SIM is activated, it should also show a phone number under mofi internal modem

5. Check APN: Go to Configuration and verify the APN matches your carrier’s requirements. Try “Auto” if
unsure.

6. Reboot: System > Reboot
Reset Modem: System > Factory Reset / Default
Hard Reset: Hold the reset button for 10+ seconds (last resort)

Slow Speeds

1. Check signal quality: RSRP should be above lower than -110, if numbers are higher, you have a signal
issue.

2. Run Speed Band Lock: Automatically finds and locks to the fastest bands in your area.

3. Check band lock: If bands are manually locked, ensure they include your carrier’s bands.

4. Try different Service Mode: Switch between LTE/5G, 5G Only, or LTE Only to compare.

5. Check for interference: Move cellular antennas away from metal objects and electronics.

6. Check connected devices: Another device may be consuming bandwidth. Check Internet Usage.

WiFi Issues

1. Can’t see network: Check if SSID is hidden (WiFi > MoFi WiFi). Check if WiFi is disabled.

2. Can’t Connect: Verify the WiFi password. Try WPA2-PSK if using WPA-PSK/WPA2-PSK Mixed doesn’t
work.
Slow WiFi: Use 5 GHz for faster speeds. Check WiFi channel for congestion in WiFi Advanced.

4. Limited Range: Ensure WiFi antennas are properly connected and positioned vertically.

Devices Disconnecting: Check if WiFi Schedule is enabled. Check MAC filtering.

Router Not Responding

A

Check power: Is the Power LED on? Try a different power outlet.

Try a different browser: Clear cache or use incognito/private mode.

Check IP: Default is 192.168.10.1. Ensure your computer is set to DHCP (automatic IP).

Try a different LAN port: Connect to a different LAN port (1-4).

Hard reset: Hold the reset button for 10+ seconds. The router will restart with default settings.

Check if IP was changed: If someone changed the router IP, you may need to factory reset.
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VPN Not Connecting
Check port forwarding: WireGuard needs the configured listen port (default 6677 UDP) open.

Check public IP: Cellular carriers often don’t provide public IPs. Use CloudLink.
Check firewall: Ensure the VPN port is allowed in Traffic Rules.

Check credentials: Verify username/password for third-party VPN providers.

i N e

Try a different protocol: For OpenVPN, switch between TCP and UDP.

Failover Not Working

1. Reboot required: Always reboot after changing failover settings.

2. Check both connections: Each connection must be able to reach the internet independently.
3. Don’t enable both: Failover and Load Balancing cannot be active simultaneously.
4

Check MWANS status: The system log shows failover switching events.

ACS Portal Issues

1. Can’tlogin: Use your Router ID (serial number) as username, not your email.

2. Forgot password: Click “Forgot password?” and check your email (including spam folder).

3. Device not showing: Ensure Remote Management is enabled on the router. Reboot after enabling.
4

Changes not applying: Changes apply on the next check-in (default every 10 minutes). Reboot the
router for immediate application.

5. Status not updating: Click “Sync Bandwidth” on the ACS page, then wait for next check-in.

CloudLink Issues

1. Not connecting: Verify your CloudLink username and password.

2. Port forwarding not working: Use “Cloudlink/VPN” as the external source, NOT
“Cellular/Wan/Repeater.”
Slow speeds: CloudLink adds some latency. This is normal for tunneled connections.

4. 1PSec through CloudLink: CloudLink may block UDP 500/4500. Contact MoFi support for IPSec
compatibility.

MoFi Recovery (Boot Recovery from Bad Firmware)

If your router becomes non-functional after a failed firmware update or other issue (router won’t boot up,
can’t access the web interface, stuck in a boot loop), use this boot recovery procedure to restore the router.

When to Use Recovery Mode: - Router won’t boot (Power LED keeps blinking, never goes solid) - Router boots
but web interface is inaccessible - Bad firmware was flashed and router is unresponsive - WiFi LED blinks very
fast (indicates recovery mode)

Step 1: Set Router to Recovery Mode

1. Connect your PC to LAN port 1: on the back of the router using an Ethernet cable.
2: Unplug the router’s power cable.

3: Press and hold the Reset button on the back of the router

4. While holding the Reset button, plug the power cable back in.
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5: Continue holding the Reset button for 15 seconds.
6: Release the Reset button when you see only two blue LEDs flashing — the router is now in Recovery Mode

Step 2: Configure Your Computer’s Network Connection to a Static IP.

1: On your PC, go to Control Panel > Network and Internet > Network and Sharing Center.

2: Click Change adapter settings

3. Right-click on Local Area Connection (or Ethernet) and choose Properties.

4: Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

5: Select Use the following IP address and enter: - IP Address: 192.168.10.7 - Subnet Mask: 255.255.255.0 -
Default Gateway: 192.168.10.1 Click OK to save

Step 3: Access the MoFi Recovery Interface

1. Open your web browser and go to: http://192.168.10.1

2. You should see the recovery interface (a simple upload page)

3: Browse to select the firmware file you want to install and start the recovery process .

4: The recovery will take approximately 1-2 minutes. The Power/Boot LED will turn off, flash, and then become
solid when complete.

Step 4: Revert Your Computer’s Network Connection to Automatic.

1: Go back to your network adapter Properties > TCP/IPv4 Properties.
2: Select Obtain an IP address automatically.

3: Select Obtain DNS server address automatically.

4: Click OK

Step 5: Log Into the Router

1. Open your web browser and go to: http://192.168.10.1

2: The setup wizard will appear — set your admin password and configure basic settings.
3: Upload the latest firmware if needed via System > Firmware Update

Note: After recovery, all settings are reset to factory defaults. The setup wizard will guide you through initial
configuration (admin password, WiFi, APN). You will need to reconfigure any custom settings (failover, VPN,
port forwarding, etc.).

18. Specifications

Feature Specification for the MOFI6500-5GXeLTE-RM520-HP model

Cellular Modem Quectel RM520N-GL-HP

Cellular Standards 5G SA, 5G NSA, LTE Cat 20

5G NR Bands nl, n2,n3,n5,n7,n8, nl2, n13, n14, n18, n20, n25, n26, n28,
n29, n30, n38, n40, n41, n48, n66, n70, n71, n75, n76, n77, n78,
n79

LTE Bands B1-B5, B7, B8, B12-B14, B17-B20, B25, B26, B28-B30, B32, B34,

B38-B43, B46, B48, B66, B71
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Feature

Max Cellular Download

Max Cellular Upload
WiFi Standard

WiFi Bands

WiFi Max Speed
WiFi Security

CPU

RAM

Flash Storage
Ethernet Ports

uUsB

SIM Slots

SoC / Chipset
Console Port
Antenna Connectors
Power Input Options
LED Control

Casing

VPN Protocols

VPN Throughput
Failover

Load Balancing

NAT

VLAN

QoS

Firewall

Operating Temperature
Storage Temperature
Power Input

Power Adapter
Dimensions

Weight

Certifications

Specification for the MOFI6500-5GXeLTE-RM520-HP model

Up to 3.4 Gbps (5G NSA) / 2.4 Gbps (5G SA) / 1.6 Gbps (LTE Cat

19)

Up to 900 Mbps (5G SA) / 550 Mbps (5G NSA) / 200 Mbps (LTE)

802.11ax (WiFi 6)

2.4 GHz (802.11b/g/n/ax) + 5 GHz (802.11a/n/ac/ax)

286 Mbps (2.4 GHz) / 1201 Mbps (5 GHz)

WPA2-PSK, WPA-PSK/WPA2/3-PSK Mixed, WPA-PSK, Open
1.3 GHz dual-core processor

1 GB high-speed DDR

128 MB

1x WAN + 4x LAN (all 10/100/1000 Gigabit)

2x USB ports (tethering, storage, USB modem)

2x Nano SIM (4FF) for dual-SIM failover

MediaTek MT7981

External serial console port (115200 baud, 8N1)

SMA female — 4x cellular + 5x WiFi (9 total on 5G model)
Standard barrel connector + 4-pin Molex connector

LED ON/OFF switch on back panel

Rugged metal enclosure

WireGuard, OpenVPN, L2TP/IPSec, OpenConnect, PPTP
(CloudLink)

Up to 200+ Mbps (WireGuard)

WAN, Cellular (Module 1 & 2), WiFi Repeater, USB Tethering
Per-connection weight-based distribution

Hardware NAT offloading supported

IEEE 802.1Q, up to 4094 VLANs

SQM-based traffic shaping

iptables with zone-based configuration

-30 Cto +75 C (-22 F to +167 F)

-40 Cto +90 C (-40 F to +194 F)

12V DC, 3.5A (barrel jack + 4-pin Molex), 12-30V DC input range

110/120V AC to 12V DC, 3.5A, UL certified

260 mm x 140 mm x 33 mm (10.2 in x 5.5 in x 1.3 in)
2.8 Ib (with supplied antennas)

Verizon, FCC, IC, PTCBR
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19. Support & Contact

Resource Details

Website www.mofinetwork.com

ACS Portal https://manage.mofimanage.com

Email Support  support@mofinetwork.com
Phone Support +1-888-499-0123

Support Ticket Open a ticket at
https://support.mofinetwork.com

How to Contact MoFi Support:

1. Open a support ticket at www.mofinetwork.com — fastest response for technical issues
https://support.mofinetwork.com

2. Email support@mofinetwork.com with your Router ID (serial number), firmware version, and a description
of the issue

3. Call +1-888-499-0123 for phone support 7 days a week with a live rep

Before contacting support: - Note your Router ID is found at the bottom of the unit or above on the main GUI
page next to the Firmware Version (shown on the Status > General page) - Gather Support Logs by going to
System > Gather Support Logs — enter your name, email, and problem description, then download the log
package and attach it to your ticket or email

Warranty Information

1 Year Manufacture defect, visit www.mofinetwork.com for warranty terms and conditions.

Regulatory Information
FCC Notice

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15, 22 and 24 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Changes or modifications not expressly approved by MoFi Network Inc. could void the user’s authority to
operate the equipment.
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RF Exposure Information: This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a minimum distance of 20
cm between the radiator and your body.

This device complies with Industry Canada licence-exempt RSS standard(s).

European Regulations: This product has been designed, tested and manufactured according to the European
R&TTE directive 1999/5/EC.

Copyright Notice
Copyright 2026 MoFi Network Inc. All rights reserved.

No part of this publication may be reproduced, transmitted, stored in a retrieval system, or translated into any
language in any form by any means without the written permission of MoFi Network Inc.

MoFi, MoFi Network, the MoFi logo, CloudLink, and MOFI6500 are trademarks or registered trademarks of
MoFi Network Inc. All other trademarks mentioned in this document are the property of their respective
owners.

Disclaimer: Information in this document is subject to change without notice. MoFi Network Inc. reserves the
right to change specifications, features, and hardware design without prior notice. The information provided is
believed to be accurate and reliable; however, MoFi Network Inc. assumes no responsibility for any errors or
omissions.

ACS Remote Management Portal User Guide — Available separately. Contact MoFi Network or
visit www.mofinetwork.com.
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